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How to start your
Investigation



Step 0: Operation Security

E)"\d L, ’rEAKING

PHDays — international forum
on applied digital security. Main

Use a prediction service to load pages mare gquickly

Hide IP Disable a Store and share URLs
“prediction service” in a “safe mode”
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Step 1&2: Get facts and check facts
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Practical story: VI and URL’s
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VT shows a connection between a
newhighland.rar sample and a domain ywbz.hn
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When DHS/FBI “GRIZZLY STEPPE” report...
goes terribly wrong

Note: Russian authorities reports can be hilarious too ©
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Here are all the people you can fully trust in your
Investigations:
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Following the footprints

Related samples search



Related samples search:

- Create a detection and check stats.
- Search in your samples library:
- Heavily vendor dependent;

- Search on the external platforms:
- Non-strict hashes

- Strings

- YARA
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YARA samples search life-hacks:

- YARA search is FP friendly ©

VT HUNTING
- String search:

Notifications
- do not restrict to executables only

- Code search:

Retrohunt

- avoid absolute and long relative addresses
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Screenshots code hunting

ND44F868 : FF1SACED4D0nm GetCurrentThreadld
ND44FB6E: BB4C2408 BCHX,

Nn44F872: 56 esi

No44F8°73: 33C8 BECX.EBaX

ND44F875: 894C240C ~BCX

0044F879 : FF1508304D00 DeleteMetaFile
0044F87F: 8BCY eax.edi
On44F881: S5F edi

ON44FEE2: SE

0044F8E3: 83C40C

ninFF.R =350
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Following the footprints

Hunt for Clues



JPEG: not only EXIF

- Size does matter ©
- Upload time
- Information ON the picture

FE3RTINET

Credits: CabinCr3w ©
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PE: not just a PDB Path and a Resources Locale

« Unique strings s'"““Gs

* Mutexes
* Reg-keys
» Dropped files names

* VT upload time

* VT upload name

F:RTINET © Fortinet Inc. All Rights Reservec
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MS office: not only "the dodgy dossier"

 PrinterSettings*.bin:

yl_1sx1lsprinterSettingsh.printercectingsl bin
-1 82 ~C85 _4G5% S CRBLDS =
SECD
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Reverse Who-is: not only email - any custom field

Reverse Whois:

domainabuse@tucows.com Q W nexuszetal337@gmail.com Q

Domain Name: MEXUSIOTSOLUTIONS.MNET

Domain ID: 2133563883 DOMAIN_ MNET-VRSN

Registrar WHOIS Server: whois.tucows.com

Registrar URL: http://tucowsdomains.com

Updated Date: 2017-06-14T@7:47:017

Creation Date: 2017-06-14T@7:40:557

Registrar Registration Expiration Date: 2018-06-14T@7:4@:557
Registrar: TUCOWS, INC.

Registrar IANA ID: 69

Domain MName: ZETASTRESS.NET

Domain ID: 2066766456 _DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.tucows.com
Registrar URL: http://tucowsdomains.com
Updated Date: 2816-10-16T22:58:447
Creation Date: 2016-10-16T22:58:437

Registrar Registration Expiration Date: 2017-10-16T22:58:437

Sponsoring Registrar: TUCOWS, INC.
Sponsoring Registrar IANA ID: 69

Registrar Abuse Contact Email: domainabuse@tucows.com

Registrar Abuse Contact Phone: +1.4165350123
Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID:

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone: +1.4165350123
Domain Status:
Registry Registrant ID:

Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant

Mame: Liam McPike

Organization: Mexus IoT Solutions, LLC.

Street: 20412 32nd Dr SE
City: Bothell
State/Province: WA
Postal Code: 98012
Country: US

Phone:| +1.3687267966
Phone Ext:

Fax:

Fax Ext:

Email: nexuszetal337/@gmail.com

Registrant

FE3RTINET

domainabuse@tucows.com

Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant

Mame: [kenny Schuchmanl
Organization: ZetaSec Inc.
Street: 8709 Ne Mason Dr, No. 4
City: Vancouver

State/Province: Washington
Postal Code: 98662

Country: US

Phone: [+1.3607/267966 |

Phone Ext:

Fax:

Fax Ext:

Email: kenny.windwmx79@ocutlook.com

Registry Admin ID:

Admin Name:

kenny Schuchman

Admin Organization: ZetaSec Inc.
Admin Street: 8709 Ne Mason Dr, No. 4
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Text: ransom notes language analysis

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
N our decryption service,
\ ! W aise
i ikt i —’ Can I Recover My Files?
51672017 00:47:55 Sure. We guarantee that vou can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever,
i We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PN G M A e T I

S2002017 00:47:55

Time Lelt

Send $300 worth of bitcoin to this address: '
bitcoin =
Pttt [12:9YDPgwueZ9NyMgw519p7AABIS|r6 SMw

F
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Text typos: Russian keyboard layout traces

~ [T J@ "[#N$ ;[% [~ :[& 2[* [¢ [) | [+ [«—
“E/1 |2 |3 |4 |5 |6 |7 |8 |9 |0 |- |= |Backspace
o=@ (W [E R [T ‘Y u [t o P [{ I} Enter

= n| u| Y| K[El H r| ww 3/[X1b] <
Caps Lock | A 'S D ‘F G H J '\ L . ! |/

o bl sA n P o nal al;x: s

Shift Z |X ([C |V |[B [N M |< (> |? | |shift
2N R\ a 4/ c| M| 4| T| b|, B|.W/ .|
Ctrl m’; Alt Alt Gr :'(v;; Menu | Ctrl
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False Flags:

check twice



False Flags: GangCrab and a “sick children scam”

v8o ‘O\D.";
u81 = 0;

ub2 = (BYTE A)""&advert=+380668846667"

1strcatli(v63, Stringl),
v3% = 1pStringi;

v63

(LPUSTR)(16 * lstrlenW(1pStringl) + 18);

IpMultiByteStr = (LPCSTR)Virty
v = 8 = lstrlenW(v3®) + 2;
if ( lpMultiByteStr && v < (
ui1 = (CHAR =*)1pHultiByteSt
else
vyl = @;
w63 = (LPUSTR)1strlenW(u39);
if ( ::1pAddress )
UVirtualFree(::1pAddress, 8,

FERTINET
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False Flags: web server can be exploited by multiple
groups:

e was informed that only Chinese industrialists woul
re will be the benefit for Pakiztan. Will the Chinesze
government had failed to apprise the committee whethe
Jamaat—i-Iszlami,. Sirajul Hag. endorsed the point of
e alszo expressed fears of a clash of culture hetween
rtant aspect which came to the knowledge of membhers o
informed that Chinese banks will charge uz more inter
,,_'-lFr".?'lH.:l'l.:lnrr'l M2 s Ttw»ehsfo=l R-Fﬂ'?i‘\langj_ﬁ:]g3*\13“3{-‘3153
"}'nttp-,-",-"uuu." S MERGEFOBRMAT “sd22
MEY WS aEPLAEN PLUE laysyy wsve oarrisspissn fLined{ssv
spicwgoall44ispichgoalld44isumetaf ileB8sbliptag—19587/8
n0oo40o1 1 0Ooononoonol 1 0000002606 0f D01 800f £ £ £ £ £FOODO1L 0
NOOZ6060f D01600f £ £ 11 FFO04000e00544e50500700a8623d45037
J00O00000E AODDDDDZ 606 0f D01 4005 44e 505 004000 QD01 OODODDOOL
n0of £ £ £ £ £f002200040000002 401 000007000000f ¢ @201 QOO0HOO
Z000000f c@20000f £ £ £ £ £O020000040000002 401 030005 000000007
40000002 01 DDDDO40000002 d01 01 DD04000000E 01 02 D020
FO03302 2200040000002 401 0200050000001 4024ef ecedS 05000
£ £ 1040000002401 0000040000002 401 01 00030000001 & DD MO0
SLOOODODO01 402 4ef e ac 050000001 3022 cDicedS 040000002 01 00
05 004 000c QOODDOODHOODDOOOHROONNOONHOO? D00N002 606 0f DO
8xfootery?8scolsx?08~endnheressectlinegridici~sectde
025 sl1trch~fcsl Hfa21\1an915393\1angf31539EHcgrldhlan

Hacked By Indian Cyber
Owned By RO0T D3STROY3R
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Real Investigation:
a POS malware



POS malware: PDB path

e e e e e _ﬁ
DS WORK~APT“FastPOS~SAMPLES~1hh4f eldc4lldaalaf Ddb70?6c567cf6bbh5bhf28af ?4c56h5882123ccd2!
SOFTWARE~Microsoft*Windows NT“-CurrentUersion ProductMame ¥= Unknown 05 64 32
pfcondlgbd=updatefuszername =xs KillYourself noupdatefver=3 MNolpdate status logkly
UpPEe . EXE status log&klog=scanning—Xs Sof twaresMicrosof t s Windows“CurrentUersion~Run nn
cture=xs Success Installation Complete. statuslogi&klog=GetLastError—xd Access Denied

osition map/set<T> too long DEA OIF PIR pi@ i@ UIR pEA Y0 AR POR YR U@ p9R H

[ +3f
B Laf ¥ Hafi 2wA 13 YsA
5B lwA B wwofl {of Ushi Ii5B &
= HEa “Ea Yan Tan 2-B
—B *+af -»B 1EaA N+B
= Unf EA Uaft Tah
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POS malware: mutex

I eclessiastes

00404609 loc_4846D9:
a04046D9
a84846DE
B84 846EL
004 046ED
A84B4GEBR
004 046ED
084 046F 3
00408 5FQ
a84846FB
ge4047 00
ga4a47 02
B84 847 BY
a04047 09
B84 047 BE
ge404710
Aa4aLT16
00404718

; CODE XREF: _main+47Tj
push JEBh : dwMilliseconds
call ds:51eep
push offset Hame l "unigyeidclaxemain" |
push 1] : bInitialOwner
push a ; lpHMutexpttributes
call ds:Createlutexn
mou esl, ds:GetLastError
call esi ; GetLastError
cmp eax, BB7h
jnz short loc_LBa71D
push 36h : uType
push offset anlert : U"Alert”
push offset aflreadyRunning ; “Already running?”
push a 5 hWnd
call ds:MessageBoxA
push a ; int
call _exit

Hello

Members
o
TN
Reputation:
Gender: Male

FERTINET

— oa

Coding: C++, PH #h

Any help regarding this would be

Posted 03 August 2015 - 07:49 AM

[-] C Source

HANDLE h = CreateMutex(NULL, FALSE,

"unigyeidclaxemain”);

| have an application with a mutex that prevent it from being opened more than once

if (GetLastError() == ERROR_ALRERDY_EXISTS)

MessageBox(NULL, "An instance is already running.", "Already running”,

return @,

—

o o

ank you

If i try to open it again, an error appears that app is already running.

0 OF pre

reatly appreciated!

~Ora

ograms. Is there any tweg
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POS malware: the time zone

F

RTINET

® eclessiastes

Posted 29 August 2015 106:06 AM

[-] C Source

extern "C" _ declspec(dllexport) LRESULT WINAPI proce
if (nCode == HC_ACTION){
//lets extract the data
CWPSTRUCT *data = (CWPSTRUCT *)1lParam;
//if (data->message = WM _SETTEXT){

char *text = (char *)data->1Param;
std::ofstream file("C:\\t.txt", std::ios:

file << text<<std::endl;
file.close();

return CallNextHookEx{global, nCode, wParam, 1lPar]

I'm trying instead of "if (data->message = WM_SETTEXTK" to intercept a
Screenshot:
KFEI~ | - testing » PERFECT .. » |4 | Search PERFECT HOO

Orgal ' 7:\| PROJECTS |\C+ +\testing\PERFECT HOOK WMSET... i

Hook 1nstalled properly!?

25



POS malware: the screenshot

&GS testing ¢ PERFS , oidy
Otg ’4‘ ®  ZA\| PROJECTS P\C++\testing\PERFECT HOOK \WMSET... ' | i 0
!
B talied proper
L4
¢
e A

WerFaultexe - Application Error
& Sam

2 Local Dsk 2 ond'pst'li

W Netweork

D

to terminate the pragram

NCEL to debug the program

OK Canced




POS malware: the screenshot “data’”

- 2560x1600

- Laptop

- PSF (Parallels)

- “Perfect Hook” project
- Time Zone: GMT-7

FERTINET
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POS malware: Javacardos forum

F
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JAVACARDOS PRODUCTS

JC10M24R

RSA2042 JC2.04 15014443 TYPEA 24k NVM

SCPO2

US $5.00 / piece

M‘ Details ¥ H Price list all ‘

"~
S
IS,
L t\\?,
\
&,
0304]
VQO
L
JC30M48CR
RSAZD4E ECDSA SHAZR4/512 Jczo4
48K EEPROM DES/AES GP211 TO/TL

Ug’gﬁ"é& ﬁ)iece

BUY NOow'™ ‘ Details @ H Price list all ’

R502 SPY

15014443 Smartcard Reader || Protocol Debug

1507216

US $99.00 / piece

BUY NOW '™ ‘ Details ¥

Mifare
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POS malware: Steam profile

TiredOfCheaters ~

E= : te= | This user has also played as:
TiredOfCheaters
HitlerCaput

B
’r 7 b Counter-Strike: Global Offensive
cS ‘ GO =

Achievement Progress 73 of 167 V;B H W

Review 1

FERTINET

+68

Badges |

-
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POS malware: pcpartpicker

@ eclessiastes

| work a lot in Visual Studio and on my macbook the background i can differentiate
between white and silver but on monitor the silver and white color are the same.

@ eclessiastes

34 months ago 1 point

what is display port ? i use hdmi but tried DPIN too its same thing. my monitor doesn't
have drivers but i installed nvidia latest drivers from july 14, clean install. i use windows 7
64 bit on both macbook and pc. if i connect my macbook to monitor it looks wonderfull

but my pc with gtx 1080 is not crisp, my eyes get tired fast :( i want my pc to look just like
my macbook pro on monitor

}® eclessiastes

Thank you for answer. My samsung monitor is U28E590D | tried to connect the pc to my 65" Samsung
(KS9500 9-Series Curved 4K SUHD) | also tried to HP 25ES monitor with different cables. Still the text is
not crisp, images are blurry, not high quality like on macbook pro

FERTINET
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POS malware: pcpartpicker

@ eclessiastes B

The cooler connector has 4 pin but on my motherboard i have about 4 slots for that, does it matter where i connect them ?
https://www.youtube.com/watch?v=zBVSgn_h7iU This is the video. I'm not sure if its ok to be this loud

FERTINET
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POS malware: YouTube profile

P Pl o) 004/015

My first build

Alexandru Railean

I3 Subscrib®

4=

-

Published on Jul 2, 2016

Alexandru Railean j

Category People .
License Sovoll 3 Subscribe

P »l o 005/013

Romania - Albania Euro 2016 TV calling Torje a loser
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POS malware: YouTube Videos time and links

Youtube DataViewer

hitps:/fwww.youtube comfwatch?v=mScJOOQjFth |Go  |Clear

Romania - Albania Euro 2016 TV calling Torje a loser

Video I0: moc JO0IFthe

Upload Date (YYYY/MM/DD): 2016-06-21
Upload Time (UTC): 07:43:09 (convert to local time)

Vali 1 {21 e 2016 10:45

Cevina are lordanescu ca jucatorii sunt loseri 7 Pana si comentatorii din state

- — -~ - P T = ~e S - -~ - -~ ~ -~ - | — ey ) i
AUMIT L':‘J-J-;‘H_Jf oman! Loser| ntios OULl e.com ALCT =T :'._‘,'-'C'
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POS malware: Google ID

106641572878275416978

All Images Maps Videos News More

Q

Settings Tools

2 results (0.27 seconds) I

Google Maps
https://plus.google.com/106641572878275416978/reviews
Find local businesses, view maps and get driving directions in Google |

Lansky Mayer - Google+
hitps.//plus.google com/106641572878275416978
Lansky Mayer hasn't shared anything on this page with you.

Alexandru Railean

5 contributions »

REVIEWS PHOTOS

$S2RTINET

il

Jim Falk Lexus of Beverly Hills

% % % % % 3 vyear 340

Today i bought my first Lexus SUV. Both the salesman
and the manager were extremely nice people and
good negotiators. Very pleased to do business with
them

1

Hollywood Urgent Care

% % % % % 3 year ago

Parking is small but the doctor who took my blood test
was very professional and patient to explain to me
every detail of the test. | would recommend this place

T Flin|

4 %
B
9"6[\‘
b3
©)
g EY Gl
1 Burbank
i handler Bivd T__"..:) ]
E EY VILLAGE ¥ 6 5 Bl Rodl
B e ) @ 2
park TOLUCA LAKE o -
@) §
STUDIO CITY Universal City 3 J
(o)) Griffith Park \ pomino's Pizza -
Hollywood Sign e
Griffith Observatory €
Hollywood Bowl €
("T@) =3 s cy PARK
~— Pantages Theatre e
West
Hollywood SILVER LAKE A
I HILLS MEAMSEAE Hollywood Urgent Care H
ECHO PARK
: 5, DodgerStadium@® - i
Jim Falk Lexus of Beverly Hills () . < SRR ¥
Beverly Hills BMW ~ KOREATOWN T o R g
NTURY > -3 i ﬁj e
gl [l ] » Los Angeles
5 STAPLES Center (3 ; 5 s
E 4 DOWNTOWN Nt +
RS N
I 19 3 13, ¥
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Interaction with Interpol:
a researcher perspective



Interaction with Interpol: preparation

Backup all the clues Write a comprehensive report

FE:EHT'”ET > Fortinet Inc. Al "ﬁ',"::w"?‘:? Reserved
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POS malware: investigation overview

-
1 bb4fe3dc040daaOafongOQGCSGchG .....PDB Path
-

39860602b4c4849d70dRcf7f1863h5d4... =
= ' :lirohitak .com &clessiastes
oJ 1P '?

Source Cod

............ e

i 1

» Al
blogsport.gsp.ro
-

C2 server \ . \i/!::-mh.e: Link to uide/
oouUIce Lodses .
\* b . ;S
' . e 5 b
A Moniker e _“ Login, MacBook, VS a7 Link, TV F -
forums. codeguru.com » eclcﬁs:jes I cpartpicker.com s Alexandru Railean
Login, Screenshot, Carding Login, Games Googlet ID
Moniker
b ¢ -
_— & . Login Alexandru Reilean
PASEOV ALENBIA CO| s £ClESSiastes @y ah0o.cor o
.;f Registrant Email e
Login, User Path Maps Reviews
&
A
eclessiastes
- &
Login, Carding L
(A - Los Angeles
Uploaded samples -
s & s &
- . A 73 A
Virustotal u’fP ader https: /fgithub .co\m/}clesmas’tes www.cheatqume.org csulu javacardos‘}com

FE3RTINET
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Interview with CFC officers

FE3RTINET

CFC Interpol building in SG

© Fortinet Inc. All Rights Reserved

38



Waiting...

FERTINET

39



...and more waiting...

FERTINET
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Bingo!

During the course of its seven-year history, the Infraud Organization inflicted approximately $2.2 billion

in intended losses, and more than $530 million in actual losses, on a wide swath of financial institutions,

merchants, and private individuals, and would have continued to do so for the foreseeable future if left
unchecked.

The defendants indicted for their alleged roles in the Infraud Organization’s transnational racketeering
conspiracy include:

« Svyatoslav Bondarenko of Ukraine;

» Amjad Ali aka “Amjad Ali Chaudary,” aka “RedruMZ,” aka “Amjad Chaudary,” 35, of Pakistan;

« Roland Patrick N'Djimbi Tchikaya aka “Darker,” aka “dark3r.cvv,” 37, of France;

» Miroslav Kovacevic aka “Goldjunge,” 32, of Serbia;

e Frederick Thomas aka “Mosto,” aka “1stunna,” aka “Bestssn,” 37, of Alabama;

» Osama Abdelhamed aka “MrShrnofr,” aka “DrOsama,” aka “DrOsamazi,” 27, of Egypt;

» Besart Hoxha aka “Pizza,” 25, of Kosovo;

« Raihan Ahmed aka “Chan,” aka “Cyber Hacker,” aka “Mae Tony,” aka “Tony,” 26, of Bangladesh;
» Andrev Sergeevich Novak aka “Unice,” aka “Faaxxx,” aka “Faxtrod” of the Russian Federation;

« |Valerian Chiochiu aka “Onassis,” aka “Flagler,” aka “Socrate,” aka “Ec tes,” 28, of Moldova;
o John Doe #8 aka “Aimless88;”

» Gennaro Fioretti aka “DannyLogort,” aka “Genny Fioretti,” 56, of Italy;

[,

F::=RTINET O Fortinet Inc. All Rights Reserved
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Summary:

How to start your investigation
Following the footprints
False Flags

Interaction with Interpol
Investigation example



Let’s Talk?
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