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That’s your new task

How are you going to reverse it?
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1/5 - Browse the web for documentation
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2/5 - Hardware teardown

I Microscope

I Oscilloscope

I Silicon die analysis

I Firmware

I Interface analysis: JTAG, USB,
CAN, Serial...

$ lsusb

... no smart watch :( ...
Photo credit: engadget

Virus Bulletin 2016 - A. Apvrille 5/37

https://www.engadget.com/2012/04/19/sony-smartwatch-tear-down-dissection-splayed/


3/5 - Social engineering

When I asked around me for
another solution:

“Kidnap the developer, get access to
his/her PC and grab the sources”

;-)
Adapted from Pico le Croco
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4/5 - Sniff network traffic

Good idea!

In practice, how well
does it work for the
smart watch?

I No Wifi

I Bluetooth traffic!

I ... encrypted! Use
Ubertooth?

I Flow of bytes. No
label.

adapted from Pico le Croco
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5/5 - Develop a smart app for tests
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It is feasible but...good luck
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Now, reverse this one!

No. Your experience with the smart
watch won’t help.
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How well do our RE techniques work for the toothbrush in
practice?

Browse for documentation

No technical info :(

Hardwear teardown

None so far. To be done ;)

Network traffic

No wifi
No Bluetooth.
There is Bluetooth Low
Energy (6= Bluetooth)

App development

No possibility to develop an
app
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Is there an easier way to reverse?

→ Yes: reverse engineer the mobile app

Adapted from http://picolecroco.free.fr/images/dessins/2013/pico-59-soude.jpg
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Most IoT come with their connected app

IoT Mobile app
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Beam toothbrush
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SQL tables - reversing iOS app

I Tip: search for primaryKey

I Contents of each table:
mappings func
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SQL tables: what we work out

BTMainCardCell
ViewModel

NSString *policyID
NSString *activeStatusDate
NSString *policyStatusTitle

int policyStatus
NSString *stars

NSString *helpNumberForDisplay
NSString *helpNumberForCall

InsuredID
Title

first_name
middle_initial
last_name
post_name

relation_to_policy_holder
Gender
Dob
user_id

sequence_num

Insured

 DiscountPolicy *policy

discountPolicyID
group_code
plan_code
effective_at
terminated_at
insureds

DiscountPolicy
NSString *coverage;
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Reconstructing implementation design

Virus Bulletin 2016 - A. Apvrille 19/37



Classes, methods, fields: what we work out

BTSetupDevice

BTBrushData *_brushData;
BTSetupUser *_parentUser;
BTSetupUser *_childUser;
NSSet *_connectedDevices;

UserSummary

 NSNumber *beamScore, 
*numberOfBrushDaysLeft,

*numberOfStars,
*lastNumberOfStars,

*brushStreak
*consecutiveOver2Min

NSString *userSummaryID, 
averageLifetimeBrushDurationString,

beamScoreRoundedString;
float averageLifetimeBrushDuration;

User *user;
NSSet *rollingEvents;

int beamScoreRoundedInteger;

ClientSession

NSString *clientSessionID;
NSNumber *currentSession;

NSDate *unpausedAt;
NSDate *startTime;
NSNumber *duration;
NSNumber *syncCount;

NSString *clientDeviceID;

BTUserProfileSettings
TableViewCell

 pairNewBrushButton
Name,

PictureButton,
AvatarImageView,
avatarImageButton

BTCreateUser
ViewController

BTSetupDevice *
_setupDevice
NSString *

_defaultHeader
LabelText

BTChildUserInformation
ViewController

delegate
name

capturePhotoButton

BTUserSummary
TableViewCell

UILabel *brushScoreValueLabel
*brushScoreTitleLabel,
Streak value & title,
Average brush time

Value & title
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Classes, methods, fields: what we work out

BTBrushEvent

int eventType;
NSDate *date;

float duration;
NSString *macAddress;

int eventIndex;
NSString *rawData;

 UIImageView *imageExclaim;
UIProgressView *progressView;

UIView *backgroundView;
UIImageView *icon;
UILabel *headline;
UILabel *subtitle;

UIView *progressContainer;
UIView *bluetoothContainer

BTFirmwareUpdater

char *firmware;
unsigned int totalLength;
unsigned int written;
unsigned int toWrite;

unsigned int loopCount;
int state;

CBService *otaService;
CBCharacteristic 

*otaControlPoint, *otaDataPoint;

brushEventID
custom_data
end_time
start_time
device_id

deviceID
battery_remaining
bluetooth_id
color_int

firmware_revision
hardware_revision
Initial_setup
mac_address
reset_at

last_synced
brushed_events

user_id

Vector3 *
accelerometerValues, 

*lastAccelerometerValues;
*gyroscopeValues;

NSDate 
*lastBrushDetected;
char buttonDown, 

IsBrushing,
motorState

double brushingDuration;
NSDate 

*lastTimeFromBrush;
NSMutableArray 
*brushEvents;

int brushColor, 
eventWriteIndex;

char activeConnection;
float proximity;

NSUUID *uuid;
NSString *deviceName,

*macAddress,
 *appearance, 
*manufacturer,

*partialMacAddress,
 *model, *serialNumber
 *firmwareRevision,
 *hardwareRevision,

notify
float batterylevel;
motorIntensity;

char 
autoOffTimerEnabled,
quadrantTimerEnabled;

BTBrushData

B
T
F
irm

w
are

U
p
d
ate

V
iew

C
o
n
tro
lle
r
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Classes, methods, fields: what we work out

BTRootViewController
BTChallengesPopupViewController *challengesViewController;

BTHomePageViewController *homePageViewController;
UIViewController *currentViewController;
UIViewController *lastViewController;

UINavigationController *registrationNavigationController;
BTCameraViewController *cameraViewController;

BTCameraRollViewController *cameraRollViewController;
BTFirmwareUpdateViewController *firmwareUpdateViewController;

BTSKParticleViewController *particleViewController;
BTSlidingMenuViewController *slidingMenuViewController;

char didShowWelcomeMessage;
BTPortraitOnlyNavigationController 

*childBrushSelectionNavigationController;
BTStarExplosionViewController *starExplosionViewController;

BTAPISyncService
char isFetchingUsers

char isFetchingUserSummaries
 char isFetchingUserShares
char isFetchingDevices

char isFetchingChallenges
char isFetchingDiscountPolicies

int setupStatus

BTTimerView

char _isCountingStars
User *_user
int _state

UILabel *_timerLabel
UILabel *_infoLabel

 UIImageView *_iconImageView
 UIImageView *_starImageView

UILabel *_labelTotal
 UILabel *_labelOut

UILabel *_labelCurrent
UILabel *_labelIn

UIImage *_dayOrNightImage
UIImage *_timeImage

 UIImage *_successImage
UIImage *_starImage

int _pauseTime
NSTimer *_pauseTimer
NSMutableArray *_stars

 NSTimer *_starUpdateTimer
int _currentStarCount
int _currentStarMaximum
int _totalStarCount
int _previousState

uint32_t _audioEffect
double _duration

BTRecentActivity
User *user

UICollectionView *collectionView
UIImageView *leftArrow, *rightArrow

char isBrushing, didLayout
float padding, left, snapDistance

 NSMutableSet *rollingEvents
NSArray *sortedRollingEvents
RollingEvent *todaysEvent

NSMutableSet *selectedEvents
NSIndexPath *currentIndexPathSelectedInCollectionView

BTTodaySummaryViewController *todaySummaryViewController
UIView *todaySummaryView

char collectionViewIsAnimating
NSMutableArray *blocksAtEndOfTranistionAnimation

NSDate *lastUpdated

BTNotificationService
User *_lastUserBrushing

BTNotificationLaunchHandler * 
notificationLaunchHandler
NSMutableDictionary *
userNotifications

BTBrushSelection
TableViewCell

BTSetupDevice *setupDevice
 int brushSetupType

FFCircularProgressView *notifyProgress
UILabel *nameLabel

UIImageView *brushColorImageView
UIImageView *accessoryImageView

NSSet *connectedDevices
char grayOutBrush

BTAPISyncService
char isFetchingUsers

char isFetchingUserSummaries
 char isFetchingUserShares
char isFetchingDevices

char isFetchingChallenges
char isFetchingDiscountPolicies

int setupStatus
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UUID of Bluetooth Low Energy characteristics
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Demo: changing toothbrush motor speed

Motor speed percentage Byte value

I Percentage to byte conversion: ((1− x
100) ∗ 139) + 69

I Writing to toothbrush: BLE characteristic (833d...) found
from RE
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Demo: reading toothbrush battery level

I Byte to battery level formula: 100 ∗ 0.001221x−1.1
1.5−1.1

I 5 V for 12 bits = 5
212

I 1.1 min voltage, 1.5 max voltage?

Virus Bulletin 2016 - A. Apvrille 23/37



Sidenote: why should we care?

Who cares changing toothbrush motor speed?!

Two scenarios:

1. Ransomware. Attacker drains your batteries if you don’t pay.

2. Propagating virus. Infected bytes? infected firmware?

Even harmless IoT need to be secured
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Architecture

Smart Accessory Smartphone

Host applicationHost application
Constanza msg

SmartConnectSmartConnect

TwitterTwitter ......

Bluetooth

Smart Extensions
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Reversing host app protocol

public class RequestForceCrash extends CostanzaMessage {

public static final int FORCE_CRASH_REQUEST_MAGIC

= 0xC057A72A;

private int mMagic;

public RequestForceCrash(int newMessageId) {

super(newMessageId);

this.type = 666;

this.mMagic = 0xC057A72A;

}

666 → Number of the Beast
C057A72A → Costanza

Virus Bulletin 2016 - A. Apvrille 27/37

https://en.wikipedia.org/wiki/Number_of_the_Beast


Sending Costanza messages

public class RequestForceCrash
extends Costanza {
...
}

public abstract
class CostanzaMessage {
...
}

libprotocol.so

ValueActionHeader - 12 bytes

pack()
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Hidden screen

RequestForceCrash packets are sent
by a hidden activity!

$ su root

$ am start -n com.sonymobile.smartconnect.

smartwatch2/com.sonymobile.smartconnect.

hostapp.costanza.StartupActivity

Starting: Intent { cmp=com.sonymobile.smart...}
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Debug command work
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Debug console

$ adb forward tcp:58616 tcp:58616

$ telnet localhost 58616

Trying 127.0.0.1...

Connected to localhost.

Escape character is ’^]’.

Debug console for Costanza.

Connection will be closed when you leave the log

(hit the "Back" button on your phone.

Please issue commands:
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There’s an Android app for the alarm

I Protect your house against burglars

I Controllable by SMS

But it’s not very user friendly...

Comply to a strict SMS formatting

So, they created an Android app to assist
end-users
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Outbox is not secure

In the outbox, the SMS contains the
password and phone number of the
alarm.
You get it? You control the
alarm!

Fake data, of course :D

Let’s suppose you are a wise person and erase the SMS
You are wise, aren’t you?
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With the Android app, it’s worse!

Weak protection for password: we can recover alarm’s phone
number, password, delay, emergency phone...

Your credentials are at risk even if you erased the SMS!

Without the app, 1 security issue.
With the app, 2 security issues !!!
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Thanks for your attention!

Thanks

Beam Technologies for providing a free user account for testing
purposes.
Aurélien Francillon, Ludovic Apvrille and Ruchna Nigam
Students: Axel Ehrenstrom and Soufiane Joumar

References
I Fortinet’s blog

I FortiGuard Research

Awesome slides? Thanks! That’s LATEX
Like the crocodile? He’s called Pico
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