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https://ph0wn.org

Lots of Medical Apps on Android
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Malware in medical apps, fake apps etc
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Malware in medical apps, fake apps etc
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Malware in medical apps, fake apps etc

Chronic Fatigue Treatment (com.bestappsforphone.chronicfatiguesyndromecauses)
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Malware in medical apps, fake apps etc
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Malware in medical apps, fake apps etc

-~ -\ CardiacArrest (com.cardiacarrest)

2ed380fib18d38338

1-Vserv Digital Services Pyt Ltd.

stafadodst

- n Cardiac 4B/ T4 (com.Androidwebxds)

May 24, AM-XHIfEE

1171320325b03021

a

~ [y @ CardiacNursing Care Plans (com.afra.cardiacnursingcareplans) [
i g:.t
s 2

@  Cardiac Nursing Care Plans (com.afra.cardiacnursingcareplans)

a oo

Aug21, 2019515

1196268721338 243824391 T0fAcd36ceT673788ee5T0C226517

Google Inc

- Cardiac Cane (com.noticesoftware.CardiacCane) ([l Doy m
a esad5a450eBAdbSADAOC 288521
v i-noice sotware

264620bb17695944839c3103382560777e09585b 1eee21.

" Cardiac Scout (com.vivalnk.cardiacscout)

PM-Vivalnk

F::RTINET No Hat 2020 - A. Apvrille 5/10



Malware in medical apps, fake apps etc

- COVID-19 Daily Status (com.Daily.status)
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What are these malware in medical apps doing?

Lots of adware, spyware, scams...

m Ransomware Keylogger

m Communication to remote 1) TS Feegrpne [BeitoT
CnC m Lock screen
m File encryption (crypto m Screen capture
locker) m Record audio
[
[

m Intercept, send, delete
SMS

Grab current wallpaper
m Get battery level

Anything manipulating medical values or devices e.g remote
control of an insulin pump? No. Fortunately not (but it could
happen, especially for VIPs).
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® Live Reverse
Background info on the malware
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Compromised COVID-19 app

m In March 2020, an italian company developed a
COVID-19 contact tracing app

m Several malware repackaged the app ‘“with
?} metasploit”
m sha256:

7b8794ce2ff64a669d84f6157109b92f5ad17ac47dd330132a8e5de54d5d1afc

m Reference articles: Locating the trojan or How the
malware works

FRTINET No Hat 2020 - A. Apvrille 8/10


https://cryptax.medium.com/locating-the-trojan-inside-an-infected-covid-19-contact-tracing-app-21e23f90fbfe
https://cryptax.medium.com/into-android-meterpreter-and-how-the-malware-launches-it-part-2-ef5aad2ebf12
https://cryptax.medium.com/into-android-meterpreter-and-how-the-malware-launches-it-part-2-ef5aad2ebf12

Bibliography

m Reversing V-Alert COVID-19 (May 2020) or Aarogya Setu
(Aug 2020) or SM-COVID (Sept 2020)
https://cryptax.medium.com

m VB 2019:

https://www.virusbulletin.com/uploads/pdf/
magazine/2019/VB2019-Apvrille-Lakhani.pdf

m Full report on malware in diabetes apps:
https://fortinetweb.s3.amazonaws.com/fortiguard/
research/diabetes-malware.pdf

m List of malware related to COVID-19:
https://lukasstefanko.com/2020/03/
android-coronavirus-malware.html
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Thanks for your attention!

Axelle Apvrille
Email: aapvrille (at) fortinet (dot) com
Twitter: @cryptax

PhOwn, a smart objects CTF: https://phOwn.org
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