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ABSTRACT

In late January this year, an unknown TOR onion-based

ransomware payment page surfaced. The new deep website
didn’t attract much attention; it was probably ‘just another’ script
kiddie trying to get into the ransomware business. However, the
third week of February saw a massive ransomware campaign that
landed on at least 90,000 PCs per day [1] around the world — one
that pointed users to the exact same TOR onion site in order to

pay a ransom. The ransomware’s name was ‘Locky’.

At that point, not only did it become apparent that Locky was the
work of experienced cybercriminals, but it was also clear that
Locky was a major ransomware threat. In fact, Locky’s early
variants showed attributes that led us to believe it would become
a prominent ransomware family alongside CryptoWall and

TeslaCrypt.

In this paper, we will delve into the technical details of the
Locky ransomware. We will focus on three technical aspects: its
system behaviour, domain generation algorithm (DGA), and

C&C communication.

Initially, we will talk about Locky’s prevalence in the wild and
how it behaves when it lands on a PC. We will then look at its
DGA details and how we are able to simulate it in an automated

fashion for C&C domain harvesting.

The paper will also explore Locky’s obfuscated C&C

communications, including its parameters, encryption and
decryption. We will demonstrate how we successfully spoofed
HTTP requests to the C&C servers in order to force them to
respond with certain information, such as targeted countries.

The paper will conclude with some insights into Locky’s
operation and on how these findings ultimately translate to
actionable threat intelligence that can be used to protect users.

1. INTRODUCTION

The Locky ransomware emerged in February this year and

quickly [1] became one of the most prevalent pieces of

ransomware in the wild. Initially, several users posted on forums
seeking help regarding a new ransomware infection that uses the
“locky’ extension. Soon after, a massive Locky spam run was

observed by the security industry.

Fortinet was the first to publish in-depth technical details of the

first version of the malware, in which Locky’s Domain

Generation Algorithm (DGA) and C&C communication and
encryption were discussed [2]. While Locky’s code was not
complex at the time, it showed attributes that led Fortinet’s
FortiGuard Lion Team researchers to believe that it would be a

major threat moving forward. FortiGuard Lion Team kept track
[3] of the threat, and the prediction turned out to be correct.

This paper will detail the results of the continuous monitoring of
Locky. The paper will initially discuss Locky’s prevalence in the
wild using FortiGuard Intrusion Prevention System (IPS)
telemetry. It will then delve into a technical analysis of the latest
iteration of Locky’s code. The paper will also discuss the
timeline of Locky’s code and routine updates as well as its C&C
encryption and decryption process. Finally, using the technical
knowledge acquired in the research, a number of
intelligence-gathering approaches will be detailed that can be
used in providing protection to users as quickly as possible.

2. PREVALENCE

Locky’s prevalence is largely driven by an affiliate program — a
program where third-party cybercriminal groups help spread the
Locky binary to potential victims for a pay-per-install
commission. To keep track of installs from third-party affiliates,
Locky binaries have an ‘affid’ tag embedded in their code. This
code is then sent to the Locky C&C via the malware’s phone
home request.

Table 1 shows a list of affiliate methods that have been observed.

affid Method

1 Spam email containing an attached JavaScript or MS
Word (macro) downloader

3 Spam email containing an attached JavaScript or MS
Excel (macro) downloader

5 Spam email containing an attached JavaScript
downloader

13 Compromised sites that redirect to Nuclear Exploit
Kit

15 Spam email containing an attached JavaScript or
HTA downloader

Table 1: Locky affiliates.

Figure 1 shows a screenshot of a spam email containing a piece
of JavaScript that downloads Locky.

From Gabriela Parrish < 49 Reply  ép Reply All [~ =p Forward =~ More
Subject FW: Payment #257299 18/3/2016 3:16 Al
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Figure 1: Spam email related to Locky.
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These affiliates appear to be successful in spreading Locky.
FortiGuard Intrusion Prevention System telemetry shows that
Locky was ranked as the eighth most prevalent threat after only
three months of operation. The statistics listed in Table 2 are
FortiGuard IPS logs from 19 February 2016 to 19 May 2016.

Rank Malware family

Andromeda

Zeroaccess

H-worm
Conficker

Necurs

Sality
CryptoWall
Locky

R ||| |WR =

Ramnit
10 AAEH

Table 2: FortiGuard top 10 threats from 19 February 2016 to
19 May 2016.

Within the same timeframe, over 150 million total FortiGuard
IPS hits from well-known ransomware families were logged.

Locky appeared as the second most prevalent ransomware
family, as shown in Figure 2.

Figure 3 shows the daily activity of Locky in three months of
operation. In total, FortiGuard IPS collected 62,599,466 hits
from Locky C&C communication, averaging 687,906.2 hits
per day.

The heatmap in Figure 4 shows Locky’s global presence.

Figure 4: Heatmap of Locky infections from 19 February 2016
to 19 May 2016.
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Figure 2: Ransomware prevalence from 19 February 2016 to 19 May 2016.
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Figure 5: Locky behaviour flowchart.
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Figure 6: Locky configuration file.

3. TECHNICAL ANALYSIS

Overview

Table 3 lists the details of the sample used for analysis
throughout the report.

MD5 94097c46248a187476908e3ff2cb6e97

SHA1 64917aab4c609fa62587d3f06428b0d94e 14069

SHA256 8c73b04c6450651388d4605de113b156¢39e0f22
167b91c07884221a7ef767a7

Compile 2008-11-15 19:21:27

timestamp

Size 147,968 bytes

File type | Win32 EXE

An overview of Locky’s routine upon executing on a PC is
shown in Figure 5.

Configuration

The malware routine begins by decrypting its configuration file
and C&C (see Figure 6).

Table 4 shows Locky’s configuration structure.

0x0 | Ox1 | 0X2 | 0X3 0X4 0X5 0X6 | 0X7

Affiliate ID DGA seed
Sleep (seconds) Drop Autorun | Check | C&C
svchost.exe Russia | offset

URI (max length = C&C offset -1)

Table 3: Details of representative sample.

Table 4: Locky’s configuration structure.
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Figure 7: Locky’s anti-memory dump example.
loc_LBG7ES: ; flProtect
push PAGE_EXECUTE_| REI’IDWRITE
push 3808h ; HWEM_COMHIT|HEH_RESERUE
push esi ; duSize = SizeofImage
push a ; lpAddress
call ds:Virtualallec
test eax, eax
jz short loc_4B67E1
e =1
moy ecx, [ebp+lpAddress]
push edi
mnou edi, eax
E:: mous:n, e Copy itself to allocated memory
mnou esi, eax
sub esl, ebx
push esi
mnou edi, eax
call sub_40672D
pop ecx
test al, al
jz short loc_486831
A i
=
push ebx
mov eax, edi
call sub_4B67B2
pop ecx
lea eax, [ebp+Fl0ldProtect]
push eax ; 1pfl0ldProtect
push 48h ; flNewProtect
push [ebp+1lpAddress] ; dwSize
push ebx ; lpAddress
call ds:VirtualProtect
test eax, eax
jnz short loc_486835
L |
loc_4O6831: loc_4086835:
xor al, al nou eax, [ebp+uar_8]
jnp short loc_40684E| [mov eax, [eax+IMAGE_NT_HEADERS.OptionalHeader.SizeOfHeaders]
nou ecx, [ebp+lpAddress]
sub ecx, eax
Tea edi, [eax+ebx] ; edl - points to First section oFfset
o al;ral Zeroed-Out starting at first Section
rep stosh

Figure 8: Code snippet for allocating memory, copying itself and zeroing out its own image.
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90484020 jz

80404C23 mov
88404C28 cmp

eax, ptr_config
byte ptr [eax+BEh], 8 ; 1 - check Russian language/locale
short to_check delay Sleep

L J

884 84C2E call

08404034 mou esi, 3FFh
00404C39 and ax, si
88484C3C cmp ax, 1%h

00484040 jz

ds:GetSystembefaultLangID

5 LANG_RUSSIAH|
short to_DeleteSelf_exit

[ s =

@0404CH2 call
@0404C48 and

98484CHF jz

ds:GetUserDefaultLanglD
ax, si
8p484CHB cp ax, 1%h
short to DeleteSelf exit

; LANG_RUSSIAN|

v

[l i (=]

@e404C51 call
80404057 and
@8404C5A cmp ax, 19h
9948405 jnz

ds:GetUserDefaultUILanguage
ax, si
; LANG_RUSSIAN|

short to_check_delay Sleep_
_ ¥
il i =
BBLBLE 6D
BOUBLCEY to check delay Sleep :

As of the time of writing this paper, we have observed Locky to
have used the following URIs for its C&C communication:

* main.php
e submit.php
e userinfo.php

* access.cgi

Figure 9: Code to verify if system is using Russian language.

/upload/_dispatch.php

Anti-memory dump

Locky employs a known technique for circumventing memory

Configuration offset +0x0OE — check Russian language:

It continues to check its configuration to delay execution. It calls
the Sleep API with a duration in seconds depending on the set
value. This could be used as a technique to bypass sandbox and

black-box testing.

Configuration offset +0x08 — duration of sleep (seconds):

Configuration flag(dword) Value

0 to OxXFFFFFFFF

Sleep time in seconds

Table 6: Configuration for sleep duration.

dump that has also been used by other malware families. This

prevents an analyst from directly dumping the memory image of

the malware while running (see Figure7).

To be able to do this, the malware allocates memory using the
file’s SizeOflmage value. This is to ensure there is enough
memory allocated in order to successfully copy itself. It then
transfers its execution code to the newly allocated memory.

BO4BL4C6T

88484669 to_check_delay Sleep_:
8B4 BLCET mov eax, ptr_config
00484C6E movw eax, [eax+8]
ap4euC71 test eax, eax

B84 BLCTI jz short loc_L@hCcg2

After that, it zeroes out the values from its own image memory, y

starting at the first section and continuing to the end of the

allocated memory (Figure 8).

Locky then checks bases from its configuration to determine the
user’s language by calling the GetsystemDefaultLangID,
GetUserDefaultLangID and GetUserDefaultUILanguage APIs.
The malware immediately uninstalls itself if it finds itself

running on a Russian-language computer.

Configuration | Value

flag(byte)

0 Ignore Russian language

1 Check for Russian language

Table 5: Configuration flags for Russian computers.

88404C75 imul eax, 1060
808484C7B push eax
a8484C7C call ds:Sleep

; dulilliseconds

Figure 10: Code to execute sleep.

The malware then proceeds to create a unique user ID — a
16-byte-long hexadecimal string created locally:

Win_dir = GetWindowsDirectory

Vol mount point =
GetVolumeNameForVolumeMountPoint (Win dir)

GUID = get GUID(Vol mount point)
Hash_md5 = MDS5 (GUID)

User_id = Hash_md5.uppercase () .substr (0,16
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88406E7A call get_windir

BB4B6E7F lea ecx, [ebp-64h]
88486E82 push ecx

084 86E83 mov [ebp-4], ebx
00406E86 call sub_4073E5

00406E8E pop ecx

00406ESC push 1

00406E8E %o edi, edi

88406E98 call allocate_mem
884086E95 mov duword ptr [ebp-24h], BFh|
88486E9C mou [ebp-28h], ebx
084086E9F nou [ebp-38h], bl
FEE

00406EA2

BB4B6EA2 loc_LBGEAZ:

BB4B6EA2 lea eax, [ebp-64h]
BB4B6EAS lea ecx, [ebp-84h]
BB4B6EAB mov byte ptr [ebp-4], &4
00406EAF call to_volume_mount_name
00406EBY push eax

00406EBS lea eax, [ebp-38h]
00406EB8 mov byte ptr [ebp-4], 5
0B4O6EBE call  to_get_GUID

BB4B6ECT push 1

AB4A6EC3 xor edi, edi

BB4B6ECS lea esi, [ebp-8kh]
BB4B6ECB call allocate_mem
0B406EDB push 1

00406ED2 lea eax, [ebp-1kh]
00406ED5 push eax

0B40B6EDG6 lea eax, [ebp-38h]
BB4B6EDY push eax

BB4B6EDA mou dword ptr [ebp-4], 3
BB486EE1 xor eax, eax

BB4B6EE3 mov byte ptr [ebp-14h], 7Bh
B0406EE7 call get_length

0B406EEC mov esi, eax

OD4O6EEE push 1

0B406EFD lea eax, [ebp-1kh]
BB4B6EF3 push eax

BB4B6EFY lea eax, [ebp-38h]
BB4B6EF7 push eax

BB486EF8 xor eax, eax

00486EFA mov byte ptr [ebp-14h], 7Dh
B0406EFE call get_length

00406F03 Ccnp esi, OFFFFFFFFh
00406F06 jz short id_hash_md5

Figure 11: Unique user ID creation.

It creates a registry subkey where it will store the following

encrypted data:
* RSA public key

¢ Ransom note in text file format

¢ Ransom note in HTML format

¢ Infection marker

It then calls the RegQueryValueExA API to get the infection
marker in the registry data, decrypts the data and compares it to

the string “YES’ (Figure 13).

If it finds that the user has already been infected, the malware
will immediately uninstall itself. The malware once again

checks its configuration to drop and run a copy of itself in the
Yotemp% folder.

Configuration offset +0x0C — if 1, copy self as svchost.exe:

Configuration flag(byte) | Value

0 N/A

1 Create and run a copy of itself in
%Temp% named as svchost.exe

Table 7: Configuration flag for svchost.exe process.

B0464DEB loc_404DEB: 5 bFaillfExists
B0404DEB push a
004B4DED push ecx ; lpHewFileName
88464DEE push eax ; lpExistingFileName
BB4B4DEF call ds:CopyFilel
A84B4DF5 test eax, eax
004B84DF7 jnz loc_485080
_ h 4
il s =
06405880
00405080 loc_405080: 3 ":Zone.ldentifier™
a0405080 push offset aZone_identifie
00465085 lea eax, [ebp-38h]
0485088 push eax int
00405089 lea eax, [ebp-54h]
9048508C push eax ; int
80405080 call sub_48575D
88485092 add esp, BCh
88485895 cmp dword ptr [eax+14h], 8
00405099 jb short loc_48589D
86485698 mov eax, [eax]
‘ ‘ ' 4
] =]
88484DFD push 1 884850890
BB4B4DFF =or edi, edi 88465089D loc_uB569D: ; 1pFileName
0B4B4ERT lea esi, [ebp-38n]| [eeueseeD pusn eax
BO40509E call ds:DeleteFiled
80485004 xor ebx, ebx
8046506 inc ebx
884850A7 push ebx
80405008 xor edi, edi
004650AA lea esi, [ebp-54h]
804050AD call sub_403304
88465082 sub esp, 1Ch
B84858B5 lea eax, [ebp-38h]
80405088 mou esi, esp
004050BA Mou [ebp-1sh], esp
B804850BD push eax
B04050BE call sub_405F19
804850C3 call to_Createprocess

Figure 14: Code for creating svchost.exe copy.

aB863692

MOU EAX.DWORD PIR DS:[EAX]
PUSH_ESI

LEA ECX.DWORDTFTRISS=[EBP+C]
PUSH ECR

80A0ARA1
DWORD PTR DS:[873A441

ADUAPII2 . RegCreatelie yExA

hEey = HKEY_CURRENT_USER

Subkey = "SoftuwarestTfeluwB3i"

Reserved = @

GClass = MULL

Options = REG_OPTION_NON UOLATILE

Access = KEY_QUERY _UALUE:KEY_SET_UALUE:KEY_CREATE_SUB_KEY !KEY_ENUMERATE_SUEB_KEYS |KEY_NOTIFY :28088
pSecurity = NULL

pHandle = @BA6FDDE

LpDisposition = NULL

Figure 12: Registry subkey creation.

BA8659CH MOU ESI.EAX

BRB659C2 MOV EDI.B?75C9C ASCII “YES"
BEB659C7 ROR EAX.EAX

|BBB659CT REPE CMPS BYTE PTR ES:[EDI1.BYTE PTR DS:[ESI1

BHU86LL?CH FOP EDI

HAB659CC POP_ESI

Address |Hex dum; ASCII

WUW6FEB4 [59 45 53 MW |7F WA WU WU WA WA BY B8 EW FE B6 WH|YES.a. ... ... C1EN

Figure 13: Infection verification.
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File encryption

Locky starts by enumerating the drives in the victim machine by
calling the GetDriveType API. It encrypts files on the following:

DriveType
DRIVE_REMOVABLE
DRIVE_FIXED
DRIVE_REMOTE
DRIVE_RAMDISK
Table 8: Drive types affected by Locky.

The malware then creates a thread for each logical drive seen in
the victim machine with the targeted drive type. This thread’s
function is to encrypt the files located at the pushed root
directory parameter.

BB463EAS ; DWORD _ stdcall StartAddress{LPUDID root_dir)
O0403EAS StartAddress proc near

B8483EAS

084 63EA8 root_dir= dword ptr 4
BB4A3EAS

BB4A3EAS mov eax, offset loc_41217D
BO403EAD call SEH

BB483EB2 sub esp, 1Ch

B8483EBS and dword ptr [ebp-4], 8

BB4A3EB? push ebx
BB4A3EBA push esi
@0403EBB push edi

B8483EBC mov [ebp-18h], esp

B8483EBF push dword ptr [ebp+8] ; root_dir
BOuA3EC? 1lea esi, [ebp-26h]

BB4@3ECS call to_enumerateFiles

DO463ECA pop ecx

B0403ECB mov eax, esi

B8483ECD push eax

BOMA3ECE push dword ptr [ebp+8] ; root_dir
BO483ED1 mov byte ptr [ebp-4], 1

@0403ED5 call to_fileencryption_dropHote_getreport

Figure 15: File encryption function.

In the enumeration of files, Locky skip files where the full
pathname contains one of the following strings:

_HELP_instructions.html, _HELP_instructions.bmp,
_HELP_instructions.txt, _Locky_recover_instructions.bmp,
_Locky_recover_instructions.txt, tmp, winnt,
ApplicationData, AppData, ProgramFiles(x86),
ProgramFiles, temp, thumbs.db, $Recycle.Bin, System
Volumelnformation, Boot, Windows

Locky encrypts data and completely changes the filenames,
adding the new extension ‘.locky’. It encrypts files with the
following extensions:

.n64, .m4a, .m4u, .m3u, .mid, .wma, flv, .3g2, .mkv, .3gp,
.mp4, .mov, .avi, .asf, .mpeg, .vob, .mpg, .wmv, fla, .swf,
.wav, .mp3, .qcow2, .vdi, .vmdk, .vmx, .wallet, .upk, .sav,
red, Itx, .litesql, .litemod, .1bf, .iwi, .forge, .das, .d3dbsp,
.bsa, .bik, .asset, .apk, .gpg, .aes, .ARC, .PAQ, .tar, .bz2, .tbk,
.bak, .tar, .tgz, .gz, .7z, .rar, .zip, .djv, .djvu, .svg, .bmp, .png,
.gif, .raw, .cgm, .jpeg, .jpg, .tif, .tiff, .NEF, .psd, .cmd, .bat,
.sh, .class, jar, .java, .rb, .asp, .cs, .brd, .sch, .dch, .dip, .pl,
.vbs, .vb, js, .h, .asm, .pas, .cpp, .c, .php, .1df, .mdf, .ibd,
MY, MYD, .frm, .odb, .dbf, .db, .mdb, .sql, .SQLITEDB,
.SQLITES3, .011, .010, .009, .008, .007, .006, .005, .004,
.003,.002, .001, .pst, .onetoc2, .asc, .lay6, .lay,
.ms11(Securitycopy), .ms11, .sldm, .sldx, .ppsm, .ppsx,
.ppam, .docb, .mml, .sxm, .otg, .odg, .uop, .potx, .potm,

.Pptx, .pptm, .std, .sxd, .pot, .pps, .sti, .sxi, .otp, .odp, .wb2,
123, .wks, .wkl, .xltx, .xItm, .xIsx, .xIsm, .xIsb, .slk, .xlw,
xlt, xIm, xlc, .dif, .stc, .sxc, .ots, .ods, .hwp, .602, .dotm,
.dotx, .docm, .docx, .DOT, .3dm, .max, .3ds, .xml, .txt, .CSV,
.uot, .RTE, .pdf, .XLS, .PPT, .stw, .sxw, .ott, .odt, .DOC,
.pem, .p12, .csr, .crt, .key, wallet.dat

Once a file to be encrypted is identified, the malware begins
preparing the filename that it will be renamed as. The first 16
characters will be the unique ID of the victim and the next 16
characters will be the file ID, with the extension ‘.locky’.

Unique ID {16 char} File ID{16 char}

UNICODE dum
4DF383M32ABA3253D8166WEB4CADC28D . locky

Figure 16: Generated filename for encrypted file.

Below is a code snippet for generating the file ID:

x = [0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F]
length = 16

file_ ID = []

while length > O:

random_num = CryptGenRandom[4]

i = random num mod 0x10
file ID += x[i]
length --

The malware continues to create a file handle to the file to be
encrypted; it then proceeds to call the MoveFileExW API in
order to rename the file to the 32-character name (with .locky
extension) that was prepared beforehand.

Using the CryptGenRandom API, it generates a random 16-byte
value which will serve as the AES-128 key. Locky then uses
Intel’s Advance Encryption Standard Instruction (AES-NI)
opcode aeskeygenassist to generate the AES round keys.

[GBRBIC6Z Toc _HOICHZ:

88481C62 movzx edx, ds:byte_W158E4[ecx
60481C69 movdga =xmmi, xmm@

pB4A1C6D aeskeygenassist xmn2, xmm@, o
88481C73 pslldq xmmi, 4

80401C78 pxor xmm@, xmmi

88481C7C movdga xmmi, xzmm@

60481C80 pslldqg =xmmB, &4

68401085 pxor xmm1, xmm@

00481C8? movdga xmm3d, =mml

80401C8D pslldqg xmmi, 4

60481C92 pshufd =xmmB, xmm2, BFFh
68481097 pxor xnn3, =xnml

68481098 pxor xmm3, xmm@

00481C9F movd xmme, edx

88401CA3 pshufd xmm@, =zmm@, 6

68481CAS pxor xnmB, xmm3

68481CAC movdga =xmmword ptr [eax], zmm@

088461CBA inc ecx

88481CB1 add eax, 168h
80401CB4 cnp ecx, BAh
88401CB7 jb short loc_481C62

Figure 17: Locky AES round key generation.

The generated round keys will be used to encrypt targeted files
and filenames, calling the opcode aesenc (Figure 18).

After encryption, the generated 16 bytes which served as the
AES-128 key, will be encrypted by RSA-2048.

Figure 19 shows the encrypted file layout.

The malware deletes the backups by spawning this process by
calling CreateProcessW: vssadmin.exe Delete Shadows /All /
Quiet.
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084B1ED8 movdga
BB4B1EDC aesenc
BB4B1EE1
BO401EE3 movdga
BB4B1EE7 aesenc

#mn2, zmnword ptr [eax]
XxmmA, xmm2

eax, edx

xmm2, xmmword ptr [eax]
®mmA, 2mn2

add

il i =
B0401EEC
BO4OM1EEC loc 4O1EEC:
BO4B1EEC add

BO401EEE movdga
00481EF2 aesenc
BO491EF7 add

B0401EF? movdga
08481EFD aesenc

vy

eax, edx

xmmn2, xnnword ptr [eax]
xmmB, xmm2

eax, edx

xmm2, xmmword ptr [eax]
xnmB, xnn2

¥ ¥

=

08461F 82
80461F 82
88461F 82
00461F 04
8auB1F 88
a6461F 8D
@au61F BF
004681F13
8auB1F18
@04681F1A
8a4B1F1E
88481F23
80461F25
8BuB1F29
00461F2E
8BuB1F3n
004681F34
8auB1F39
00461F3B
8a4B1F3F
004681F 44
Ba461F46
88481F4A
00461F4F
8BuB1F51
00461F55
8BuB1F5A
B04681F5F
BBuB1F6L
B0481F6A

loc_401F02:

add eax, edx

movdga xmm2, xmnword ptr
aesenc xmmB, xmm2

add eax, edx

movdga xmm2, xmnword ptr
aesenc xmnd, xmn2

add eax, edx

movdga xnm2, xmnword ptr
aesenc xmm@, xmm2

add eax, edx

movdga xmm2, xmnword ptr
aesenc xmmB, xmm2

add eax, edx

movdga xmm2, xmnword ptr
aesenc xmnd, xmn2

add eax, edx

movdga xnm2, xmnword ptr
aesenc xmm@, xmm2

add eax, edx

movdga xmm2, xmnword ptr
aesenc xmmB, xmn2

add eax, edx

movdga xmm2, xmnword ptr
aesenc xmmd, xmn2

movdga xmm2, xmnword ptr
aesenc xmnd, xmn2

movdga xmm2, xmnword ptr
aesenclast xnmB, xnm2

[eax]

[eax]

[eax]

[eax]

[eax]

[eax]

[eax]

[eax]
[eax+edx]

[eax+edx+1B8h]

Figure 18: Locky AES round key generation via the aesenc and

aesenclast instruction.

oppAEEez: [E] 8D A4 9A-FB 88 69 37-32 95 @1 88-EA BD 1E 82
AppAAA12: E3 DE A B8—61 4C FF 8A AF

4 D4-65 D6 96
35-c2
6989
93-F9
17-84
9A-4B
5D-BB
BA-6B
28-15
AF-28
55-7B
8C-5E
DB8-n4
68-3D
29-Ch
Fi-7D
31-89
39-18
3A-28
BF-53
B2-EB
B4-B6
3F-2B
81-42
53-@5
3E-5F
33-38
Fi-36
68-8E
73-1D
62-26
FD-11
D6-33
36-9E
68-6D
6677
B8-B6
5A-6D
3B-92
46-DF
B2-93
F6-CA
29-8F
22-6C
31-27
11-G7
iD-%6
GE-27
2D-9B
4E-BF
E?-EC
39-Eb
C4-6A
81-8A
EF-88

AeEAAR22 =
AARARA32 =
aeRAAR42 =
AABARAS2 =
BE0EA0R62 =
HaREAaY2 =
BEOEARE2 =
HaREARY2 =
BEEBAAGEAZ =
BABAAAE2 =
ARRAAACS =
BaEAAAD: =
55151515 15) 2]
5551515 15) ]
ARRAA1 A2 =
aeEAA112 =
AABAA122 =
BeEaA132 =
AABAA142 =
BeEAA152 -
BaBEA162 =
BeEaa172 =
HaReA182 =
ARRAA192 =
BaBAALAZ =
ARRAA1 B2 =
BaaEAALCS =
ARRAA1D2 =
BBBAALES =
AABAALF2 =
HERAAZAZ =
AARAR212 =
BeEAA222 -
HaeAA232 =
BeEaA242 -
BaRAA252 =
BEEAA262 =
BaRAA272 =
ARRAA2E2
BeRAA2Y?2 =
ARRAAZAZ
BBRAAZE2 =
ARRAA2C2 =
BeEAAZD2 =
AARAA2ER =
BERAAZF2 =
AARAA3AZ =
BeEAA312 -
BeRAA322 =
BEEEA332 -
HaRAA342 =
BeEAA352 =
HABEA362 =
ARRAA372 =
HABAA3E2 =

35-11
13-FE
7D-DD
55-6E
E4-CD

This will only work for infected users that have Administrator
privileges.

Based on the configuration, the malware drops an autorun
registry for the malware to run on every start up, as shown in
Table 9.

Configuration flag(byte) Value
0 N/A
1 Create autorun registry

Table 9: Configuration flags for autorun registry creation.

Configuration offset +0x0dh — autorun config.

Figure 20 shows an example of Locky’s autorun registry key.

Registry Editor

File Edit View

Favaorites  Help

<

{23 Polices Al Name Type Data
& [Run | [a) (pefault) REG_SZ (value not set)
& settrgs fab)cifingn exe REG 52 CH\WINDOWS \system32\ctfmon exe
% :\h:ﬂ:‘:e‘“mns ab]ont3z1 REG_SZ C:\virusYocky.exe
oy ==l | [ab[Tablet\Wizard REG_EXPAND_SZ Sowindir %\helpwizard.hta

{23 Telephony
[E3 ThemeManager
1 T3 Themmame =
| >

My Computer\HKEY _CURRENT_USER \Software Microsoft\Windows\CurrentVersion'Run

FD-33 B4

B4-86
CA—57
43-9E
94-EC
E5-27
B2-93
2D-AB
5D-EB
6%9-D1
82-9E
94-AC
5A-B2
F?-63
52-52
CA-4E
EF-B3
B7?-32
D8-F7
32-8A
28-6B
De—-26
BBE-5E
9D-F4
B7-86
D1-93
3B-33
F3-A4
6B—-E7
6D-492
Ch—48a
FF-24
7E-EF
47-66
4CG-A2
8A-E3
41-81
A3-59%
FD-AF
59-5B
E7-96
64-C4
CE-37
8B-78
?5-CD
3679
E3-92
B6—22
A4-DD
8E-EC
28-14
34-3n
E1-DC
2F-F7
17-D3
A5-DC

Figure 20: Locky autorun registry key.

It also creates a registry value to act as an infection marker, as
shown in Figure 21.

ei720Ee e
i ke pligal 2348,
145 [B O] 6% 1
BELAENg A
Fl&o -o2}] e''CRea%
+ﬁF10JJUn§ _Gonai

fEp [kl »=Fi p—%’ vd
&2 §6E3 k¢ 156¥n
3 H i85

BaU) “liz e pg jUE

4 Bytes Hardcoded Value
4DF383039ABAITL S

Victim's ID

o5 85
G.Gb&J*-"-al -_'@++1

e, A g

&, MRt Encrypted

7ZoR=4 975Gy 1] NN
dlIfL AES-128

Key

i 15|
¥i w;;)&lu—yP"
’JE4UuJZ Iyﬁy—*G
[ sﬂuE"u za G

Figure 19: Encrypted file layout.
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Registry Editor 984084009 push ebx ; uiParanm
T 88404A0A push 14h ; uinction
b G G e B04BUABE call ds:SystemParametersinfoll
-0 Skype Al Name Dtz gO4B4A12 cmp dword ptr [ebp-58h], 8
Srtemds 28| pefauty r2lue ot set) 00484A16 mou eax, [ebp-6Ch]
Sfitacer da5569bd ef d8 %a faelf337372d ... 00404019 jnb short loc 4B4A1E
22 Tansutce Encrypted "YES" i —
REG_BINARY 7f2a 1a 4770 2f eb 94 3f 57 c4al a7 chea 45bdae ... 5
5 ' 5 | DaHFinﬁhﬁJ?{ REG_BINARY 48 58 39 d7e2 77b0 5b 15 0c 2e da f4bb 5c 69 d9 a7... d ' i
BB X-Wavs AG v 08404418 lea eax, [ebp—ﬁch]l
< I | B
My Computer HKEY_CURRENT_USER\Software \{TfeVwg3i ; L]
=
: . . : ] aeuBuA1E
Figure 21: Locky infection marker registry. 98MBMIE Loc_ROMATE:
a0484A1E mou esi, ds:ShellExecutel!
. . . a0484A24 push 1 ; nShowCmd
Figure 22 shows the code that drops the HELP_instructions on 9O4DNAZE push  ebx > Ippirectory
88484427 push ebx ; lpParameters
the deSktOp' 884B4A28 push eax ; 1pFile
BAuBLAZY Moy edi, offset Dperation ; “open”
B84B4A2E push edi ; lpOperation
push edi B04B4AZF push ebx ; hund
push eax ) B84B4A30 call esi ; ShellExecutel
call get_desktop_directory
xor ebx, ebx . .
mou  [ebp-h], ebx Figure 24: Code to modify wallpaper and open help
lea eax, [ebp-88h] . .
mou [esp+BA8h+var_A8], offset a_help_instruct ; ““\_HELP_instructions.html"| instructions.
push eax
lea eax, [ebp-6Ch]
push  eax Figures 25 and 26 show screenshots of the ransom notes
call sub_48575D
push offset a_help_instru_8 ; “\% HELP_instructions.bmp™ generated by LOCky.

Figure 22: Code to drop help instructions.

= _HELP_instructions.bmp - Windows Picture and Fax Viewer

Figure 23 shows the modification of wallpaper settings through

the registry.
BBUA4ISE lea eax, [ebp-2ch]
80484959 push eax
080848495 mou ecx, offset aWallpaperstyle ; “Wallpaperstyle™
8048495F mov byte ptr [ebp-4], 7

08484963 call set_reg_uvalue

08484900 push eax

684 A49DE mov ecx, offset aTilewallpaper ; “TileWallpaper"
BO4LALOE3 mou byte ptr [ebp-4], &

BA4ALOE7 call set_reg_value

Figure 23: Code to install wallpaper to the registry.

The code shown in Figure 24 sets the Windows wallpaper (0x14 - — —
= SPI_SETDESKWALLPAPER) and opens the dropped 08 R e viEES

help_instructions file. Figure 25: Locky help instructions in BMP format.

[} _+eLP _instructions himl ®

€« C M © flex//C:/Documents¥s20andes205ettings/userf Desktop/_HELP_instructions.html X
For quick access, place your bookmarks here on the bookmarks bar. IMport bookmarks now... (] Other boskmarks

T

11 IMPORTANT INFORMATION !!!!

211 of your files are encrypted with RSA-204% and AES-128 ciphers.

More information about the RSA and AES can be found here:
nttp://en.wikipedia.oro/wiki/RSA_(cx
ntep://en.wikipedia.org/wiki/Advanced Eneryption Standard

Decrypting of your files is only possible with the private key and decrypt program, which 1s oD our secret server.
To receive your private key follow one of the links:

1. peep: dwis.torJueb.org, 8: 5039
2. brep://2 2 dwis.opion.to, 8: 5
3. brep://2 2 dwis.opion.cab 8: 5039

If all of this addresses are not available, follow these steps:
. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
. After a successful installation, run the browser and wait for initialization.
Type in the address bar: 2 2 dwis.onion/4DF
. Follow the instructions on the site.

wom b

'l Your personal identification ID: 4DF38303%AB03953 !!!

Figure 26: Locky help instructions in HTML format.
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4. TIMELINE

Since Locky appeared in the wild, it has continually been
updated by its perpetrators. The monitoring of Locky binaries
appearing in the wild allowed the FortiGuard Lion Team to
track code changes in the malware. Below are some of the
iterations observed over time. It is important to note that the
dates shown represent the earliest date that the updated Locky
binary entered FortiGuard’s tracking system — actual code
changes may have appeared earlier.

16 February 2016
* Sample is not packed
¢ Hard-coded configuration is not encrypted
* Hard-coded ‘Locky’ registry key is used

* Malware always runs as fake ‘svchost.exe’ in %Temp%
folder

 Configuration format is as follows:

{
int AffiliateID;
char servers

}
* DGA TLD is ‘rupweuinytpmusfrdeitbeuknltf’
e C&C urlPath is ‘/main.php’

22 March 2016
» Sample is packed

¢ Registry key name is generated based on affected
computer’s VolumeGUID

¢ Running as svchost.exe depends on the configuration flag
» Configuration format was updated to the following:

{
int AffliatelID;
int DGASeed;
int delaySeconds;
char bFakeSvchost;
char bPersistence;
char bIgnoreRussian;
char[] ccServers;

}

¢ DGA TLDs are now ‘ru’, ‘info’, ‘biz’, ‘click’, ‘su’, ‘work’,
‘pl’, ‘org’, ‘pw’, and ‘xyz’

e CC urlPath changed to ‘/main.php’

* DGA code is updated

31 March 2016
¢ Configuration is the same structure but is now encrypted

e CC urlPath is ‘/submit.php’

27 April 2016

¢ Custom encryption of HTTP communication with the C&C
has been updated (details in the next section).

* Configuration now includes urlPAth with the value
‘/userinfo.php’:
{
int AffiliateID;
int DGASeed;
int delaySeconds;
char bFakeSvchost;
char bPersistence;
char bIgnoreRussian;
char[] urlPath; // added update char[] ccServers;

30 May 2016

* Uses the new URI ‘/access.cgi’

31 May 2016
* Uses the new URI ‘/upload/_dispatch.php’

* Encrypted HTTP POST data is now encoded using percent
encoding.

5. NETWORK BEHAVIOUR

While Locky’s code was unsophisticated when it first came out,
its network behaviour contained indicative signs that it was the
work of experienced cybercriminals and would therefore
become a major threat in the near future. Specifically, it
employed a Domain Generation Algorithm, organized C&C
reporting, and custom network communication encryption. This
section will discuss the details of these routines.

Domain Generation Algorithm

Locky’s DGA is a failover routine if the IPs listed in its
configuration file are unreachable. Initially, the malware will try
to connect to all IPs listed in its configuration. Failing to
connect to any of the IPs will be its trigger to execute the DGA
function (see Figure 27).

push iCh
pop esi
idiv esi
xor edx, edx
mov esi, eax ; eax = number of C&C IP's from config
mov eax, dword_41C844 ; counter
lea edi, [esi+dCh]
div edi
inc duord_u1C044 ; increment counter
cmp edx, esi ; compare if counter is greater than total IP count
jnb short loc_4B81E2
A J Y
FEE] il i =
imul edx, 1Ch
push BFFFFFFFFh loc_uB81E2:
add edx, ecx call sub_48891D
push a push BCh
push edx pop (141
lea eax, [ebp-78h] Ror edx, edx
call sub_4865F 8 div ecx
jmp short loc_40821D| (lea eax, [ebp-18kh]
push edx ; dga pos
push eax
call dgaFunction
pop ecx
pop ecx
push eax
lea eax, [ebp-706h]
moy byte ptr [ebp-4], OAh
call sub_406680
push 1
Ror edi, edi
lea esi, [ebp-18%4h]
mou byte ptr [ebp-4], 9
call sub_4B6714
]

r

Figure 27: Locky’s DGA trigger.
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Figure 28 shows an opcode of the actual DGA routine. It is
based on the affected machine’s year, month, day, and a DGA
seed value declared in its configuration file.

27| sub_410B94();

28| wvar_dgapos = =(_DWORD =)(al1 + BxC);

29| wvar_dgaseed = dgaSeed;

30 u3 = 03

31| =(_DWORD =){al - 2%) = 8;

32| GetSystemTime{(LPSYSTEWTIME)(a1 - 08x28));
33 uu = =(_UORD x)({a1 - 4@);

{/f dga pos

34 = (unsigned int)=(_WORD =){al - 8x22) >> 1;
35| wvar_dgapos = __ROLA4__ (uar _dgapos, Bx15);
36| vH = _ ROLY_ (uar dgaseed, @x11);

37| =(_DWORD =){al1 - Bx18) = vé + var_dgapos;
38| =(_DWORD =){al - Bx14) v5;

39| =(_DWORD =){al - 8x18) &5

48| while ( 1)

| {

u2 u7 = _ ROR4_ (ﬂxH1192llE1 * (ull + v3d + 7157), 7);

43 ug = (U? + Bx27100001)

Iy u® = _ ROR4_ (29712151]73 * (us + var_dgaseed), 7);

45 vlg = (IJ'J + Bx27100001) o

b6 ui1 = _ RORY4_ (8xB11924E1 * (u5 + uiB), 7);

W7 v12 = BxDSEFFFFF - vi1 + v18;

48 u13 = _ ROR4__ (BxB11924E1 = (={ WORD =){al - 38) + vi12 - Ox65CAD), 7);
uo ull = vi2 + vi3 + Bx27100861;

50 ul5 = _ ROR4_ (OxB11924E1 * (ui4 + =(_DWORD =)(al - 24)), 7);
51 u3 = (ul5 + Bx27100061) * vii;

52 ++yul;

53 uld = (*(_DWORD *)(a1 - 16))-- == 1;

54 if ( vi6 )

55 hreak

56 = =(_DWORD =)(a1 - 28);

57

58 x(iwnnn *)(al - uB) = 15;
59| =(_DWORD =){al - %2) = B;
68 =(_BYTE =)(a1 - 68) = 8;

| vl % BxBu + 7;

61| =(_DWORD =){al - 24)
62| ={_DWORD =){al - 4) = 6;
63| =(_DWORD *){al - 14) = 8;
64 if { v3 % 6xBu *= BxXFFFFFFF? )

85 {
66 do

57 {

68 v17 = __ROLY4_ (u3, =(_BYTE =){al - 16));
59 u18 = __ROR4__(OxB119Z4E1 = u17, 7);

70) u3 = U8 + Bx27100001;

71 sub_405E30(1, u3 % Bx10u + *a');

72 ++x(_DWORD *)(al - 16);

73

H
71 while ( *=(_DUORD x){al — @8x18) < =(_DWORD x)(al - 2h) );
H

Figure 28: Locky’s DGA function.

C&C reporting

To prepare the phone home request, Locky gathers information
about the victim machine and stores it in a key = value format.

It collects the following information:
¢ Role information

* Windows operating system version

e User language
* Victim MDS5 unique identifier

The role information is identified by making a call to the
DsRoleGetPrimaryDomainInformation API with the local
computer as the argument. This retrieves the state of the directory
service installation and domain data, as shown in Figure 29.

By querying the return data of the API, the malware is able to
determine if the computer is a server, a part of a domain or a
primary domain controller. Table 10 shows the possible return

BE863F3IC
63F3D

PUSH EBX

PUSH_ESI

MOU DWORDNPTRUSS=[EBP=1C1.ES1
CALL DWORD PTR DE:[8732381]
TEST EAX.EAX

JHZ SHORT IISGSF?E

values.
Integer | Computer role
0 DsRole_ The computer is a
RoleStandaloneWorkstation workstation that is
not a member of a
domain
1 DsRole_ The computer is a
RoleMemberWorkstation workstation that is
a member of a
domain
2 DsRole_RoleStandaloneServer | The computer is a
server that is not a
member of a
domain
3 DsRole_RoleMemberServer The computer is a
server that is a
member of a
domain
4 DsRole_ The computer is a
RoleBackupDomainController | backup domain
controller
5 DsRole_ The computer is a
RolePrimaryDomainController | primary domain
controller
Table 10: DsRoleGetPrimaryDomainInformation return values.
NETAPI32.DsRoleGetPrinaryDomainInformation

MO B : [ERP-—
DS: [8?3238]—5B860FDD (NETRP132 DsRnleGetPrlnaryDumalnInfnrmatlon)
ya DSROLE_Machine_Role

Hex ASCII
BEETL 288 El Iﬂlﬂ Iﬂl B8 U8 B0 BA | AC 52 B9 [-[5) e 69| ... ... R
BRAT5298 68 98 BB BR 08 88 08 B8 BA B@ | ... ... ... ......
IIB‘?SZHB Bl BB BI 5'? IB 4F 8@ |52 6B 4B @@ 47 52 @88|....Y.0.R.K.G.R.
BARg B9 B OD FO AD BA @D FO AD BAIO.U.P =i i

Figure 29: Code to retrieve the state of directory service installation and domain data.

kernel32 . GetUersionExA
USER32.GetSystemMetrics

AAB63FIA ADD ESP,.AC

BE863F?D LEA EAX. BHORINPTRISSSLEBF=E4]

BB863FA3 PUSH En¥

AAB63FAn4 CALL DWORD PTR DS:[8731381

BB863FAA PUSH 5%

BAE863IFAC CGALL DYORD PTR DS:[87325C1

d@@863FB2 CMP DUORD PIR S8:[EBP-E@1.5

0@8363FBT | JHZ SHORT BB864867

HARSCIEDD |

DS:[8B873138 1=7C812B6E (kern3132 GetUerS1onExﬂ)
MajorVersion MinorVersion

Address |Hex dum

BHHEFCEC|9C BH WY U@

AABGFCFC (B2 AR AB AA

BEE6FDAC (260 33 6P 90 B B0 A0 PO B 6P B0 PH B0 A0 BB BA

28 BA BB VA (E.. & @...C...
5@ 61 63 6B|@

ASCII

-Service Pack

Figure 30: Code to retrieve operating system version.
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The operating system version, on the other hand, is obtained by
querying the OSMajorVersion and OSMinor Version from the
returned value when calling the GetVersionExA APL

The malware is able to determine the following Windows

versions:

Windows 2000
Windows XP
Windows 2003
Windows 2003 R2
Windows Vista
Windows Server 2008

Windows 8

Windows Server 2012
Windows 8.1

Windows Server 2012 R2
Windows 10

Windows Server 2016 Technical
Preview

Windows 7
Windows Server 2008 R2

Unknown

The malware then retrieves the local language by calling the
GetUserDefaultUILanguage API, which will be used to

determine the language of the ransom note to be requested from

the C&C, as shown in Figure 31.

HOU DHORD PTR SS=[EBP-41,EBX
CALL DUORD PTR DS:[87312@1
PUSH 24

LEA ECX.DWORD PIR SS:[EBP-241]

HOUZX EnX.AR
PUSH 59

PUSH EAX
CALL DUORD PTR DS:[8738EC]
MOU DWORD PTR DS [ESI+14] 8F

=
=

kernel32.GetLocaleInfoh

kernel32.GetlserDefaultlILanguage|

DS-[BBS?QBEC]—?CSBDZFZ (kernel32 Gethcalelnan)

Address [Hex dum ASCII |
DADGFAGG b5 GE BN 0GP W0 0B BN GP BF 08 30 0P 06 @0|en......%...0.9. |

Figure 31: Code to retrieve the system’s local language.

PUBLICKEYBLOB

RSA public key exchange algorithm

Iﬂlﬂ41585|ﬂ.

-BB41592@:
BB41593@:

-B8415968:
.33415973.

-884159D8:
.EE4159EE.

-BB415A4@:
-80415A50:

-BB415AA0:

g,
i
i
»I\u-‘-ORu"’;/DB/dI-
L4156 \Hi wakan=
gshoKse; Hhloy &
€6 r2KeEAN =~ + [Bmx
e [Euorsasp 17
D BCeb

s ot ull
uf ul

Buter u-a}t-.u>
INTEATEC [T

It

@
BAP9SEODe#24vED
STy T
red

m(T) tuu long

string too long
invalid string p
osition Software

&length=
B(falle(‘*

Figure 32: Public RSA-1024 key embedded in Locky binary.

push eax ; pbBuffer

xor edi, edi

inc edi

push edi 5 duLen -> edi = 1
push hProw : hProu

call esi ; EryntEPnRanller

test eax, ea

inz chort loc _407F 1D

L
s[5
call  ds:GetLastError
nou [ebp-9Ch], eax
nou dword ptr [ebp-0ABh], offset off_Wi5080]
push  offset unk_w17274
lea eax, [ebp-Bash]

Loc | HOTFD:
eax, [ebp-14Ch]

Gl i pbBuffer

push 20h ; dwlen

push  hProv : hProv

call  esl ; CryptGenRandom

test eax, eax

jnz short loc_WO7F55

eax, [ebp-0A8h]

ds:GetLastError
[ebp-bA4N], eax
dword ptr [ebp-8ABh], offset off_415980|
offset unk_w17274

short loc_407F17

loc_407F55:

moy cl, [ebp-15h]
nou [ebp-12Ch], €1
test €1, ¢l

jz short loc_407F83

Figure 33: Code to generate random bytes for null byte size and AES-256 key generation.
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Table 11 lists Locky’s current C&C parameters and their 80408CD0 push  CALE_RE2
.. 88488CD5 push offset hProw
deSCI'lpthl’lS. 88408CDA call createRC2_keyhandle
88488CDF mov dword ptr [ebp-4], 1
BO4BBCEG lea edi, [esi+h]
BB4BBCEY? push edi ; phHash
Key Value | Purpose BO4BBCEA mou [edi], ebx
BB4BBCEC mov eax, [esi]
id Victim’s identification s Eﬂ;ﬂ S ; ﬂ:’;i;“gs
. B848B8CFB push CALG_HHMAC s Algid
&act getkey |[RSA public key BBMBECFS push  hProu ; hProv
gettext | Ransom note in text bty ﬁsﬁ g;;?*zg;““a““““
gethtml [ Ransom note in HTML format BuBBDEI iz =shokt.loc. 408023
stats Statistics of file encryption from victim’s GEE ¥
53]
PC 8A4A8DAS call ds:GetLastError
B0408DEE mov [ebp-1B8h], eax
&afﬁd B80408DBE mow dword ptr [ebp-14h], offset off_U4159B0
., 80488D15 push offset unk_417274
&lang 2 letter | Victim’s local language 00408010 lea eax, [ebp-14h]
code - tj ¥
. . =
&corp 0 Computer is not a member of a domain TEEBETD
1 Computer is a member of a domain QuasDAD {1 WD
puter 1s T 1 BOMOBDID push  eax g
2 Computer is a primary domain controller 0n08D1E call - .xpalseesgaptian
&serv 0 Not server Pz J L
1 Server 06488023
N K - 00488D23 loc_488D23: ; dwFlags
&os char Windows operating system version SoABRDZS gush  Ebu. Lebpa), 2
nou yte ptr [ebp-%],
&sp number | Service pack 00408020 push  em’ ¢ pbdata
&x64 0 Not 64-bit OBNBDZE push  duard pEr [edi] & hilsh
: 00408038 mov dword ptr [ebp-30h], 80804%h
1 64_b1t ap408D37 mov [ebp-2Ch], ebx
00488D3A mov [ebp-28h], ebx
&length number 86488D3D mou [ebp-24h], ebx
N R 00488D40 mov [ebp-2Bh], ebx
&failed number | Number of failed encrypted files 88488043 call  ds:CryptSetHashParam
86408049 test eax. eax
&encrypted | number | Number of successful encrypted files ) .
igure 35: Code to se andle for calculation.
Soath Root path Fi 35: Code to set RC2 handl HMAC calculat
pa 0ot pa

Table 11: Locky HTTP POST request parameters.
PLAINTEXTKEYELOB

CALG_RC2
KEY SIZE

Network encryption — post request encryption
Initially, the malware will obtain a public RSA-1024 key
embedded in the binary file to encrypt data in the following
format:

k.. LLp?
TikT%=Tc -

Figure 36: PUBLICKEYSTRUCT blob header:
[random 32 bytes AES-256 key + random single byte (null
byte size) + HMAC of plaintext request]

; ) ) loc_461C54: ; CODE XREF: sub_4B1AD7+FTj
Using the CryptGenRandom() API, it generates a random single Es:gg: :m:;r:n?{:ﬂ;egi;[aﬁl]:x]xma
byte that serves as the size of null bytes to be appended to the xor ecx, ecx ;
. dd . hoh
request. It also uses this API to generate a 32-byte AES-256 key, : =5
loc_461C62: ; CODE XREF: sub_4B1AD7+1E0L]

as shown in Figures 33 and 34. movzx  edx, ds:byte 41SSEs[eck]

movdga xmm1, xmm@
aeskeygenassist xmm2, xmmB, 0

i 32 bytes random generated ke pslldq =zmm1, 4
o e £ Y prov %*mn@, xmmi
AsclI moudqa xmm1, xmm@
LLnt5Reo s 11FTH pslldg =x=mm@, 4
e ] pxor xnm1, xnm@
. 20 ook movdga  xmm3, xmml

-Ba.GHxZ.
a1 pe. . HRE.qtc pslldg =mm1, &

A°E.daeulxZ. 1 pshufd =zmmB, =mm2, BFFh
HO15FBE28 |78 65 BB 77 /A6 65 BB 77 E8 14 63 B0 F@ 14 63 88 |pedueduldic.=Tkc.

pxor xmn3, xmmi
pror X¥mm3, xmm@
. . d 0, ed
Figure 34: Generated random 32-byte AES key. Eg:um kit B o
pxor xmm@, xnm3
LV d d pt ¥ Li}
The generated 32-byte key has a dual purpose — it is used as a fovias  stemondbelncleasls e
key for AES-256 encryption and for HMAC hash calculation. i:.: cax, I
jb shm,‘t loc_4B1C62

For the HMAC hash calculation, it uses the CryptImportKey()

: . loc_4681CB2: ; CODE XREF: sub_u481AD7+211j
API to create an RC2 key handle, as shown in Figure 35. et B

For AES-256 encryption, it uses the AES-NI extended e &
sub 481AD7 endp

instruction to generate encryption round keys that will be used
to encrypt the plaintext request (Figures 37 and 38). Figure 37: Encryption round keys generation routine.
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[AC 4C D6 1215 4A 65 GF D5 DB 30 4931 1@ £4 AB|LL 350 ETTFTE T First 16 bytes generated random key

87 6C D592 2C D1 BA 47 F4 EA F3 |76 E4 BE 58 [clq M. 7|

EC C2 ED 7E EE @F 57 39 1A E5 A4 |4F FE 5B FC| oy I["‘
53 FB 6% 2D 15 61 3E 14 @F 84 9a |5B Fi DF 66 (SJni— §a)‘|HS'aU[+-l-‘
FA 65 58 D7 7@ 3C 6E C3 7F B8 F4 |78 8E 67 22 e]Pg <n [ag [iAgl
]37:(3: E? 16 24 9@ 2E 78 E? EF 96 8C|7F 61 F1 1E|faia x'[ﬂuloaﬂl

C4 18 D1 4E BC FF 3E D8 30 88 5F 29 2E|<a —17H1 >ﬁa& ES round key generated
B9 AB 35 1F B5 54 BB C7 85 D4 54 EE AB||EQ. 5&51’1T6‘ TE%
41 B8 F? 2C F4 EC F2 EB 7138 A6 85 DA|![B3A3 -, )aﬁser

B4
LE
&E
5D
i2
68
51
33
2C A7 64 46 94 S5E 48 B2 78 AC A3 C3 |48 PA A6 19 |.2dFo"H
7D 83 B@ 4F E9 DD F8 FD 91 71 5B 3E (DL 7B FD 27 |>5300] °2=ql >+{2”
@D F@ AD BA BD FA AD BA @D FA AD Ba |BD F@ AD BA|. H
@D F@ AD Ba | AD FA AD BA BD FA AD BA |BD F@ AD BA|.
@D F@ AD BhA BD FA@ AD BA BD FA AD BA |BD F@ AD BA|.
agD F@ AD Bha | BD FA AD BA BD F@ AD BA |BD F@ AD BA|.
18 P8 B9 B8 B0 BA BB BA BD FA AD BA |BD F@ AD BA |k
EE FE EE AB AE AB AB AB AB AE AB FE EE FE EE FE €
08 90 OO 9P OO0 B B0 B F6 3F 14 1C |13 26 88 iD|.
@D FA aD Ba | BD FA AD BA @D FA AD BA |DA 24 63 8@ .
B8 59 1@ 88 AD FA AD BA BD FA AD BA |BD F@ AD BA |3
68 b0 OO PP OO AP PO A0 BP PO B B0 B BP B 86 | .
gD F@ AD BA BD FA AD Ba BD FA@ AD BA BD F@ AD BA 1l 1].=d]
Evdul \n04}_*HiH [—Second 16 bytes generated random key
C6 EB 13 4n |78 9F 48 FA AA E? 7C 93 |88 BC BED CB i"foH-1BIDBu"—
Al 92 gg 87 D? 8D 44 7D 73 E4 38 EE | F3 58 85 25| if. 91 D>sESELKEM

8A 16 @8 77 F7 65 EC 4F 1% |96 B4 CA 3C|43eDuew0lii{i
4A 71 D8 1A 5C 7?9 AF ED 39 95 EA F4 | AF 21 2R CB|JgT\u»#Poa [»? =L
A7 94 3@ 63 FB ED 9F 8E G2 78 7F 7A 6D 5% 55 B2 *OchﬁfﬁT'XﬁZme
4C 68 @7 5F B7 85 98 D1 75 FD E? AB 18 A4 B2 19| Lh=_paiju?vitii
45 5F D3 F2 F2 DA 4B 23 87 27 AC 88 |9F 83 1E 91 |E_ Kitc
>R

ES round key generated

Figure 38: AES round keys generated.

Figure 39 shows a code snippet of the HMAC calculation of the Figure 41 shows the encryption of the plaintext request with
plaintext request with null bytes appended. As shown in Figure null bytes appended using the generated AES round keys.
40, the result is concatenated to generated random bytes [32

bytes(AES-256 key) + single byte(null byte size)]. el

pshufb  xmn@, xmm2

pxor ®mne, xmms
00408C20 push ebp cmp esi, edx
apua8c21 mov ebp, esp =
86468C23 push ecx 1# ShI.JI’t LOCZNB1DEE
g8488C24 push  ecx cmp esi, 18h
00408C25 push 0 ; duFlags iz short loc_481DES
00408C27 push [ebp+duDatalen] ; duDatalen cmpl esi, 26h
8B488C2A push [ebp+pbData] ; pbbata jnz loc 4B01EGB
90488C2D push dword ptr [esi+4] ; hHash add Eax: edx
004683030 call ds:CryptHashData
o e ggx movdga xmn5, xmmuword ptr [eax]
0B408C3I8 jnz short loc_4B8C58 aesenc xmm@, xmmS
add eax, edx
K movdga =mn5, xmmword ptr [eax]
[l e = daesenc xmm@, xmm5
88488C3A call ds:GetlLastError .
00408CL0 Moy [ebp+var_k], eax loc_401DES: ; CODE XREF: sub_4@1D47+807j
08408CL3 push offset unk_417274 add eax, edx
gg:gggtg ;Eih s::x [ebptuar_8] movdga xmn5%, xmmword ptr [eax]
88488CLC mov [ebp+var_8], offset off_u159B0 HESENE xmnd, zmm5
00408C53 call raiseexception add eax, edx
| movdga xmnS5, xmmword ptr [eax]
J 2 5 aesenc xmmB, xmm5
loc_4B1DFE: ; CODE XREF: sub_u4@iD47+7BTj
loc_408C58: add eax, edx
nov eax, esi mowvdqa xmm5, xmmword ptr [eax]
leave aesenc xnmB, xnmS
ol b add eax, edx
movdga =mn5, xmmword ptr [eax]
004BBC67 push ebp aesenc xmm@, xmms
B84 BBC68 mov ebp, esp add eax, edx
gg::ggg: Bz;: :: movdga =mn5, xmmword ptr [eax]
BO4O8CHE push ] ; duFlags aesenc  xmm@, xmmS
804 08C6E lea eax, [ebp+pduDatalen] add eax, edx
004 08C71 push eax ; pdwDatalLen movdga xmm5, xmmword ptr [eax]
004 08C72 push [ebp+pbData] : pbData aesenc xmmB, xmms
B84 B8C75 mov eax, [ebp+arg_8
DO4OBC78 push HFiﬂng‘HUgL 2 ]; duParan add eax, edx
DouOBC7A push  duord ptr [eax+i] ; hHash movdqa xmm5, xmmuord ptr [eax]
00408C7D call d5:CryptGetHashParan aesenc xmmd, xmms
AA4A8C83 test eax, eax add eax, edx
804 08C85 jnz short loc_4B8CAS movdqa xmn%, xmmword ptr [eax]
c— aesenc =mm@, xmms
h J add eax, edx
s = movdga ®mnS5, xmmword ptr [eax]
BB488C87 call ds:GetlLastError aesenc xmmB, xmmS
00468C8D mov [ebp+var_4], eax add eax, edx
00408C90 push OFfset unk_417274
BBLBE0OE La eax, [ebpsuar a] movdga =mnS5, xmmword ptr [eax]
BB4B8C98 push eax aesenc xmmB, xmmS
08408099 mov [ebp+var_8], offset off 415988 movdga xmnS5, xmmword ptr [eax+edx]
0O408CAD call raiseexception
I

Figure 41: Encryption routine of plaintext request.

Figure 39: Calculation of HMAC of the plaintext request.
Using the CryptEncrypt() APL, it encrypts [32-bytes (AES-256

key) + single byte(null byte size) + HMAC] using the RSA public
key embedded in the binary, as shown in Figures 42 and 43.

al 15F'?C8 4(: 4C D6 12|15 48 65 GF DS D8 3B 4‘) 31 18 54 AB Lé.ntjl?en\;f,llbﬂi

II15 F'?Fs i

Finally, the encrypted plaintext request and [32-bytes (AES-256
Figure 40: Concatenation of HMAC result. key) + single byte (null byte size) + HMAC] data are combined.
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Plaintext Request

Bu6315D8 (69 64 3D 45 43 43 45 41 44 44 45 38 34 37 41 31| id=ECCEADDES847A1
BU6315E8 |46 31 41 26 61 63 74 3D 67 65 74 6B 65 7?7 26 61 |FlAkact=getkeyda
@P6315F8 |66 66 6% 64 3D 35 26 6C 61 6E 67 3D |65 6E 26 63 |ffid=5&lang=endc
AP6316608 |6F 72 7@ 3D 3@ 26 73 65 72 76 3D 3@ 26 6F 73 3D|orp=Bkserv=-B8os=
B0631618 |57 Hlnduws+?&sp 180c
#0631628 |36 6

80631638 | 68
80631648 | 6@
B0631658 | 8@
@0631668 | 8@
80631678 | 68
B0631688 | 6@
B0631698 | 8@
@d6316A8 | 8@
8P6316B8 |68

Encrypted Request

BA6315D8

1EFES
ik }%.ﬁ NCZAR Id(-)l'[
wHuridEH - HEES
1Fu* <K Trfé
E§\p“@i‘|—| udshiB
H3noe{ R "50708
¥

00631688

Figure 42: Encrypted plaintext request sample.

FEE

00408013

08408013 loc_L4B8013:

00408013 mou ecx, [ebp-20h]
08408016 mov esi, [ecx]

00408018 push  eax
08488019 push  edx
0040801A call  duord ptr [esi+eCch]

0040801D nov esi,

08408022 push esi ; duBuflLen
00408023 lea eax, [ebp-1h]

08408026 push eax ; pduDatalen
00408027 lea eax, [ebp-14Ch]

0840802D push eax

0040802E xor edi, edi

08408030 push edi ; duFlags
00408031 push  edi ; Final

00408032 push  edi
00408033 push  hKey
00408039 mou dword ptr [ebp-14h], 85h
00408040 call  ds:CryptEncrypt

00408046 test  eax, eax

00408048 jnz short loc_hogos?

3 hHash

3 encrypt plaintext request + null bytes appended

; pbbata B2 bytes random generated key+1 byte(null size)+HMAC of plaintext request

; hKey Obtained RSA public key embedded in binary

e =

s =

B04B8ALA call
00408058 mov

ds:CetLastError
[ebp-74h], eax
00408653 mou duord ptr [ebp-78h],
00408054 push  offset unk_417274
0040865F lea eax, [ebp-78h]
00408062 jmp loc_UB7F17

offset off_4159B8)|

80488867
00408067 loc_408067:

0046886A jz short loc_46809980)

| E—

00468067 Cnp [ebp-14h], esi

Figure 43: Encrypts [32-bytes (AES-256 key) + byte(null byte size) + HMAC].

BB632630

00632640 (IFB

BA632658 (DG

BB632668 [BD

BA63267A(IBA 8@ 9D 5C @8 D3 @1 4D BB BS 75 7B 84 68 17
PA63268A M7 DO 86 41 95 88 7B 7D @F 72 22 35 E8 3F 96
BB632698 [IF6 59 F5 2E BS 5A 2C 8F @1 98 8% 2D D1 B3 29
BA6326A0 [IB8 8F AF C5 BA BE FD 53 48 E4 F5 DC D3 7D 74
@A6326BA (D2 ED @9 A6 A1 7?2 87 45 EC 48 76 E3 34 63 3E
BA6326CA [IF@ BC 49 86 52 FB 27 8E 8@ 32 DA BE 74 6A 45
BB6326D0 (3@ C5 B8 BE 38 A7 DD E2 D? 3F AE B2 BD 2B D%
BB6326EM BF E2 SE 6C EB 11 EC 51 16 98 43 90 DA BF 34
BA6326FA(ICC 71 7@ 8B C@ BD 52 59 83 2n 71 1D 9F 61 CE
PR63270A [[6? 82 EA @7 ES5 AC D4 %A 8F C5 58 D4 47
BB632718

88632720 B@ 7D
©@632730 (2D E6 73 D1 @3 D? 95 8@ 51 2F 4@ ?C 1D BS 64
PA63274A (53 31 D7 94 78 B6 85 C8 F@ A7 14 38 57 %A 9B
BA632750 A3 42 82 @1 43 E? 2E E? 8@ 5F BA B1L B% 3C 3D
B@63276A (WC 38 EF 52 62 3F 91 2@ 10 8D 3B F4 83 18 3@
©A632770 (9@ E1 A9 31 98 3@ 3F 51 89 DF 28 8D F3 @D 9%
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Figure 44: Encrypted plaintext request + [32-bytes (AES-256 key) + byte(null byte size) + HMAC].

6. INTELLIGENCE EXTRACTION

Apart from sourcing Locky binaries in the wild, malware
metadata can be collected from Locky binaries in an automated
fashion.

Collecting ransomware languages used

The very first version of Locky uses a custom algorithm to
encrypt and decrypt its C&C communication. To get the
ransomware note, it sends the following HTTP request format:

id={randomly generated victim ID } &act=gettext&lang={system
language}

To get the system language, Locky calls the

GetUserDefaultUILanguage API, which returns the language
identifier for the UI language for the current user. Microsoft’s
Language Identifier Constant and String provides a list of
country codes for all supported languages.

Locky’s HTTP request can then be spoofed through a script that
feeds all available country codes from Microsoft’s website to the
{system language} parameter, encrypts the request using the
malware’s algorithm, and then sends the encrypted request to a
live Locky C&C server.

Using this approach, the C&C replies for different country
codes are then hashed to identify unique ransomware notes. The
following languages have been identified to be supported by
Locky:
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Country code | Language
de German
en English
es Spanish
fr French
it Italian
ja Japanese
nl Dutch
no Norwegian
pl Polish
pt Portuguese
ro Romanian
sV Swedish
zh Chinese

Table 12: Locky ransomware note languages.

After identifying the above list, a script that simulates Locky’s
decryption algorithm is used to decrypt the ransomware notes.
For unsupported country codes, the default ransomware note
served is in English.

The current iteration of Locky uses a more complex C&C
communication encryption. A similar approach can be used to
collect the supported languages.

Collecting randomly generated domains

Similar to its network encryption, Locky’s Domain Generation
Algorithm can be simulated through a tool that will allow for
proactive harvesting of malicious domains. The next step is to
identify which of the random domains are actually used by the
cybercriminals in order to block them accordingly. In addition,
C&C sinkholes should be properly identified.

One approach is to send a ping request to the domains generated
by the DGA tool. If there is a reply, the next verification stage can
be a spoofed encrypted HTTP request made in a similar fashion
with collecting ransomware notes. The size of the reply can then
be compared to the minimum file size of the ransomware note. If
the reply is smaller, then it is likely a sinkhole. Otherwise, a valid
reply indicates that the domain is used by the cybercriminals.

At the time of writing this paper, using this approach
FortiGuard Lion Team has identified many sinkholes created by
security researchers. However, no actual malicious domain has
been observed.

A C source code that generates random domains through
Locky’s DGA is available at the Appendix of this paper.

Harvesting Locky configuration files

The FortiGuard Lion Team has created a system that harvests
Locky configuration files. The system leverages the Cuckoo
Sandbox and is composed of three main parts: a sample
collector, the Cuckoo Sandbox, and a database:

Extract Ci

Sample Collector Collected Locky Config DB

Cuckoo Sandbox;

Figure 45: Overview of Locky monitoring system components.

Initially, Cuckoo’s ‘procmemdump’ flag is configured to ‘yes’ to
enable process memory dumping. ProcMemory — a default
processing module in Cuckoo — is then utilized to confirm
Locky’s presence using a Yara rule.

The same module is responsible for mapping memory dump. If
Locky is confirmed to be present, the mapped memory dump
will be parsed to extract Locky’s configuration file.

A flowchart of this process is shown in Figure 46.

Finally, the extracted configuration file is stored in the database
and extracted IPs and URIs are updated to Fortinet solutions.

Execute Sample in Cuckoo
Sandbox(enabled ‘options’
: ‘procmemdump=yes’)

Validate Memory Dump if Locky
indicator is found

Is Locky?

Map/Parse Memory Dump and
Search for Locky Config Structure

No
Notify that config is not
Locky Cﬂn@:{ found(Possible new variant) J

Yes

Store Locky Configin DB

Figure 46: Flowchart for extracting Locky configuration file via
Cuckoo Sandbox.
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7. CONCLUSION

Today, ransomware is a major threat that affects many users and
organizations worldwide. The anti-virus industry is seeing a
shift in trade for many cybercriminals, both experienced and
inexperienced, from other cybercrime modus operandi to the
ransomware business. Locky ransomware is a by-product of this
shift.

This research allowed the FortiGuard Lion Team to understand
how, with the right experience and resources, cybercriminals are
able to quickly dominate a specific cybercrime area, in this case,
ransomware. The anti-virus industry must respond by closely
monitoring these developments in order to minimize damage to
users. Information sharing across the industry is essential to
maximize the impact of such efforts.

In this paper, Locky’s prevalence, technical analysis,
developments as well as intelligence gathering approaches were
detailed. The FortiGuard Lion Team hopes that the information
shared here will contribute to the industry’s collective effort in
fighting the Locky ransomware.
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APPENDIX

I0Cs

Added files:
%User Temp%\svchost.exe
%Desktop%\_HELP_instructions.txt
%Desktop%\_HELP_instructions.bmp
%Desktop%\_HELP_instructions.html
{folders containing encrypted files}\ HELP_instructions.
txt

Added registry keys:
key:HKEY_CURRENT_USER\Software\Microsoft\
Windows\CurrentVersion\Run value: opt321
data:”%User Temp%\svchost.exe” or {original filepath}

key:HKEY_CURRENT_USER\Software\{random
characters }

value:{random characters 1}

data: {Hex values}

value:{random characters 2}

data: {Hex values}

value: {random characters 3}

data: {Hex values}
value:{random characters 4}
data: {Hex values}

key: HKCU\Control Panel\Desktop

value: Wallpaper

data: %Desktop%\_HELP_instructions.bmp
Cmd command:

vssadmin.exe Delete Shadows /All /Quiet

Hashes:
A list of Locky SHA-256 hashes is available here:
https://github.com/fortiguard-lion/LockylOCs/blob/master/
Locky_SHA256_hashes.txt

C&Cs:
A list of collected Locky C&Cs is available here:
https://github.com/fortiguard-lion/LockylOCs/blob/master/
Locky_C2_IPs.txt

DGA tool in C source code

#include "stdafx.h"
#include <Windows.h>
char *tlds[] = {"ru", "info", "biz", "click", "su",
"work", "pl", "org", "pw", "xyz"};
void LockyDGA (char *domain, int pos, int seed,
SYSTEMTIME systemTime)
{

int vl;

int v2;

int v3;

int v4;

int v8;

int v9;

int v10;

int v11;

int v12;

int v13;

int v14;

int v15;

int v17;

int v18;

int v19;

int v20;

char *v21;

int v7;

unsigned int v5;

int v6;

int varls8;
int varl4;

int varlO0;

vl = pos;
v2 = seed;
v3 = 0;

v5 = systemTime.wDay >> 1;
v4 = systemTime.wYear;

vl _rotl(vl, 0x15);

v6 = rotl(v2, 0x11);

varl8 = v6 + vl;

varld = v5;
varlO = 7;

while (varl0 > 0)
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for (int 1 = 1; i < argc; 1i++)

v7 = _rotr(0xB11924E1 * (v4 + v3 + 0x1BF5), 7); .

v8 (v7 + 0x27100001) *~ v3;
v9 _rotr (0xB11924E1 * (v8 + v2), 7);
v1l0 = (v9 + 0x27100001) ~ wv8;

if (i + 1 > argc)

{

break;
vll = rotr(0xB11924E1 * (v5 + v10), 7); )
v12 = OxD8EFFFFF - v11 + v10; if (strcmp(argv[i], "-h") == 0)
v13 = _rotr(0xB11924El1 * (systemTime.wMonth + v12 {
- 0x65CAD), 7); vl14 = v12 + v13 + 0x27100001; showHelpInfo (argv[0]);
v1l5 = _rotr(0xB11924El1 * (v14 + varl8), 7); return 0;
v3 = (vl5 + 0x27100001) ~ wvl14; }
++va; if (strcmp(argv[i], "-d") == 0)
varl0 = varlO - 1; {
v5 = varld; char *date = argv[i + 1];
} char buf[5];
varl8 = v3 % OxBu + 7; strncpy_s (buf, 5, date, 4);
1 1 I =
varlo = 0; if (atoi(buf) != 0) {
systemTime.wYear = atoi (buf); }
if (varl8 != 0) memset (buf, 0, sizeof (buf));
{ strncpy_s (buf, 5, date + 5, 2);
1 1 I =
do if (atoi(buf) != 0)
{ {
V17 = rotl(v3, varlo); systemTime.wMonth = atoi (buf); }
- memset (buf, 0, sizeof (buf));
v1l8 = rotr(0xB11924E1 * v17, 7);
_ strncpy s (buf, 5, date + 8, 2);
v3 = v18 + 0x27100001; i (atoZ(buf) 1= 0)
domain[varl0++] = v3 % 0x19u + 'a’; )

{

} while (varl0 < varl8); systemTime.wDay = atoi (buf);

} }

domain[varlO++] = '.'; }
v19 = _rotr(0xBL1924El * v3, 7); if (stremp(argv[i], "-n") == 0)
{
v20 = 0; if (atoi(argv([i + 1]) != 0)
v21 = tlds[(v19 + 0x27100001) % (sizeof(tlds) / (
i f(tlds [0 ; . .
sizeof ( s101))1] max = atoi(argv([i + 1]1); }
do }
{ if (strecmp(argv([i], "-s") == 0)
if (!v21([v20]) { . . .
. if (atoi(argv([i + 1]) != 0)
{
break; seed = atoi(argv([i + 1]);

}
domain([varlO++] = v21[v20++];
} while (v20 < 5);
}

void showHelpInfo (char *s)

{

memset (domain, 0, sizeof (domain));

printf ("Usage : %$s [-option] [argument]\n", s); LockyDGA (domain, pos, seed, systemTime);
printf ("option: -h Show help information\n"); printf ("DGA %d = %$s\n", pos++, domain);
printf (" -s Seed from Locky Config\n") ; } while (pos < max);
printf (" -d Date with format [yyyy-mm-dd]\n"); return 0;
printf (" -n Max count of Domain generated\n"); }

(

printf ("Default: -d {current date} -n {7}");
}
int main(int argc, char* argv[])
{

char domain([40];

int pos = 0;

SYSTEMTIME systemTime; int max = 7;

int seed = 0;

GetSystemTime (&systemTime) ;

if (argc > 1)
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