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Presentat ion Object ives

• Ident ify different  Cyber Crim inals profiles

• Understand their business m odels, based 
quant ified exam ples

• Recognize t he  channels through which 
cyber crim e m oney is flowing

• Raise public awareness and indust ry 
ant icipat ion on m obile  t hreat s based 
crim inal business m odels



Agenda

• Cybercrim e zoology

• Cyber crim inals profiles

• The Marketplace

• The Currency

• The Business Models: schem es and numbers



Int roduct ion

• Reported offenses are the t ip of the iceberg

• FBI reported $6 7  billion  in dam ages last  year 
(US)

• NHTCU reported £ 2 .45  billion  (UK)

• Credit  card fraud alone costs $4 00  m illion  
per year



Int roduct ion (II)

• Fam ous quote from  Valerie McNiven, US 
Treasury advisor on cybercrim e:

“ Last  year was the first  year that  proceeds 
from  cybercrim e were greater than proceeds 
from  the sales of illegal drugs, and that  was, I 
believe, over $105 billion”   [1]

[1]  Reuters, 2005



Cybercrime Zoology

• Spam m ing

• Carding

• Phishing

• Herding

• Indust rial Spying



Carding with your 6 th Sense



Cybercrime Zoology

• Spam m ing

• Carding

• Phishing

• Herding

• Indust rial Spying



Typical Phishing e-mail



Cybercrime Zoology

• Spam m ing

• Carding

• Phishing

• Botnet  Herding

• Indust rial Spying



Cyber crim inals profiles

• Coders
the skilled

• Kids
the workforce

• M ob
the puppet  masters?

• Drops
the m ules



Coders – the skilled

• Aged between 20 and 25 years old

• 5+  years of experience in the hacking 
com m unity

• Young self-m ade program m ers or pro coders

• Sell ready-to-use tools or services to the Kids

• Fees are in the hundreds of USD

• Lim ited risks (disclaim ers, etc…)

• Scam  art ists fall in that  category



Kids – the workforce

• Aged from  13 to 20

• Hang around IRC carding channels

• Buy and re-sell basic bricks needed for scam s

• 2 digits monthly incom e

• Rip offs are very com m on

• A few percentage of actual “ doers”



Mob – the puppet  m asters?

• Bringing in-depth inputs about  the real m afia 
raises issues

• Staying in the st rict  boundaries of the law

• Bigger invest igat ion m eans

• Years-long infilt rat ion com m itm ent , possibly 
on the field

• One of the undeniable cybercrim e back-ends



Drops – the m ules

• Older than Kids

• Turn virt ual m oney into rea l cash

• Transfers are done to their legal bank 
account

• Keep 5 0 %  and w ire  back  the rest  of the 
cash

• Im portance of W ebs of Trust

• Live in count ries with “ no digital laws”



The Marketplace: IRC



The Currencies

• e-gold
– Anonym ity
– Irreversibility
– Independence

• Wired cash
– Irreversible
– Crosses borders instant ly
– Fairly anonym ous



Carding Business Model

• A “ CC Full”  costs $2 to $5 (payable by e-gold)

• Around 80% of CCs t raded on IRC are not  
valid
⇒Importance of Webs of Trust

• CCs are bought  by packs
⇒Resem bles a drug deal



Carding Business Model: The Hidden Truth



Carding Business Model: Scheme



Carding Business Model: By the Num bers

• Costs
Buying 40 valid CC info: $2 00  
Bribing 10 drops to forward one package per week: 
$800
Drops to cyber crim inal packages delivery costs: 
$800

•  Profits
Selling the goods on eBay: $1 6 ,000  ($400 per 
package)

• Total Cost , m onthly: $ 1 ,8 00
• Total Profit , m onthly: $ 1 6 ,00 0
• Net  Gains, monthly: $ 1 4 ,2 00
• Product ivity index (Profits/Costs): 8 .9



Adware Plant ing Business Model

• Tight ly linked to Spyware/Adware com panies 
BM:

Adware com pany ‘A’  edits a software that  
displays ads

Advert isers pay com pany ‘A’  to get  their 
ads displayed

Com pany ‘A’  pays its partners/affiliates for 
each install of the Spyware/Adware on end-
users com puters



Adware/Spyware plant ing Business Model: 
scheme



Adware/Spyware plant ing Business Model: 
Stats



Adware/Spyware plant ing Business Model: 
By the Numbers

• The costs involved m ainly sum  up to building 
a botnet :

“ Root ”  to host  the Com m and & Control channel: 
$15
Stolen CC to register the dom ain nam e of the C&C: 
$2
Bot  source: $2
Making it  go through m ain AV for 1 or 2 days: $1 00
Fresh spam  list  (i.e. list  of act ive e-m ail addresses): 
$8
A fist ful of m ailers to spam  out  100K m ails for 6 
hours: $30

• Total Cost : $ 15 7  (once)
• Total Profit : 0.4 x 5000 x 8 =  $1 6 ,00 0  

(monthly)
• Gain: $ 1 5 ,8 43  (first  m onth)
• Product ivity index (Profits/Costs): 1 0 2  (first  

m onth)



Phishing Business Model: Phase 1, the 
Phishing Operat ion

• Costs covering the actual Phishing operat ion:
Phishing Kit : Scam  let ter +  scam  page: $ 5
Fresh spam  list : $ 8
A fist ful of php-m ailers to spam out  100K 
emails for 6 hours: $ 30
Hacked site for host ing scam  page for a 
couple of days: $ 1 0
Valid cc to register dom ain nam e: $1 0

• Total costs for the phishing operat ion: $6 3



Phishing Business Model: php-mailer



Phishing Business Model: Direct  2 Inbox



Phishing Business Model: Big Phish



Phishing Business Model: Selling the Stolen 
Credent ials

• Total Cost : $6 3

• Total Profit : $2 00  - $ 2 ,0 0 0

• Gain: $ 1 37  - $ 1 ,9 37

• Product ivity index (Profits/Costs): 3 .1 7  - 
31 .7



Phishing Business Model: Cashing the 
money via drops

• Assum ing:
typical drops charging 50%
a "rip-off rate"  of 0.5 
total stolen balance from  $10,000 to 
$100,000

• Total Cost : $6 3
• Total Profit : $2 ,5 00  - $2 5 ,00 0
• Product ivity index (Profits/Costs): 40  - 4 0 0



Phishing Business Model: Cashing the 
money via offshore accounts

• Breaks down to 3 steps involving 2 layers of 
anonym ity:
– Buying e-gold with the stolen account
– Loading debit  cards issued by offshore com panies
– Withdrawing cash

• Total Cost : $ 9 ,86 3
• Total Profit : $ 10 0 ,0 0 0
• Gain: $ 9 0 ,1 37
• Product ivity index (Profits/Costs): 1 0



A word on the Mafia

• Stolen credent ials buyers?

• Have their own, safe, local drops

• Product ivity becom es outstanding (40 0+ )

• Com parison with heroin business:
– 10 kg of opium  costs $ 1 0 0  - $ 1 0 0 0
– Produces 850 gr of pure heroin
– Each individual dose of 0.085 grams is sold 

$1 00
= >  Product ivity Index: $1 M / $1000 =  1 00 0



Future Threats: Mobile Phones abuse or 
The Return of Dialers

• Dialers date back from  old analogic m odem  
days

• Back then, botnets were not  popular, and 
above all, not  m eant  to generate m oney

• Today, sm artphones m ake the dangerous 
encounter Dialers / Botnets possible



Mobile Phones Dialers Business Model: 
Schem e



Mobile Phones Dialers Business Model: 
Possible Scenario by the Num bers

• A botnet  herder cont rols a botnet  featuring 
5,000 zom bies, all running on infected mobile 
phones

• Advert ise his botnet  on IRC

• The owner of an offshore ringtones com pagny 
offers $5 00  e-gold to have each bot  
download 10 ringtones  from  his com pany

• Assum ing each ringtone costs $2, this alm ost  
instant ly generates a raw incom e of 5,000 x 2 
x 10 =  $ 1 0 0 ,00 0  (P.I. =  200)



Conclusion

• Profit  and product ivity yielded by cyber 
crim inal act ivit ies som et im es surpass those of 
illegal drugs business

• Is com bat ing this possible? (I.e. will “ good 
prevail over evil” ?)

• Main point  of failure: The lack of congruency 
am ong laws relat ive to digital acts in the 
world, and quest ionable law enforcem ent  
cooperat ion

• One axis to com bat  phishing: user educat ion



Add-on: what  Fort inet  does against  
Phishing?

• Fort inet  Fort igates: 3 layers of protect ion

Ant ispam  engine

Ant ivirus engine

Webfiltering service



Quest ions?

(No, I  do not  drive  a  
M ercedes 6 00SL)


