F::=RTINET. Secure 2019

Dissect Tor Bridge and Pluggable
Transport

| [@)

Xiaopeng Zhang & Peixue Li
Fortinet's FortiGuard Labs




F::=RTINET.

Who We Are?

 Xiaopeng Zhang
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v Email: xpzhang@fortinet.com

* Peixue Li

v’ Director at Fortinet’s FortiGuard Labs

v Has worked in cyber security for more than 15 years
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Why We Did This Research?

 Some customers need to identify Tor traffic
* Evaluate the security of Tor network

e Monitor the threats in dark web
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Introduction
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What Is TOR?

* An open source project for anonymous communication
and the name is derived from its original project name
called “The Onion Router”

* Tor traffic goes through a worldwide overlay network
comprising thousands of volunteer-run relays to
conceal users’ identity, location and online activity
from network surveillance or traffic analysis (client side
anonymity)

* Tor client periodically creates virtual circuits comprising
3 randomly-selected relays through the Tor network,
then routes traffic to the destination using onion
routing technique
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What Is TOR? (continued)

* Tor network also provides anonymous onion
service (e.g. websites) which can host
censorship-resistant content (server side
anonymity)

* An onion service is accessed through its onion
address usually via the Tor browser

* Tor browser (https://www.torproject.org) is
built based on Mozilla Firefox

* Tor also provides features for anti-censorship
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Two Firefox Extensions For Tor

* TorLauncher is in charge of starting Tor main process
tor.exe.

 Torbutton manages all interfaces about Tor, such as Tor
Network Settings, Tor Circuit, Tor About and so on.

Location:

“TOR_INSTALLATION_FOLDER\Browser\TorBrowser\Data\Browse
r\profile.default\extensions\”
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Two Firefox Extensions For Tor

File Edit VYiew Tools Help

Organize « Include in library - Share with =

i {73ab6fe31-585d-460b-a920-fccOfE8
43232} xpi
#PI File

@U?| . % Browser » TorBrowser » Data » Browser » profile.default » extensions
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Mew folder

 https-everywhere-eff@eff.org.xpi
| XPIFile
1.77 MB

 torbutton@torproject.orgxpi
| XPIFile
805 KB

tor-launcher@torproject.org.xpi
APIFile
641 KB
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Two Firefox Extensions For Tor

*- Add-ons Manager X I_I':' |_|E| I_Iﬁ
&« G @ » & Tor Browser about:addons o Search D B » =
A
* 3% - Search on addons.mozilla.org
HTTPS Everywhere
.p/ B ) Options Disable Remove
Encrypt the Web! Auto... More
NoScript _ )
@ . . ) Options Disable Remove
Maximum protection f... More
) Torbutton )
T @ _ ] l Disable Remove
Torbutton provides a button to config... More
#% TorLauncher )
w M Disable Remove
Viore
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Extensions Integrated

Into Options Since Tor Browser 9.0

r"
'ﬁ' Options

>

— = @ Tor Browser

about:preferences#tor

General
Home
Search

Privacy & Security

Tor

P LB N

¥

Extensions & Themes

(& Tor Browser Support

Jor Settings

w

2 Find in Options

O

Tor Browser routes your traffic over the Tor Network, run by thousands of

volunteers around the world. Learn More

Bridges

Bridges help yvou access the Tor Metwork in places where Tor is blocked.

Depending on where you are, one bridge may work better than another.

Learn Maore

+' | Use a bridge
@ Select a built-in bridge

Reguest a bridge from torproject.org

+.
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Analysis Environment

* Windows 7 32-bit SP1

e Tor Browser 8.0 (based on Firefox 60.2.0esr)
e TorLauncher 0.2.16.3 (extension)

e Torbutton 2.0.6 (extension)

About Tor =< IEE

c @ Tor Browser  Search with DuckDuckGo or enter address

D) See what's new
in Tor Browser

Explore. Privately.

You're ready for the world’s most private browsing experience.

(} Search with DuckDuckGo >

Keep Tor strong. Donate Now »

Questions? Check our Tor Browser Manual »

@ Get the latest news from Tor straight to your inbox. Sign up for Tor News. »

The rojec 501( no ofit orga g hu and freedom
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The Tor Network
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Tor Communication Flow Chart

TOF | Browser | fncoxeew

I

tor.exe
Tor Client

@ €«—— Internet ——

— normal traffic

traffic is encrypted by Tor

Tor Network

twitter
Websites
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Tor Relays

* Most Tor relays are listed in the main Tor directory which can be
accessed by anyone

* Tor network status can be found on http://torstatus.blutmagie.de/
v RowerName -Bandwidth (KEis) -Uptime Hosame -ORPon -DirPon BadExt Firstseen ASName

I djohn B ci: 270 ns3129544.ip-51-75-144 eu (5175144 67) FBET0N 43 8080 X 20181221 OVHFR

B Exitinga B 0 150 46.165.245.154 46 165.245.154] FME700 #4380 X 2014-1108  LEASEWEB-DE-FRA-10, DE

I Unnamed B 0 2t1d ns3082025p-145-230-66 eu [145 239 66 236] FBET70A 901 9030 X 20181212 OVHFR

B BigBen B o 2480 95.1542214(95.154 221.4] 7mTU0A 9001 9030 X 20190111 IOMART-AS, GB

I faoslegion B 24d 9262139.403[9262139.103] FM=T0AN 9001 9030 X 2019-0719  BALTNETACustomersAS, LT

I Unnamed B o0 2500 ns3128209ip-51-68-206 eu [51.68.206 35] 7mU0A0 9001 9030 X 20181211 OVHFR

SeroeiK B 0 2500 95.1542213[951542213] /5000 9001 9030 X 20190110 IOMART-AS, GB

B Urnamed B ¢ 2500 siatic57.15146.78 clients.your-server de [78.46.151.57] /7ETU0A 9001 9030 X 20181211 HETZNER-AS, DE

B Unnamed B ;0 273d 78.129.15083(78.129.150.83] 75U00 9001 9030 X 20181218 IOMART-AS GB

sheldon B ::  268d 95.1542216(95.154.2216] /75700 9001 9030 X 20190111 IOMART-AS, GB

I privacyzuardian B 1 274d ns3128207 ip-51-68-206 eu [51 68 206.28] 7BETU00 w0t 9030 X 20181217 OVH,FR

B UbuntuTor B o 290 95.1542212(95.1542212) 75700 9001 9030 X 20190110 IOMART-AS, GB

B torrelay0n B 273d 78.129.15054[78129 150 54] 7ETU00 9001 9030 X 20181218 IOMART-AS GB

[ LittleFoxRahja B ;1950 rahjalfnetorg [178.6372.24) ZBTU0AN 9001 9030 X 20190305  HETZNER-AS, DE

B Unnamed | 1985 274d 13102095 ip-145-230-255 eu [145 230 255 86] 7BT0N 9001 9030 X 20181217  OVHFR

I Unnamed |95 10d  ns3068555 ip-176-31-229 eu [176 31 229 76] 7BT0N %01 9030 X 20181211 OVHFR

B draleforcel |12 277d ns3082988 ip-145-230-6 eu [145 230 6 189) /BET0N 9001 9030 X 20181213 OVHFR

B Nordiques 90 22d  ns542132ip-144-217-255 net [144.217 256.89) Z0ET70F 901 %030 X 20190822 OVHFR

B martinsrelay | 2o 274d  ns3104827 ip-54-36-164 eu [54.36.164.176] 7mU0A 9001 9030 X 20181247 OVHFR

B Unnamed 50 272d  static 213-239-204-62 clients your-server de [213 239 204 62] 7ETON 901 9030 X 20181219 HETZNER-AS, DE
? PlAzthexit B3 23 zheexitprivateintemetaccess com [195.206.105.217] M5700 80 X 20181221 M247,GB

& hyacinthinos Bt 166d  942315081(942315081) /E700 43 8 X 20170501 OVHFR

B Unnamed Bsrs  279d  static 205.69.243 136 clients your-server de 136,243 69.205) 7mU0H 9001 9030 X 20181212 HETZNER-AS, DE

B sefisdd B 14d Sefdsdd retik eu [213 239216 221] FBET0OA M43 None X 20190306 HETZNER-AS, DE
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Access Website Through Tor Network

To access a destination through Tor network, a virtual circuit
should be created first.

x B

(& ® & https://www.google.com/#cns=0

& www.google.com

Secure Connection

@ Tor Circuit

This browser

United Kingdom Guard
Germany

Netherlands

googlecom G O g I e

New Circuit for this Site

Your Guard node may not change. Learn more

Permissions

You have not granted this site any special

permissions. Google zoeken Ik doe een gok

Google aangeboden in: Frysk English
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Tor Network & Circuit

(Middle node)
Tor Relay 2

=]

Tor Client

-,
Tor Relay 3
ﬁ (Exit node)

Tor Relay 1
(Entry node)

Web Server
(Destination)

Tor encryped traffic
Not encrypted taffic
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1.

2.

3.

4.

How Tor Circuit is Created?

Tor client randomly selects 3 relays as entry, middle
and exit nodes from the node list provided by a
directory node

Tor client establishes a connection with the entry
node using its public key and agrees on a session
key

Through the entry node, Tor client establishes a
connection with the middle node using its public
key and agrees on a session key

Through the entry & middle nodes, Tor client
establishes a connection with the exit node using its
public key and agrees on a session key
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Onion Routing

Tor Client Tor Relay 1 Tor Relay 2 Tor Relay 3
(Entry Node) (Middle Node) (Exit Node) Web Server

* In above figure, Relayl, Relay2 and Relay3 are chosen to create the circuit.
e Each relay’s public IP, port and public key are got from the main Tor directory.
* Packets are encapsulated in layers of encryption just like layers of an onion.
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Request Packet Encryption/Decryption (1)

Tor Client Tor Relay 1 Tor Relay 2 Tor Relay 3
(Entry Node) (Middle Node) (Exit Node) Web Server

ncrypted by relay2’s session key

ncrypted by relay3’s session key

Original packet

Tor client encrypts the original packet in a three-layered manner with the session key of
these 3 relays from the farthest to the nearest, then sends it to the entry node.
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Request Packet Encryption/Decryption (2)

Tor Client Tor Relay 1 Tor Relay 2 Tor Relay 3
(Middle Node) (Exit Node) Web Server

(Entry Node)

ncrypted by relay2’s session key

ncrypted by relay3’s session key

Original packet

The entry node decrypts the packet with its session key and gets the info of the middle
node, then sends the decrypted packet to the middle node.
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Request Packet Encryption/Decryption (3)

? 'rt i_a
Tor Client Tor Relay 1 Tor Relay 2 Tor Relay 3 =

(Entry Node) (Middle Node) (Exit Node) Web Server

ncrypted by relay3’s session key

—Original packet

The middle node decrypts the packet with its session key and gets the info of
the exit node, then sends the decrypted packet to the exit node.
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Request Packet Encryption/Decryption (4)

5, 5
=

Tor Client Tor Relay 1 Tor Relay 2 Tor Relay 3

(Entry Node) (Middle Node) (Exit Node) Web Server

—Original packet

The exit node decrypts the packet with its session key and gets the original
packet, then sends it to the destination.
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Response Packet Encryption/Decryption

<) » -, =,

Tor Client Tor Relay 1 Tor Relay 2 Tor Relay 3

(Entry Node) (Middle Node) (Exit Node)

e

Web Server

Original packet

* Each relay encrypts the packet with its session key, then sends it to next relay.
* Tor client receives the packet with 3 layers of encryption, then decrypts it 3 times to

get the original packet.
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Response Packet Encryption/Decryption

Tor Client Tor Relay 1 Tor Relay 2 Tor Relay 3
Web Server

(Entry Node) (Middle Node) (Exit Node)

ncrypted by relay3’s session key

Driginal packet

* Each relay encrypts the packet with its session key, then sends it to next relay.
* Tor client receives the packet with 3 layers of encryption, then decrypts it 3 times to
get the original packet.
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Response Packet Encryption/ Decryption

<) % | ™ -, E .

Tor Client Tor Relay 1 Tor Relay 2 Tor Relay 3

Web Server

(Entry Node) (Middle Node) (Exit Node)

ncrypted by relay2’s session key

ncrypted by relay3’s session key

Driginal packet

* Each relay encrypts the packet with its session key, then sends it to next relay.
* Tor client receives the packet with 3 layers of encryption, then decrypts it 3 times to
get the original packet.
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Response Packet Encryption/ Decryptlon

Tor Client Tor Relay 1 Tor Relay 2 Tor Relay 3

Web Server
(Entry Node) (Middle Node) (Exit Node)

/ ‘ : \ ncrypted by relay2’s session key
| \

I _\x‘._l':'ncrypted by relay3’s session key
\
\ e |

* Each relay encrypts the packet with its session key, then sends it to next relay.
* Tor client receives the packet with 3 layers of encryption, then decrypts it 3 times to
get the original packet.

riginal packet
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Anonymity

From the above analysis, we can see

* Each relay of a given circuit only knows the
previous and next relay

* Only the Entry relay knows the Source, but it
doesn’t know the Destination

* Only the Exit relay knows the Destination, but it
doesn’t know the Source

So Tor network can provide good anonymous
communication.



F::=RTINET.

Censorship

But, the normal Tor communication is not
resistant to Internet censorship because

* Tor relays are listed in the main Tor directory,
SO anyone can get them

* Tor traffic uses vanilla Tor protocol which is
identifiable

Then, how to solve these issues to circumvent
censorship?
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Anti-Censorship
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Anti-Censorship

* Tor uses two techniques to circumvent
sophisticated censorship

 Pluggable Transport
. Bridges
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Pluggable Transport (PT)

* PT manipulates all Tor traffic between the client and
its first relay so that it’s not identifiable as Tor traffic.

* Tor supports these PTs: Obfs3, Obfs4, FTE, Meek and
ScrambleSuit
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Pluggable Transport (PT)

* PT manipulates all Tor traffic between the client and
its first relay so that it’s not identifiable as Tor traffic.

* Tor supports these PTs: Obfs3, Obfs4, FTE, Meek and
ScrambleSuit

About Tor b4 |

Tor Browser
80

ITor Ne_twork Se_tti ...... ||

Check for Tor Browser Updage...

= | I |5

Tor Metwork Settings

[¥] Tor is censored in My country /\\

@ Select a built-in bridge @& select a bridge ']

rprojec obfs4
fte
meek-azure (works in China)

) Reequest a bridge from
Expl g ) provide a bridge I kn

[T use a proxy to connect tfhe 1 okfs3
[ This computer goes through a Il that onhy alows connectio

certain ports

:{} Search with Duckl

For assistance, visit torproject.org/about/contact.html#support

_ [ —— - ] ’ —
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Bridges

* Bridge relays (or “Bridges” for short) are sort
of Tor relays that are not listed in the main Tor
directory

* Thereis no easy way to get the complete list
of the Tor Bridges

* Nobody can block all the Tor Bridges by IP and
Port
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Obfs4 Bridge -GO

* Obfs4, an obfuscator, was developed and
maintained by Yawning Angel. It is an open
source project written in Go language.

* Obfs4 is not like Obfs3, but is much closer to
ScrambleSuit.

* Obfs4 is strongly recommended on Tor
website.

 Tor browser comes with some default built-in
Obfs4 bridges.
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Tor With Obfs4 Bridge Flow Chart

TOt | Browser | Torevanion”

tor.exe
Tor Client

@ EEEED s >

; This browser

Bridge: obfs4 o Internet —_—
Obfs4 Client

Tor Network

I

twitter
Websites

; Bridge: obfs4
Obfs4 Server

normal traffic — trafficis tranformed by Obfsd Bridge
—  trafficis encrypted by Tor = == == tOrcircuit without Obfs4
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The Built-In Obfs4 Bridges
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Relationship of The Tor Processes

s “firefox.exe” (TorLauncher) starts “tor.exe”

** “tor.exe” starts “obfs4proxy.exe”

1244

* “obfs4proxy.exe”’s task is to communicate
with Obfs4 Bridge relays
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Relationship of T

he Tor Processes

[

5| Process Tree

[] only show processes still running at end of current trace

[] Timelines cover displayed events only

o o e |

Process

= 5 BExplorer EXE (1452)

a7 VB_oxTray exe (2204)

L proc_exp exe (368)

%8 taskmar.exe (5584)

=¥ Proc_mon exe [(hd424

=l % irefion. exe (536)

= B tor.exe (4220)

1| obfs4proxy exe (5580)

Description
Windows Explorer
Wirtual Box Guest .

Process Monitor

na
na

- I Or=c'e Corporatio

Sysimtemals Proce. ..
Windows Task M.

Life Time Comparmy

Microsoft Corporation

Sysimtemals - www sysintemals.c
Microsoft Comporation
Sysintemals - www s
Mozilla Corporation
n/a

simtemals .c

nsa

dq m |

4 | 1] | r )

Descripion: Tor Browser
Company: Mozilla Corporation
Fath: C:Wsersy  '\Desktop\Tor Browser\Browser \firefox.exe
Command: "C:Wsersy  \Deskbop\Tor Browser\Browser\firefox. exe™
Lizer:
PID: 835 Started: &/8/2019 10:29:54 AM

Go To Event ] [ Incude Process ] [ Indude Subtree

[ Close ]
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Find The Built-In Obfs4 Bridges By RE (1)

* Are the built-in Obfs4 bridges hardcoded in
“obfs4proxy.exe”?

* Trace from MSAFD ConnectEx() of
mswsock.dll
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Find The Built-In Obfs4 Bridges By RE (1)

e QllyICE - obfsdproxy.exe - [*C.P.U* - thread 000010FC, module obfstpro] o ===
@Eile View Debug Plugins Options Window Help =&
et | 5] o] 0] il (] =] = wlwm]ww] e R s RS =]
0044ACER || shl EAX, - «|Eegisters I:FFU:I
N044ACED | sub EsSp, Eax EA¥ 00000010
QN044ACEE | mov edi, esp lECE oooooooo
0044ACED | mov esi, dword ptr [ebztd] | ED¥ 11609240
00445CF O cld EBX 1162730
O0444CF] || rep movs dword ptr es:[edi], dword ptr [esi] ESP 31D4FF20
call dword ptr [ebx] mewsock. Th0ATELL EEP S1D4FFEC
0044ACF S | mov esp, ebp EST 116095F2
Q044ACFT | mov ebx, dword ptr [esptd] / EDI S1D4FF3C
O044ACFE | mov dword ptr [ebx+C], eax
0044ACFE | mov dword ptr [ebztl10], edx EIP O044ACF3 obfsdpro. O
00444001 || mov eax, dword ptr fs:[34] C 0 ES 0023 32bit O(FFH
Q044AD0E || mowv dword ptr [ebxtld], eax PO CS 001E 32bit O(FFR
Q044AD0E | mEtE t
O0daanoc | int = -text:750A7842
Qod4anonll ints -text:750A7842 ; int _ stdcall IMSHFD [:unne-::tExtint, int, size_t Size, int, ULOHG OutputBuf
O044AD0E int s text:750A7842 MSAFD_ConnectExE28 proc near : DATA XREF: .data:758D61D8)0
o0448D0F | 30t 3 .text:750A7842
ds: [116C2730]=T504T842 (mswsock. T50ATR42) 0 0 LastBrr ERROR_SUCCH
EFL 00000202 (NO, NB, NE, 4
Port 443 510 empty —99% FFFF 0000
1172CB0E |02 00|01 BEICD OF_24 BE]00 Qo000 00 00 004, « Qoooglds -
11T2CE1I8| 00 00« 00 OG0 0000 DU o 1172CE0E] The second arg
1172CB28| 02 OC Binary IP "192.95.36.142" 00 00|00 00 00 00(. |31D4FF28 [ O00000L0
1172CB38 |00 00 Q0 00|00 00 00 00100 00 00 00/ 00 00 00 00).. |31D4FFZC|) 00000000
1172CB48| 00 00 Q0 0000 00 00 00100 00 00 00/ 00 00 00 00).. |31D4FF30| 00000000
117ZCBEE (00 00 00 00(AD BO 6& 1100 00 00 00 00 00 00 00|.. | 31D4FF34| 00000000 o
1172CB62 (00 00 00 00|00 00 00 0000 00 00 00(00 00 00 00|, .| 31D4FF33| 116BATL0 L4
11T2CBTE[ 00 00 00 00 00 00 a0 00 00 00 00 00 00 00 00 00]. . ~)S1D4FFsC| 004493Fd |RETURN to obfsdpro. 0044399F4 ~
M1 MZ M3 M4 M5 Command: | | ESD EBP NONE

| Start 1172CE20 End 11720820 Value:0 |
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Find The Built-In Obfs4 Bridges By RE (2)

* The Bridge IP address and Port come from its

parent process tor.exe over SOCKS5 on the
loopback interface (127.0.0.1).

* The IP address and Port of an Obfs4 Bridge are
processed in an event callback function.
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Find The Built-In Obfs4 Bridges By RE (2)

Y IlyICE - tor.exe EI@
Ei i Debug i ptions Window Help
Paysed T T N T2 e e e =T e

[e] =C.P.U" - main thread, module WS2_32 [= = [=] =«
90 nop ) ] *|Registers (FFU) <
SBFF mov edi, edi E&¥ T64E6C19 WSZ_32. send
TEdEGC1ER L rush ebp FC¥ Q0000004
TedEGC1O BREEC mov ebp, esp - |EDE 037302490
'TI""-AEI"I"_“"E" Lol il W 1 15 EB}: OSDCBTﬁq
edi=00000002 FSD ONSTRALC
EBFP 00Z2TF4cR
Binary IP and Port EST 00063513
N3730890 |05 01 00 0l Co 6F 24 BF 01 BR -1, 30|73 T2 - 01521364 | rCALL to send from tor. 01521368 -
0373024008 a9 20 10| ar o0 oo oo ooon Sl QOZTEAZ0| 000001 A0 [Socket = 140
OZT203B0 |69 48 44 3361 6o 32 A3 AT Ta LG ARIG] T4 | oo2FFaeaT navinganll D=ts = 037302890
] [ Call stack of main thread folr® ) 25, 4 (10.)
nz7z02E0 | Address || Procedure / arsuments Called from - 1
O3T308F0 | q O0ZTR41IC| ITncludes W2 52 send tor. 01521368
O3T30900| 4 00Z2TF420 Socket = 140 “comnection. ¢
OE730910|q 0027F424 Data = 03730290
OET730920|4 00Z27F428 DataSize = & (10.)
OET20930| 4 0027F42C Flags = 0
027309404 QOZTF46C || tor. 01521302 tor. 01521637
OETE0950|F 00ZTF4BC || tor. 01521483 tor, 0139Fa149
037309603 Q0ZTEL3CH T to 0 tor.
037309709 Q0O2TFLTC S 0139FC3T tor. 013734EBE
N37309280( 4 O0Z2TFECOM [ncludes tor. 01373403 likbevent. TOF9339
037309904 00ZTF6 likevent. TOF93131 libevent. TOF93662
037309480 d 00ZTF6EC | likevent. TOF933B2 libevent. TOF93EFZ
03730504 O02TFT28Y libevent. TOF93ADE libevent. TOF94239
na7a0acol 3 O0ZYFTRC . &libevent —2-1-6. event _base|tor. 013T6CF6E
OZTa0900 (g QOZFYFTDC (| tor. [0le] tor. 01 B to tor.0152163C from tor. 01E
OETE09EN| 4 QOZTFYRFC | tor. 013TEE TT1ETGEF 2
OET3I09F0 | Q0ZTF34C | tor. 0137ETEF tor. 013TBITD
OETE0A00| ] Q0ZTFBRC| tor. 013TBTAL tor. 01371725 il
4 L1 3

| Start: 3730830 End: 37303393 Sel 0=
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Find The Built-In Obfs4
 The Bridge IP address and

Bridges By RE (2)

Port come from its

parent process tor.exe over SOCKS5 on the

loopback interface (127.0.

0.1).

* The IP address and Port of an Obfs4 Bridge are

processed in an event call

* By reverse tracing the IP&
finally found a bunch of O

nack function.
Port in “tor.exe”, |

ofs4 Bridge nodes in

a data structure of the command “SETCONF”

as its body.
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Find The Built-In Obfs4 Bridges By RE (2)

bvis VWvvvvav

—
o MCEEL j.»-.”r SEECT VT sk o BORG -1-,-‘[':_‘
Start:30CF560 End: 30CF560 Value: 58585848

00384184| 8B85 6OFFFFFF |mov EDX 00000000
00384184| 894424 04 EBX 00000000
0038418E| 8B85 24FFFFFF |mov ESP 0027F200
00384194 0 EBP 0027F308
R BST 00823230
IQF Q60N tpat PAY __PAY ¥
003773CI=003173C1 -
030CF458|53 45 54 43|4F 4E 46 20|55 73 65 42|72 69 64 67|SETCONF UseBridg| «|0027F110| 00008008 .
030CF468|65 73 3D 31|20 42 72 69|64 67 65 3D|22 6F 62 66|es=1 [Bridge="obf] 0027F114| 00000000
030CF478|73 34 20 31|35 34 2E 3335 2F———31 31 3A|fs4 154.35.22.11: 0027F118( 030CF440
030CF488|38 30 20 41|38 33 32 44 31 37| One Bridge pr=somtBpy(B0 4332D1T6ECDEC 0027F11C| C3152449
030CF498| 37 43 36 42|35 38 38 3235 dl—=—==—=="16 43 34|{TCOB58B25AE22FC4 0027F120| 030CF458|ASCII “SETCONF
030CFdA3|43 39 30 46|41 32 34 3936 33 37 20/63 65 T2 T4|iCI0FA249637 cert 0027F124| 0000000A
030CF4B8|3D 59 50 62|51 71 58 50169 71 54 55/42 66 64 47 |[=YPbQqXPiqTUBf G 0027F128( 0027F168
030CF4C8|46 4C T0 6D|39 44 59 45 46 54 42 T76|6E TA 45 dA{FLpmIJYEFTBwnzE] 0027F12C| 004F1CD1|tor. 004F1CD1
030CF4D8|44 4B 4A 7858 47 35 53|78 TA 72 72|2F 76 32 T1|DKJxXG5Sxzrr/viq 0027F130( 02E83328
030CFAE3| T2 68 47 55(34 44 6C 73139 6C 48 64|4C 41 68 T1|rhGU4]1s91H LAhq 0027F134 00001126
030CFdF3|70 58 61 45(66 54 77 20169 61 74 2D(6D 6F 64 65|pXaffiw 1at-mode | 00001126|
030CF508|3D 30 22 20|42 72 69 64|67 65 3D 22|6F 62 66 7T3[=0"|Bridge="obfs 0027F13C 02683328
030CF518(34 20 31 35/34 2E 33 35|2E 32 32 2E(31 32 3A 34|4 154, 35.22,12:4 0027F140( 00000000
030CF528(33 30 34 20130 30 44 43|36 43 34 46141 34 39 41|304 00DCECAFA49A 0027F144| 00001126
030CF538|36 35 42 44|31 34 37 32139 39 33 43|46 36 37 33|65BD1472993CF673 []'0027F148 02F2B368 | ASCII ”SETCONF'DI
030CF548|30 44 35 34|46 31 31 45 30 44 42 42|20 63 65 72| 0D54F11E0DBB cer 0027F14C| 02E83328
030CF558| 74 3D 4E 38|36 45 39 68 MBI 53 58 58|56 7A 36 47|t=NI6EOREIONVZ6G| ~[0027F150| 00000000 v
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Find The Built-In Obfs4 Bridges By RE (3)

* Loaded automatically from a local profile file
by Firefox when it starts, and parsed later by
TorLauncher.
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Find The Built-In Obfs4 Bridges By RE (3)

355
356
357
358
359
360
36l
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379

pref ("extensions
pref ("extensions

pref ("extensions.
pref ("extensions.

pref ("extensions
pref ("extensions
pref ("extensions

pref ("extensions.

pref ("extensions
pref ("extensions
pref ("extensions
pref ("extensions

pref ("extensions.
pref ("extensions.

pref ("extensions
pref ("extensions
pref ("extensions
pref ("extensions

pref ("extensions.
pref ("extensions.

pref ("extensions
pref ("extensions
pref ("extensions

.torlauncher.
.torlauncher.
torlauncher.
torlauncher.

.torlauncher.
.torlauncher.
.torlauncher.
torlauncher.

.torlauncher.
.torlauncher.
.torlauncher.
.torlauncher.
torlauncher.
torlauncher.
.torlauncher.
.torlauncher.
.torlauncher.
.torlauncher.
torlauncher.
torlauncher.
.torlauncher.
.torlauncher.
.torlauncher.

default bridge.
default bridge.
default bridge.
default bridge.

default bridge.
default bridge.
default bridge.
default bridge.

default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.
default bridge.

obfs3.2", "obfs3
obfs3.3", "obfs3
obfs3. 4", "obfs3
obfs3.5", "obfs3
fte.1", "fte 131.
fte.2", "fte 128.
fte.3", "fte 128.
fte.4", "fte 128.
obfsd.1", ['obfsd
obfs4.2", ["obfsd
obfsd.3", ['obisd
obfs4.4", ['obfsd
obfsd.5", ['obisd
obfsd.e", ['obfsd
obfsd.7", ['obisd
obfs4.8", ['obfsd
obfsd.5%", ['obfsd
obfs4.10",] "obfsd
obfsd.11",] "obfsd
obfs4.12" ] "obfsd
obfs4.13",] "obfsd
obfs4.14" ] "obfsd
obfsd.15",] "obfsd

[T T )
e e}
TRV aaY =]

252.
105.
105.
105.

154.
152.9
109.

63.212.101.3:50002 AOSD536DD17

.229.
L2259,
.105.
.105.

210.
214,
214.
214,

35
5G

= = LN
U e T
L% LY B

-

-

g D

.22.1
.11.54:1234 TB126FABSGOESACERE.

|

=]

0:8080 OES
©l:8080 1E32eRAFB3FCB515015:
©2:8080 FC5

6B7
@B BHéFuFFo
05F57TTROECOZ:
31
58RC201BFOF3FA3C

62097E1951DCC41B

£3:8080 A1TR40775FBD2CA1164]

0:1234 BFBY9F4319EBO9ESCE22

105.109.165:1234 SDFCDEFB3285EB5!

52D542]

109.105.109.147:13764 BBBZSDFOFZ01E7

154,
154.
154,
154.

154.
154.
154.
154.
154.
154.

35
35
35
35
35
35
35
35
35
35

.22.11:
L22.12:
.22.13:
.22.10:
.22,
22,
.22,
22,
22
22,

D5CTCEB!

164588 RAB32D1TEECD5CT!
80 00DCeCA4FR45R65BD1472
443 FETS40FEIEZ1FEORDG3
80 BFBOF4319EGSESCE2230
10:443 BFBYF4319EG9E5CE22
11:443 RBHEDI?EEIDET??’BE
11:80 AB832D176ECD5CTCEB58

112166 C73ADBACEADFDBFOE!

o

.9:80 CT3ADBACEADFDBFOFCOF
o

1443 CT3RDBACBRDFDBFOFCOI,,
>

BO4FSFFeEl A
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Find The Built-In Obfs4 Bridges By RE (3)

* Loaded automatically from a local profile file
by Firefox when it starts, and parsed later by

TorLauncher.
e “SETCONF” command body was generated

with all built-in Obfs4 Bridge information by
TorLauncher that runs in firefox.exe.

* |t was then sent to tor.exe via a control port
on loopback interface.
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Find The Built-In Obfs4 Bridges By RE (3)

M \Wireshark . Follow TCP Stream (tcp.stream eq 1) — O >
SETCONF UseBridges=1 Bridge="obfs4 154.35.22.9:80 C73ADBACS8ADFDBFOFCOF3F4ES091C0107D093716 -
cert=gEGKcSWN/bSjFabUkGOROcft1tuK+cV8hbZOH6cgXiMPLGSbCh2Q3PHe500r60MVORKoJA iat-mode=0"

Bridge="0bfs4 154.35.22.10:443 8FBO9F4319E89E5C6223052AA525A192AFBC85D55
cert=GGGS1TX4R81m3r0HBI79wKy 1OtPPNR2CZUIrHjkRg65Vc2VREBfOyvo 64 9km T1UAFG7j0HQ iat-mode=0"
Bridge="obfs4 38.229.1.78:80 C8CBDB2464FC9804A69531437BCF2BE31FDD2EE4

cert=Hmyfd2ev46gGY 7NoVxA9ngrPF2zCZtzskRTzoWXbxNkzeVnGFPWmr TtILRyqCTjHR+s9dg iat-mode=1"
Bridge="obfs4 38.229.33.83:80 0BAC39417268B96B9F514E7F63FAGFBA1A788955 cert=VwEFpkIF/
UNSJED7XpG1X0Oim/08ZCXK800PecgWnNDZDv5pdkhgl OpbAHOWNGOTEH6BmMRQ iat-mode=1" Bridge="obfs4
192.95.36.142:443 CDF2E852BF539B82BD10E27E9115A31734E378C2 cert=qUVQ0srL11I/vOeVem,

24anY XilD3QP2HgzUKQtQ7GRaqUvs 7P+tG43RtAqdhLOALP7DIQ iat-mode=1" Bridge="obfs4 154.35.22.10:15937
B8FBOF4319E89E5C6223052AA525A192AFBC85D55
cert=GGGS1TX4R81m3r0HBI79wKy1OtPPNR2CZUIrHjkRg65V2VREBfOyvo 64 9km T 1UAFG7j0HQ iat-mode=0"
Bridge="obfs4 109.105.109.147:13764 BBB28DFOF201E706BES64EFEG90FESS77DDE386D cert=KMQN/
tNMFddab1hMgpiMI7pbwlU1T +wigTulY nfw+4sgvG0zSH7N7fwT 10BIBMUdAD7UA iat-mode=2" Bridge="obfs4
154.35.22.12:80 00DCeC4FA49A65BD1472993CF6730D54F11EO0DBE cert=N86EShKX X XVzoG/w2z8wFthIDztDAzZ/
3poxVePHEY]bKDWzkRDccFMANhK75fc5pY Sg iat-mode=0" Bridge="obfs4 85.31.186.26:443
91A6354697E6B02A386312F68D82CF86824D3606 cert=PBwr+581TVZo06MPdHNkTwWXIPILWADLgfMGoVvhZCIMg/
Urndyd42BwX9YFIHZnBB3HOXCw iat-mode=0" Bridge="obfs4 37.218.245.14:38224
DOAB2D2FOC2FE5A1B407B1D2B764F13084/F8B5D

cert=bjRaMrr1BRIAWSIE9US5z27fQaY gOhX1UCmOpg2pFpoMvobZgQMzLsaTzzQNTIm7hNcb+5g iat-mode=0" v

4 225 rliant plts, O sarver plts, 0 lums.

Entire conversation (4225 bytes) e Show and save data as | ASCII o Stream EI

Find: | | | Findnext |

Filter Out This Stream Print Sawve as... Back Close Help
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Built-In Obfs4 Bridges By RE (3)

about:config

< (& & Tor

Search:

Preference Mame

extensions.torlauncher.default_
extensions.torlauncher.default_
extensions.torlauncher.default_
extensions.torlauncher.def

extensions.torlaunch efault_

extensions.torlau er.default_
extensions.torlagincher.default_
extensions.torlfuncher.default_
extensions.torlfuncher.default_
extensions.torlduncher.default_
extensions.torlaugcher.default_
extensions.torlaunchgr.default_
extensions.torlauncher. ult_
extensions.torlauncher.default
extensions.torlauncher.default_
extensions.torlauncher.default_
extensions.torlauncher.default_

extensions.torlauncher.default_

>

=T IS5

)
[ji]

about:config |

| »® =

Value

cbfsd 154.35.22.10:15937 8FBOF4319EE9ES C6223052,..

cbfsd 154.35.22.9:443 C73ADBACSADFDE
cbfsd 154.35.22.12:4304 00D CEC4 FALDAG
cbfsd 154.25.22.13:16815 FEFE40FEL E21 FECQRAOGZQED...
cbfsd 192.95.36.142:443 COF2ESS52BF539
cbfsd 85.17.30.79:443 FC259004 4328 A0F FED141 3E9...

EE2BD10E2...

(m=1

-

5.2210:443 BFBOF4319E80ESCH223052A.4,,,,

OFCOF3F4...
D147299,..

cbfsd 1929911 .54:443 TE1 26FABOGES ACGAG2DCT2,.,

cbfsd 38,2291 .78:80 CECEDB24
cbfsd 38.229.33.83:80 0.4

chbfsd [200] dfEr 281 b 216: 3 effifeld 3 dbc2 )443 C.,

- Status Type
bridge.obfs4.1 default string
bridge.obfsd4.1 TITE string (=
kri default string
bridge.obfsd4.12 default string
bridge.obfs4.13  default string
bridge.obfs4.14 default string
bridge.obfs4.15 default string
bridge.obfs4.16 default string
bridge.obfs4.17  default string
bridge.obfs4.18 default string
bridge.obfs4.19 default string
bridge.obfs4.2 default string
bridge.obfs4.20 default string

e.cbfs4.21 default string
bridge.o default string
bridge.obfs4.23 default string
bridge.obfs4.24  default string
bridge.obfs4.25 default string

A FC9804.459531437..,
39417268 B90B9FE14ETFG...

cbfsd 37.218.240.34:40035 83 CD36045A35271963EFS. ..

cbfsd 37.218.24514:358224 DOAS2D2FC2FG5A1 8407 ...
cbfsd B5.31.186.98:443 011 F2599C0OE9B2TEEV4E=252]...




F::=RTINET.

How Tor Client Connects To Obfs4
Bridge



F::RTINET.
Tor Browser (Firefox) Starts With Obfs4

e Extensions TorLauncher and TorButton

e TorLauncher starts tor.exe (Tor Client)



Z:RTINET,
Tor Browser (Firefox) Starts With Obfs4

D,,”,,,,ﬂﬂu,,,,,,2&,,,,,,,&Q,,,,,,,i&,,,,,,,EQ,,,,,,,&Q,,,,,,,EQ,,,,,,,&Q,,,,,,,ﬁ
44
La4rt if ('path ££ 'torFile)
c4ag o] {
Ea7 f4 No preference and no pre—-determined IPC path: use a default path.
545 isBelativePath = true:
L if (TLUtillInternal. isUserlDatadutsideCfipplir)
gen o] i
EEL S4 Thi= block iz used for the TorBrowser-Dats/ case.
EEZ if [(this.iz=zWindows)
553 [ i
EEt4 if ("tor®™ == aTorFileType)
EEE path = "TorBrowser'' Torh\tor.exe™;
EEe else if (ﬁpt—startup—dirﬁ == aTE??ilET?pEJ
(440 uselpphir = true;
5Ls else if [("torrc-—defaults" == aTorFileType!
EE3 path = "TorBrowserh' Torh ' torrc—defaults™:
L&l else if [("torrc™ == gaTorFileType)
EEL path = "Tor'\torro™:
(444 else if ("tordatadir™ == aTorFileTvype)
L&z path = "Tor™:
£G4 ¥
E&E else if (this.isMac)
gee [£] i
E&7 if [("tor®™ == aTorFileType]
EE3 path = "Contents,/Resources,/ TorErowser/ Tor/tor™;
Lga else if [(M"pt-startup-dir"™ == aTorFileType!
E70 path = "Contents/Mac03/Tor™;
£?1 else if [("torrc-defsult=" == aTorFileType]
E7E path = "Contents,/Resources/TorEBrowser/ Tor/torro—-defaults"";
573 else if [("torrc™ == aTorFileType)

W

£ >




F::RTINET.
Tor Listens On Loopback Interface

* Loopback address: 127.0.0.1
* Tor control port: TCP Port 9151

* Tor proxy port: TCP Port 9150



F::RTINET.
Tor Listens On Loopback Interface

f!.iq OlWICE - [*C.P.U* - main thread, module xul]
@ File View Debug Plugins Options Window Help

[ 5=

- [ B =

e N N N | 0 S A 8

EOSYEFOE MOVEX eax, al = |Registers (FPU)
B0ETEF11l| |mov dword ptr [ebp-D4]. eax [ ELy On3EREODE
BOSTEFLT| |mov dword ptr [ebp-EC]. =140 ECW 00000000
BOETEFZ1| |test esi, esi EDY¥ O032E0DE
BOSTEFZ3|.. | je short BOSTSFZE EREY 0R5947D8
BOBTEFEE| | mov dword ptr [ebp-DC]. esi ESP 0032E0T0
BOBTEFZE| |lea eax. dword ptr [ebp-F0] EEF 0Q038E1CE
BOBTEF31 fiTmATs Aumrd e [e=m] ke EST 09FE1240 TNICODE
Icall dword ptr [<&SHELL3Z. ShellExecu]SHELL3Z. ShellExecuteExl I EDI 0O032E114d
BOETEFIA| TeuR ESp, O
GO2TRF3D| |mav ebx, 20520003 EIF 6087T8F54 xul. BUST
605T8FdZ) | test Eax, eax C 0 ES 0023 3%bit O
OSTaFdd G05T921C 2P 0 CS 001B 3Zbit O
ds: [65504640] TEYB1EES (SHELL3Z. ShellExecuteExW) A D S5 0023 3%bit O(F
, Z 0 DS 0023 32bit O}
Command line parameters S 0 FS 003B 3Zbit TFI
T 0 AT A0nn WITI
09FE1240 | —defaul ts—torre “C:4\Users MUYTESOEnV\DESktDp\TDr Browser\Browse| «|003EE07E| OSFEOCFE -
O9FE1 200 | 04 TorBrowser Ty torrc—defaults : UsersHHUYTESDEnv\DE ONEEEQTC | FFFFFFFR
O9FE1340 | sktophT, DataDirecto O0Z8E0E0| 09FE1240 |UNICODE “——def:
D9FE1EC0 [y "0 Users\HUYTesUEnv\DesktDp\TDr Bruwser\Berse orBrowseriD OOZEEOS4 [ 00000240
N9FE1440| at “B \Users\MUYTESUEnV\DESktDp\TDr owrser 4 Brow NOSEENRS | TYTEE3Z25|ntdll. TT7TEESRS
D9FE14C0 | seRyTorBrowsertDatat Tortzeoip” GeolPvEFile “C: \Users\ UYTESUEnV\ OOZEEQRC| TTEZZBEF |RETURN to ntdll
NY9FE1540 (Des HashedCo QOZEEQE0 | 00443480
QY9FE15C0 (ntrol frezeTTas036 QOZEEQ9d | 06594TDE
09FE1640(e2130310 000019150 IF QO3EEQS9E [ 00000002
DOFELECD | wBTraffic Prefer [Fri-Feepddimelaedatoill __DwningCDnzrDll | o038EQST | O00F Q000
09FE1740 | erProcess 5012 DisableNetwork 1. ﬁ%fﬁ—m Léa..+& . .«& ... [0038E040| 00000000 B
D9FELTCO(#. N, . ~5. M., 8).8, 8+ FI3/5 0.F. 1.5 0.6 U »>9D .= QOSEEQAL [ OO00FDES
N9FE1540 ..E.i 0on 1L L E j LJ I O (J A P Y, > S I WO X0, ) (|0038E0AS| D9FEOCFS i
M1 M2 M3 M4 MS e | _:J ESE EBP NONE

| Start: 3FE1334 End:IFE189E W alue: 1050000




F::RTINET.
Tor Listens On Loopback Interface

[ e AULACE _ I+ B 1P _ onsin thraod mnadols wll — =l =" ]

Tor Command Line Parameters and Values

HashedControlPassword 16:d8944b4380655bb7601 2c9ebf8eead9caf8i722e7793036e2130310374
+__ControlPort 9151

+__SocksPort"127.0.0.1:9150 1Pv6Traffic PreferlPv6KeepAlivelsolateSOCKSAuth"

__OwningControllerProcess 1748
DisableNetwork1

ey

“..\" isshort for the Tor Browser’s installation path.
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Tor Browser Sends SETCONF To Tor

& TCPView - Sysinternals: www.sysinternals.com EI@
Eile QOptions Process NMiew Help

|El & =

Proc... ¢ Protocol Local Address Remote Address State i
B [Systern Process]:0 TCP 127.0.0.1:49553 127.0.0.1:49496 TIME_WWAIT

(4 firefox.exe:3092 TCP 127.0.0.1:49455 -—=mi===ju=— 127.0.01:3151 ESTABLISHED
I'\ufirefox.exeGDQZ TCP 127.0.0.1:49491 1270019151 ESTABLISHED Control Data

1 firefox,exe: 3092 TCP 127.0.0.1:49540 127.0.01:9151 ESTABLIZHED

I firefox exe: 3092 TCP 127.0.0.1:49548 ==S==im== 127.0.0.1:3150 ESTABLISHED

5 obfsdproxy.exe 2624 TCP 127.0.0.1:49496 127.0.0.1:49512 ESTABLISHED

& obfsdproxy exe2b2d  TCP 127.0.0.1:49496 127.0.0.1:49506 ESTABLIZHED

[E obfsdproxy exe2bzd  TCP 127.0.0.1:49436 127.0.0.1:49559 ESTABLISHED

[ obfsdproxy exe2624  TCP 127.0.0.1:49496 127.0.0.1:49511 ESTABLISHED

& obfsdproxy exe:2b2d  TCP 127.0.0.1:49496 127.0.0.1:49509 ESTABLISHED

5 obtsdproxy. exe 2624 TCP 127.0.0.1:49436 127.0.0.1:49510 ESTABLISHED

[ obfsdproxy exe2624  TCP 10.0.2.15:49518 30.229.33.83:80 ESTABLISHED

n:] obtsdprowy. exe:2b24 - TCF 10.0.2.15:49520 37.218.245.14:35224 ESTABLISHED

& obfsdproxy exe2b2d  TCP 10.0.2.15:49527 109.105.109.147:13764 ESTABLIZHED

n:] obfsdproxy exe:2624  TCP 10.0.2.15:49528 37.218.240.34:40035 ESTABLISHED

= obfsdproxy exe2624  TCP 10.0.2.15:49525 192,95 36.142:443 ESTABLISHED

5 obtsdproxy. exe 2624 TCP 127.0.0.1:49436 127.0.0.1:49507 ESTABLISHED

m-] obfsdproxy exe2624  TCP 127.0.0.1:49496 127.0.0.1:49513 ESTABLIZHED E
" obfsdproxy exe:2624d  TCP 127.0.0.1:49496 127.0.0.1:49502 ESTABLISHED

5| obfsdproey exe 2624 TCP 127.0.0.1:49436 127.0.0.1:43501 ESTABLISHED

= obfsdproxy exe2624  TCP 127.0.0.1:49496 127.0.0.1:49560 ESTABLIZHED

n:] obfsdproxy exe:2624d  TCP 10.0.2.15:49561 83.212.101.3:50002 SYM_SEMNT

n:] ; 10.0.215:495R2 1543522 8:80 ESTABLISHED

= torexe: 2096 TCP 127.0.0.1:9151 127.0.0.1:49438 ESTABLISHED

B torexe: 2096 TCP 127.0.01:9157 127.0.0.1:4934M ESTABLISHED

5 torexe: 2096 TCRP 127.0.0.1:495M 127.0.0.1:49496 ESTABLISHED

5 tor.exe: 2096 TCP 127.0.0.1:49502 127.0.0.1:49496 ESTABLISHED

= torexe:2096 TCP 127.0.0.1:49506 127.0.0.1:49496 ESTABLISHED

5 tarexe: 2096 TCRP 127.0.0.1:49507 127.0.0.1:49496 ESTABLISHED

5 tor.exe: 2096 TCP 127.0.0.1:49509 127.0.0.1:49496 ESTABLISHED

= torexe:2096 TCP 127.0.0.1:49510 127.0.0.1:49496 ESTABLISHED

B inr mee 209K TR 127.0.0.1:9157 127.0.0.1:49540 ESTABLISHED

5 tor.exe: 2096 TCPI 127.0.01:9150 ==S==im== 127.0.0.1:49548 ESTABLISHED sr——— -

Endpoints: 71

Established: 42

Listening: 0

Time Wait: 29

Close Wait: 0
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Tor Starts Obfs4Proxy

* Tor parses SETCONF command and starts
obfs4proxy.exe (Obfs4Proxy or Obfs4 Client)

* Obfs4Proxy informs Tor of its TCP Port number
that listens on loopback through a inter-
process pipe



RTINET

Tor Starts Obfs4Proxy

3% OllyICE - obfsdproxy.exe
File View Debug Plugins Options Window Help

| Pauzed

I T S N e N DT

s

[€] *C.P.U* - main thread, module KERNELBA EEES
EEE push 18 wirtefile ~[Registers (FPI) ¢
To9BThR0| 68 DOTRIBTS push THIBTH00 | Eax oooooloo

TLOBTERL| E2 46ALFFFF call TLIBLEAD ECY 116F30F%

TLOBTERA|  33C9 xor BCX, ECX ED¥ Q0000000

THABTERC| 594D EO mav dword ptr [ebp—20], ecx EEX 00TTT7B0 ohfsdpro. 00TTTTRQ

TRABRTEEF | 3300 xar eax, eax ESP (00GFERS

Th4BTLe1|  BDTD Ed lea edi, dword ptr [ebp-1C] EEP O006FEAQ

THYBTLEd| AR stos dword ptr es:[edi] ESI 116F3CAC

ThYBTLES|  BBTD 14 mav edi, dword ptr [ebptld] EDI 000RFERC

TH9BTRER|  3BF9 cmp edi, ecx . .

TLORTEEAlL Td 02 js short TH9RTEEE EIP T59BTH4E EERNELBA. WriteFile

THUBTEEC|  B90F mav dword ptr [edi], ecx “lc 1 BS 0023 3%bit O(FFFFFFEF)

11648470 |00 00 00 00|00 00 00 0000 00 00 0000 00 00 00, . ...t - AUt T7T45EEd |rCALL to WriteFile from kernel3Z2. T77456DF -
11645480 |43 4D 45 54|48 4F 44 20|6F 62 66 73|32 20 73 6F|CMETHOD obfs? =0 BFERC| 00000100 ile = PO0O0LOD (window)

11645490 |63 6B 73 35|20 31 32 37|ZE 30 ZE 30|ZE 31 3A 34|cksh 127.0.0.1:4 0006FES0 hHdBReeFffer £ 116484B0

11648440 139 34 33 37100 00 00 00100 00 00 00 00 00 00 00)ad=7 DONCESearTTIN 00025 oWrite = 25 (37.)

11642480 |43 4D 45 54 48 4F 44 20 6F 62 66 73 34 20 73 6F|CMETHOD obfsd so UODEFE9E| 116F3CFR esWritten = 116F3CFR

11642400 |63 6B 73 35 20 31 32 37 2E 30 ZE 30 ZE 31 3A 3d|cksh 127.0.0.1:4 DOOGFESC| 00000000 werlapped = NULL

11642400 |39 34 39 36| 04 00 00 Q000 Q0 00 Q0/00 00 00 00 8496, . .......... DOOGFEAD| ODOGFERC

1164R4E0 143 4D db bd[dy dF 44 Z0[kF be bb 7o gs 20 1o bb [CHETHOD obhisd so DO0EFEAY EETUEN to obfsdpro. 00444CF5

116484F0 |63 6B

11648500 |31 30 {4 Handies =S

11648510 |43 4D 4 Handle |Type Fefs |Access |T |Info |Name

11648520 |63 6B Y 000000E0|File 3. [0012019F

TIBABES0 |31 39 1 000000E4 | File (pipe) 4, [0016019F WDevice\Afd

11648540 {00 00 0 000000ER | Event 3, [001FO00S FETURN to obfsdpro. 004499F4

116AB550 |00 00 (| 00000CEC |File (pipe) 2. [0016019F YWDevice\Afd obfsdpra. 007TTTED

T1GABEED |00 00 0 000000Fd File (pipe) 4. 10016019F YDevicetAfd

T16AERTO |00 DO (fn0000100|File (pipe) 3. 00120196 YWDevice\NamedPipe

11648550 |00 DO ( OMOUIOE [ File Lpipe) 4. [UUIEUIYT evice AL

11648590 |00 00 01 00000108 |File (pipe) 3. |00120196 YDevice\NamedPipe

116ABRAD |00 00 (100000110 |File (pipe) 3. |00120189 YDevice\NamedPipe [
1164850 (00 00 FETUEN to obfzdpro. 005DTESD from obfszdprao. 004
116ABRC0 00 00 U 00700 00 00 00700 00 00 0oTo0 00 o0 00T, . ... ... [ - DOOBFEDCT TIRBEELD =




F::=RTINET.

Tor Starts Obfs4Proxy

* Tor parses SETCONF command and starts
obfs4proxy.exe (Obfs4Proxy or Obfs4 Client)

* Obfs4Proxy informs Tor of its TCP Port number
that listens on loopback through a inter-
process pipe

* Tor then separately sends the Bridges to that
TCP Port



=:RTINET.

Tor Starts Obfs4Proxy

& TCPView - Sysinternals: www.sysinternals.com E\@
Eile Options Process View Help

| & & =

Proc.. ¢ Frotacol Local Address Remote Address State i
[N/ [System Process]0 TCF 127.0.0.1:49553 127.0.0.1:49496 TIME_WAIT

Gﬂfirefux.exe:SDBE TCF 127.0.0.1:49433 127.0.01:9151 ESTABLISHED

1) firafox exe:3092 TCF 127.0.0.1:49491 127.0.01:8151 ESTABLISHED

1) firefox exe:3092 TCF 127.0.0.1:49540 127.0.01:8151 ESTABLISHED

1) firefox exe:3092 TCF 127.0.0.1:49548 127.0.01:9150 ESTABLISHED

5 ghfsdproxy.exe: 2624 TCP 127.0.0.1:49496 127.0.01:49512 ESTABLISHED

5 obfsdprowy.exa:2624 TP
5| ghfsdproxy.exe2bzd TCF
5| ohfsdproxy.exe:?b?d  TCF

B phisdprowy.exe?62d  TCE|

127.0.0.1:49496
127.0.0.1:49496
127.0.0.1:49496
127.0.0.1:49496

127.0.0.1:49506
127.0.0.1:49559
127.0.0.1:49511
127.0.0.1:49509

ESTABLISHED s

ESTABLISHED
ESTABLISHED

ESTABLISHED s

" obfsdproxy.exe:2624  TCP 127.0.0.1:43495 127.0.0.1:43510 ESTABLISHED

57 obfsdproxy.exe:2624  TCP 10.0.2.15:49519 38.229.33.83:80 ESTABLISHED

5 ohfsdproxy.exe:2624  TCP 10.0.2.15:49520 37.218.245.14:38224 ESTABLISHED

=7 obfsdproxy.exe:2624  TCP 10.0.2.15:49527 109.105.109.147:13764 ESTABLISHED

=7 obfsdproxy.exe:2624  TCP 10.0.2.15:49528 37.218.240.34:40035 ESTABLISHED
= : 10.0.2.15:49529 192 95.36.142.443 ESTABLISHED Tor separately sends
" obfsdproxy.exe:2624 TGP 127.0.0.1:49495 127.0.0.1-49507 ESTABLISHED e

n | nhfsdnro eee P hed  TLE 1927.0.0.1:49496 127.0.01:49513 ESTABLISHED Obfs4 Bridge =
5 obfsdproxy.exe 2624 TOP 127.0.0.1:49495 127.0.0.1-49502 ESTABLISHED & inf tion t

57 obfsdproxy.exe 224 TCP 127.0.0.1:43495 127.0.0.1:49501 ESTABLISHED £ information to

=T ohisdproxy.exe2624  TCP 127.0.0.1:43495 127.0.0.1-49560 ESTABLISHED Obfs4Proxy over

=7 obfsdproxy.exe2624  TCP 10.0.2.15:49561 83.212.101.3:50002 SYN_SENT

=7 obfsdproxy.exe 2624 TCP 10.0.2.15 49562 154.35.22 9:80 ESTABLISHED SOCKS5 Protocol .

57 tor exe 2096 TCP 127.0.0.1:9151 127.0.01:43488 ESTABLISHED

57 tor exe: 2096 TCP 127.0.0.1:9151 127.0.0.1:43431 ESTABLISHED

5 tor.exe:2096 TCP 127.0.01-49501 —=sbefme= 127.0.0.1-49495 ESTABLISHED =

5 tor.exe:2096 TCP 127.0.0.1:49507 —empmgme 127.0.01-49495 ESTABLISHED

7 tor exe:2096 TCP 127.0.01:49505 —=stmgmm= 127.0.0.1-43495 ESTABLISHED

57 tor exe:2096 TCP 127.0.0.1:49507 —=slmtme= 127.0.01-45496 ESTABLISHED

57 tr exe: 2096 TCP 127.0.01-49509 —=stmgmm— 127.0.0.1-45455 ESTABLISHED

" Tior exe 2006 ayo= 127.0.0.1:43510 127.0.0.1:43495 ESTABLISHED

57 tor exe:2096 TCP 127.0.0.1:9151 127.0.01:43540 ESTABLISHED

57 tor exe 2096 TCP 127.0.0.1:9150 127.0.01:49548 ESTABLISHED v

Endpeints: 71 Established: 42

Time Wait: 29

Close Wait: 0




F::RTINET
Obfs4Proxy Connects To Obfs4 Bridges

* Obfs4Proxy uses Bridge information received
from Tor to establish connection with Obfs4
Bridge

* Obfs4Proxy sends “05 00 00 01 00 00 00 00 00
00” to Tor once connection is established



==RATINET.

Obfs4Proxy Connects To Obfs4 Bridges

00000000 ©5 02 00 @2 €& SOCKS5 Protocol
00000000 05 02 =
00000004 ©1 56 63 65 72 74 3d 42 76 67 2f 69 74 78 65 4c [.Vcert=B vg/itxe
00000014 34 54 57 4b 4c 50 36 4e 31 4d 61 51 7a 53 4f 43 |4TWKLP6N 1MaQzS0c] One Obfs4
00000024 36 74 63 52 49 42 76 36 71 35 37 44 59 41 S5a 63 |6tcRIBv6 qS7DYAZc|
00000034 33 62 32 41 7a 75 4d 2b 2f 54 66 42 37 6d 71 54 |3b2AzuM+ /TFB7mqT| Bridge Data
00000044 46 45 66 58 49 4c 43 6a 45 77 7a 56 41 3b 69 61 [FEFXILC EwzVA;ia
00000054 74 2d 6d 6f 64 65 3d 31 01 @@ t-mode=1 ..
00000002 01 00 3
@0000OSE ©5 01 00 1 vo..mim. ) ) '
00000004 05 00 09 o Connection Established
00000068 16 03 01 gff b8 01 @0 @@ b4 0303 S5a f8 62 9d 1b  ........ ... Z.b..
00000078 67 32 cfba be 12 le a3 2c 8f\58 e3 d4 b7 fb 35 g2...... - XenlS SN
ooooooas cqObfs4 Bridge IP and Portin binary | 35 20 22 )7 1]
000000AS 109.105.109.165:10527 p 6f @@ @@  .9./.5.. .....o.
000000BS ©0 16 0 14 00 00 11 77 77 77 2e 6b 6f 63 79 63  ....... w ww.kocyc
000000C8 68 70 6b 34 2e 63 6f 6d ©0 @b @0 @4 @3 00 01 02 hpkd.com ........
000000D3 00 ©a 0 1c 00 1a ©0 17 ©00 19 00 1c 00 1b 00 18  ........ ........ Tor
GOOROOES ©0 1a 00 16 00 Oc 00 ©d ©0 Ob 00 0C 00 09 00 038  ........ ........ >P lsad
000000FS 00 23 00 00 00 0d 00 20 00 le 06 01 06 02 06 03  .#..... ........ ayloa
00000108 ©5 @1 @5 02 05 03 @4 @1 ©4 02 04 03 03 01 03 02  ........ ........
00000118 ©3 03 02 01 02 02 @2 @3 00 0f 00 €1 01 ........ .....
Q000000E 16 03 03 00 39 02 0 @@ 35 03 03 a7 40 @5 1a ¢3  ....9... S5...@...
@000001E cb bS 3f al 9@ 33 f5S b3 4f 52 ad 37 6¢c b4 84 72 ..2..3.. OR.71..r
0000002E 82 bb 40 bd 34 ce 68 bc 9b Sc dc @0 c0 30 00 00  ..@.4.h. .\...0..J
0000003E ©d ff 01 00 01 00 00 @b ©0 04 03 00 01 02 16 03  ........ ..c.....
@00ROR4E ©3 02 48 Ob 00 02 44 0@ ©2 41 00 02 3e 30 82 02 ..H...D. .A..>0.. 9 O@®
|___900000SE  3a 30 82 01 a3 a® 03 02 @1 @2 02 08 56 @9 64 dc  :0...... ....V.d.
S chene pkts, 11 server pkts, 15 turns.




Z:RATINET.
Obfs4Proxy Connects To Obfs4 Bridges

& TCPView - Sysinternals: wwow.sysinternals.com EI@
File Opticns Process View Help

| & =

Proc... ~ Protocol Local Address Femote Address State i
5 [System Process]:0 TCR 127.0.0.1:49563 127.0.0.1:49496 TIME_WWAIT

120 firefox, exe: 3092 TCR 127.0.0.1:49485 127.0.0.1:9151 ESTABLISHED

D firefox. exe: 3092 TCR 127.0.0.1:4341 127.0.01:9151 ESTABLISHED

D firefox. exe: 3092 TCR 127.0.0.1:43540 127.0.01:9151 ESTABLISHED

120 firefox, exe: 3092 TCR 127.0.0.1:49545 127.0.0.1:9150 ESTABLISHED

= obtsdproxy. exe:2ezd  TCP 127.0.0.1:49496 127.0.0.1:49512 ESTABLISHED

5 ohtsdproxy exef62d  TCP 127.0.0.1:45496 127.0.0.1:43506 ESTABLISHED

" obfsdprowy exe: 2624 TCP 127.0.0.1:49496 127.0.0.1:49559 ESTABLISHED

" | obisdproxy. exe:2624  TCP 127.0.0.1:49496 127.0.0.1:4951 ESTABLISHED

5 obtsdproxy exef624  TCP 127.0.0.1:45496 127.0.0.1:43509 ESTABLISHED

= opfsdoroey exe P24 TCE 127.0.0.1:45496 127.0.0.1:43510 ESTABLISHED

" | obisdproxy. exe:2624  TCP 10.0.215:49519 —=s==m== 33 27209.33.83.80 ESTABLISHED =

5 obisdproxy exei2b2d  TCP 10.0.2.15:49520 ==S==jm== 37 2152451438224 ESTABLISHED =

" | obisdproxy. exe:2624  TCP 10.0.2.15:49527 ==Sl==jm==109.105.109.147:137E64 ESTABLISHED =

" obisdproxy.exezb2d TCF 10021549528 —=m==fm== 37.215.240.34:40035 ESTABLISHED == Obfs4proxy makes
5 pbtsdproxy. exe2b2d  TCP 10021549528 —=m==fm== 192 95.36.142:443 ESTABLISHED =——

5| obtsdproxy exe 2624 TCP 127.0.0.1:45496 127.0.0.1:43507 ESTABLISHED connections to

5 ohtsdproxy exef62d  TCP 127.0.0.1:45496 127.0.0.1:49573 ESTABLISHED . =
5 obisdpraxy.exe:2624  TCP 127.0.0.1:49495 127.0.0.1:48502 ESTABLISHED Obfs4 Bridges

" obisdproxy. exe:2624  TCP 127.0.0.1:49496 127.0.0.1:495M ESTABLISHED

= opfsdoroey exe P24 TCE 127.0.0.1:45496 127.0.0.1:43560 ESTABLISHED

" obfsdprowy exe:2624 TGP 10.0.2.15:495F1 ==m==lm== 753 712101.3:50002 SYMN_SENT —

" | obisdproxy.exe:2624  TCH 10.0.2.15:49562 —=si==fm== 154.35.22.9:50 ESTABLISHED =

5 tor.exe:2096 TCP 127.0.01:9181 127.0.0.1:49485 ESTABLISHED

51 tor exe:2096 TCP 127.001:9181 127.0.0.1:45341 ESTABLISHED

51 tor exe:2096 TCP 127.0.01:43501 127.0.0.1:43496 ESTABLISHED

51 tor exe:2096 TCP 127.0.01:49502 127.0.0.1:43496 ESTABLISHED

m | tor.exe:2096 TCRP 127.0.0.1:49506 127.0.0.1:49496 ESTABLISHED

=1 tor.exe:2096 TCRP 127.0.0.1:49507 127.0.0.1:49496 ESTABLISHED

51 tor exe:2096 TCP 127.0.0.1:43509 127.0.0.1:43496 ESTABLISHED

" tar exe: 2096 TCP 127.0.0.1:49510 127.0.0.1:49496 ESTABLISHED

m | tor.exe:2096 TCRP 127.0.01:3151 127.0.0.1:49540 ESTABLISHED

51 tor exe:2096 TCP 127.0.01:9150 127.0.0.1:43545 ESTABLISHED

Endpoints: 71

Establiched: 42

Listening: 0

Time Wait:

29 Close Wait: 0




F::RTINET
Obfs4Proxy Connects To Obfs4 Bridges

* Obfs4Proxy uses Bridge information received
from Tor to establish connection with Obfs4
Bridge

* Obfs4Proxy sends “05 00 00 01 00 00 00 00 00
00” to Tor once connection is established

* Tor encrypts the proxy data from Firefox, then
sends Tor-encrypted data to Obfs4Proxy which
transforms and transports it to Obfs4 Bridge



F::=RTINET.

How Obfs4 Transforms Tor-Encrypted
Traffic



F::=RTINET.

Obfs4 Bridge Configuration Line

SETCONF UseBridges=1 Bridge="obfs4 109.105.109.165:10527
8DFCD8FB3285E855F5A55EDDA35696C743ABFCAE

cert=Bvg/itxe L4ATWKLP6EN1MaQzSOC6tcRIBv6q57DYAZc3b2AzuM+/TfB7m
qTFEfXILCjEwzVA iat-mode=1" Bridge="0obfs4 85.17.30.79:443 ......

« “SETCONF” is the command name and followed are all
built-in Obfs4 Bridges

* One bridge configuration line contains:
» Bridge type: obfs4
» Bridge server IP address and port: 109.105.109.165:10527
» Bridge ID: 14H long hexadecimal

» Bridge cert: Base64-encoded nodelD, idPublicKey, which
participate in generating common keySeed

» Bridge iat-mode: iat mode flag can be “0”, “1” and “2”



F::=RTINET.

Elliptic Curve Cryptography (ECC)

el

Obfs4 Bridge uses the ECC algorithm /(//\

to make secure communication

 ECCis a public key encryption technique based on
elliptic curve theory

 The ECC algorithm Obfs4 used is implemented in
curve25519 package in Go language

 Two functions: ScalarBaseMult() and ScalarMult()



=:RTINET.

Obfs4 KeyPair

// Keypair is a Curve25519 keypair with an optional Elligator representative.
// As only certain Curve25519 keys can be obfuscated with Elligator, the
// representative must be generated along with the keypair.
type Keypair struct {
public *PublicKey
private *PrivateKey
representative *Representative

* Both client and server sides must have their own KeyPair

e Public Key is computed from Private Key

* Representative can be used to restore Public Key



=

RTINET

Obfs4 Client Handshake

20H Client’s representative (Keypair.representative)
variable Padding data, data size range: 4Dh~1FCOh
10H mark, HMAC of Client’s representative
10H HMAC of all the above data plus the hour value of current system time in UNIX Epoch time
3% OllyICE - obfs#proxy.exe - [*C.P.U* - main thread, module ws2_32] =8 =R
@File View Debug Plugins Options Window Help - || &( %
Paused [ ER ] Iae[ce [0 w8
e mov edi, edi weasend +|Registers (FPU) <
TE4E4d0E] 55 push ebp [ EAY 0000001C
T64E4403| BEBEC mov gbp. esp L 5w oonoonon
TE4E440B| 51 push BCX ED¥ 1160BR94
TBAEA40C| 51 push  ecx EBX 0077770 obfsdpra. 00TTTTEO
TedE440D( 813D 43705076 cmp dword ptr [T6507048], TE4EZE29 ESP 0006FESC
TedE4417( 56 push esl EEP (O006FERC
TedEddlia (. OF85 CAQ10000 |jnz TedE4EER EST 116CBREC
TE4E441E| 233D TOTOS0TE | cmp dward ptr [TEB0T070]. O EDI O00EFERC
TedE4d2h |, 0FEd BDOLOOOOD | Je TE4E4EES
TE4E447B| FF35 44705076 |push  dword ptr [76507044] EIF T6AE4406 wsd 3. WSASend
TEdE4d31| FF1S 48124F76 |gall dword ptr [<BAPI-MS-Win-Core-Prikernel32. TlsGetVali _|c g ES 0023 32bit 0(FFFFFFFF)
T = Ao et Lokl F 1 CS 001B 3%bit O(FFFFFFFF)
A D 55 0023 32bit Q(FFFFFFFF)
Z 0 DS 0023 32bit Q(FFFFFFFF)
S0 FS 003B 32bit TFFDEOOQ(FFF)
TIEFC990100 00 00 00 Q0 00 00 00 00 00 Q0 00 00 00 00 000, .. .00 eeeee. .. | ( M 0044ACFE | FCALL to WSASend from obfsdpro. 0044AC «
116FC9A0[EE 64 JE 94 BE 95 TF 15 Dk 90 &6 BT 02 B2 Bb 29 ; wocket = 124
116FCOB0LDG 90 =6 05 66 63 DF 20 10 01 04 82 08 77 representat|ve Buffers = 116B9AFT
116FCOCOYEE AL 42 eb|0A 45 FD Uo[AY Ob D4 9B 44 DV iBuffers = 1
116FCID0Y28 28 T6 42 A1 65 2D DF | 44 B4 AD 0L F6 03 . Bytessent = 116B3AFD
116FCIE0N98 66 CC 29|2E TA B8 AT|97 FD A8 TE \2C C7 Paddlng Data Tags = 0
116FCYF0)01 AB AR OF BF OB AA 4 74 DO 31 CD Bb 3C verlapped = 116B9AD0
116FCADD|AF 59 4D 26 BF 2C E0 BC 6D DD BF 46 OF 51 K rallback = MILL
116FCAIO|FE TEJE2 AC B4 B6 Bb 3F U3 BT CA 1897 U6 1 mar ) JURN to obfsdpro. 00449974
116FCA20 [E6_A6 J4F S0 GF 6B 7F D7 6D AP 25 AD 54 Fb i HMAC of Entire Data :fsdpro. 007777B0
116FCAZO|ES 41 O IE T e
T1EFCA40100 00 00 00 00 00 00 00 00 00 Q0 0000 00 00 OO .. ..ceeeeennnn.. [ O00EFECE| 11EBIHE0 [
T1EFCARD 00 00 00 Q0 00 00 00 00 00 00 Q0 00 00 00 00 00/, ...coveeunnnnn. O00BFECC| 00777120 obfsdpro. 00777120
T T A AT T A o A O T A T AT I T T T onnAFRTINL ANAARDGS | FETIRN 0 sk Fodren O0AACNGE From obfe T
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RTINET

Obfs4 Client Handshake

20H Client’s representative (Keypair.representative)
variable Padding data, data size range: 4Dh~1FCOh
10H mark, HMAC of Client’s representative
10H HMAC of all the above data plus the hour value of curifient system time in UNIX Epoch time
3% OllyICE - obfs#proxy.exe - [*C.P.U* - main thread, module ws2_32] =8 =R
@File View Debug Plugins Options Window Help - || &( %
Paused R R OO OEENEE E
a0 mav edi., edi wsasend »|Registers (FFI) < <
TE4E4d0E] 55 push ebp | Eax Toooooolc
T64E4403| BEBEC mov gbp. esp L 5w oonoonon
TE4E440B| 51 push BCX ED¥ 1160BR94
TBAEA40C| 51 push  ecx EBX 0077770 obfsdpra. 00TTTTEO
TedE440D( 813D 43705076 cmp dword ptr [T6507048], TE4EZE29 ESP 0006FESC
TedE4417( 56 push esl EEP (O006FERC
TedEddlia (. OF85 CAQ10000 |jnz TedE4EER EST 116CBREC
TE4E441E| 233D TOTOS0TE | cmp dward ptr [TEB0T070]. O EDI O00EFERC
TedE4d25),. 0F34 BDO1OOOD |je TodE4SER
T64E442B| FF35 44705076 |push  dword ptr [76507044] BIF T6dE4406 wsl_32. WohSend
Te4E4431| FF1L 48124E76 | gall dword ptr [<BAPI-NSWin—Core-Prikernc132. TlsGe alv_|C o BS 0023 3%it O(FFFFFFFF)
T = Ao et Lokl F 1 CS 001B 3%bit O(FFFFFFFF)
&0 55 0023 32bit O(FFFFFFFF)
Z 0 DS 0023 32bit O(FFFFFFFF)
S0 FS 0038 32bit TFFDEOOO(FFF)
TIBFCH90(00 00 00 00 Q0 00 00 00 00 00 00 Q0 00 00 00 00, .. e eeenen.. | /V/IEaEE  00445CF5 [ FCALL to WSASend from obfsdpro. 004447 »
116FCEB0YDG 90 36 0F 65 A3 DF JC 10 01 04 85 0B §Y Buffers = 116B9AFC
116FCACO|BE AL 42 w04 45 FD Ce[AY O D4 9548 DY PBuffers = 1
116FCED0|ER 28 T6 42 A1 65 2D DF 44 B4 AD 0% Fe 03 . BytesSent = 116B3AF0
116FCOE0 |98 66 OO 29 2ZE TA B8 AT 97 FD AR TE | ZC CT Paddlng Data lags = 0
116FCYFO|01 AR AR OF BF OB A% 4 74 DO 31 CD|&E 3C Dverlapped = 116B9ADO
1IEFCAODYAF 59 4D 26 BF 20 E0 BC 6D DD BF 46 OF 51 K ‘allback = MILL
116FCAIO|FE TEJE2 AC B4 B6 Bb 3F U3 BT CA 1897 U6 1 mar ) JUEN to obfsdpro. 004499F4
116FCA20 |66 A6 J4F 50 5F 6B 78 D7 6D AD 25 AD G4 Fo iy, HMAC of Entire Data f=dpro. 00F7TTRD
116FCAZO|EZ 41 IE T i e 3| s s
TIEFCAL0 (00 00 Q0 00 00 00 00 00 00 00 00 Q000 00 00 00, . ... eeeeeeenn. [ O00EFECE| 11EBIHE0 [
TIGFCARD|Q0 00 Q0 Q0 00 00 00 00 00 00 Q0 Q0 00 00 00 00f. . ... eveeunnnns, O00BFECT | 00F7TT1Z20|abfsdpro. 00TTT1Z0
O T o T T T T o o O T R T O T O T T TlonnAFETOL A0AARDGR [ FETIEN +a b Fodren O04AE098 From obfe T




F::=RTINET.

Obfs4 Client Handshake

20H Client’s representative (Keypair.representative)
variable Padding data, data size range: 4Dh~1FCOh
10H mark, HMAC of Client’s representative
10H HMAC of all the above data plus the hour value of current system time in UNIX Epoch time
3% OllyICE - obfs#proxy.exe - [*C.P.U* - main thread, module ws2_32] =8 =R
@File View Debug Plugins Options Window Help - || &( %
Paused [RT[BA] W] = ] ]
e mov edi, edi weasend +|Registers (FPU) <
TE4E4d0E] 55 push ebp | Eax Toooooolc
T64E4403| BEBEC mov gbp. esp L 5w oonoonon
TE4E440B| 51 push BCX ED¥ 1160BR94
TBAEA40C| 51 push  ecx EBX 0077770 obfsdpra. 00TTTTEO
TedE440D( 813D 43705076 cmp dword ptr [T6507048], TE4EZE29 ESP 0006FESC
TedE4417( 56 push esl EEP (O006FERC
TedEddlia (. OF85 CAQ10000 |jnz TedE4EER EST 116CBREC
TE4E441E| 233D TOTOS0TE | cmp dward ptr [TEB0T070]. O EDI O00EFERC
TedE4d25),. 0F34 BDO1OOOD |je TodE4SER
T64E442B| FF35 44705076 |push  dword ptr [76507044] BIF T6dE4406 wsl_32. WohSend
Te4E4431| FF1L 48124E76 | gall dword ptr [<BAPI-NS-Win—Core—Pr kernel3Z. TlebetValy |0 o ES 0023 3%bit O(FFFFFFFF)
T = A P 1 CS 001B 3%bit O(FFFFFFFF)
s &0 S5 0023 32bit O(FFFFFFFF)
Z 0 DS 0023 32bit O(FFFFFFFF)
S0 FS 0038 32bit TFFDEOOO(FFF)
TIBFCH90(00 00 00 00 Q0 00 00 00 00 00 00 Q0 00 00 00 00, .. e eeenen.. | ( M (0445CFG | FCALL to WSASend from obfsdpro. 004447
116FC9A0[EE £d 9F 44 60 93 TP 15 BA 9. A6 ET 02 57 &5 723 ; wcket = 124
09 90 =6 05 66 63 OF 20 10 01 04 83 0B 77 representatwe Buffers = 116B9AFC
BH Al 42 bb |04 4o FD ColAY On D4 9BT4A DY PBuffers = 1
28 28 Te 42 A1 65 2D DF 44 B4 AD 0% Fe 03 . BytesSent = 116B3AF0
N8 66 CC 29 2B Th 88 A7 97 FD A8 TE 2C CT Padding Data ‘lags = 0
01 AB A8 OF BF OB A% 474 DO 31 CD|&E 3C Dverlapped = 116B9ADO
1IEFCAODYAF 59 4D 26 BF 20 E0 BC 6D DD BF 46 OF 51 K ‘allback = MILL
116FCAIO|FE TEJE2 AC B4 B6 Bb 3F U3 BT CA 1897 U6 1 mar ) JUEN to obfsdpro. 004499F4
116FCA20 |66 A6 J4F 50 5F 6B 78 D7 6D AD 25 AD G4 Fo iy, HMAC of Entire Data f=dpro. 00F7TTRD
116FCAZO|EZ 41 IE T i e 3| s s
TIEFCAL0 (00 00 Q0 00 00 00 00 00 00 00 00 Q000 00 00 00, . ... eeeeeeenn. [ O00EFECE| 11EBIHE0 [
TIGFCARD|Q0 00 Q0 Q0 00 00 00 00 00 00 Q0 Q0 00 00 00 00f. . ... eveeunnnns, O00BFECT | 00F7TT1Z20|abfsdpro. 00TTT1Z0
O T o T T T T o o O T R T O T O T T TlonnAFETOL A0AARDGR [ FETIEN +a b Fodren O04AE098 From obfe T




RTINET

Obfs4 Client Handshake

20H Client’s representative (Keypair.representative)
variable Padding data, data size range: 4Dh~1FCOh
10H mark, HMAC of Client’s representative
10H HMAC of all the above data plus the hour value of current sy\yem time in UNIX Epoch time
3% OllyICE - obfs#proxy.exe - [*C.P.U* - main thread, module ws2_32] =8 =R
@ File View Debug Plugins Options Window Help - || &( %
1 S T
_ BEFF mav edi, edi wesasend - ters (FEU) < <
TE4E4d0E] 55 push ebp = naono1c
T64E4403| BEBEC mov gbp. esp | aannn00
TE4E440B| 51 push BCX 1GCRRGd
TBAEA40C| 51 push  ecx OTTTTBO obfsdpro. 00TTTTEO
TE4E440D| 813D 48705076 |cmp dword ptr [T6507048], T64FZE29 QOEFFSC
TedE4417( 56 push esl OOEFERC
T64E4418(, OF85 CAOL0000 |3inz T64E45ES 16CRRAC
TE4E441E| 233D TOTOS0TE | cmp dward ptr [TEB0T070]. O O0EFERC
TE4E4dZE .. 0F84 BDO10OOO | je TEAE4EES
T64E442B| FF35 44705076 |push  dword ptr [76507044] 64E4406 ws2_32. WSASend
TEdE4d31| FF1S 48124F76 |gall dword ptr [<BAPI-NSWin-Core-Prikernel 32, TlsGetVall ES 0023 3%bit O(FFFFFFFF)
TEARAATT ooiE B o A A vtz [l 27 h

edi=0006FEEC

C5 001B
5o 0023
DE 0023
F5 003B

39bit O(FFFFFFFF)
39bit ((FFFFFFFF)
3%bit ((FFFFFFFF)
32bit TEFDEOOO(FFE)

T1BFCO90[00 00 00 0000 00 00 00 00 00 00 00 00 00 00 00 44ACFSIFCALL to WSASend from obfsdpro. D044AT -
116FCOAC[ED B4 OB G4 6B 93 TF 13 DR 0. &6 ET 02 B2 &5 23] jocket = 124

11BFCOBODY 90 36 05|85 &3 DF 9C 10 01 04 83 0B 7Y Buffers = 116BYARC

116FCC0[BY &L 42 Bb|Us 40 FD L6 &0 Ub L4 90 44 D7 Buffers = 1

11BFCOD0|28 28 76 42|41 65 2D DF 44 B4 AD 05 F6 03 BytesSent = 116BIARD

116FCOE0|98 66 CC 29|2E TA 88 AT 97 FD A8 TE|2C CY lags = 0

116FCOF0|0L 4B A% OF|BF OB AA 474 DO 31 CD|55 3C Overlapped = 116BIATIO

116FCAD0|AF 59 4D 26 BF 2C EQ BC 6D LD BF 46 0E 51 ‘allback = MILL

116FCAL10|FE_TEIEZ AC B4 56 55 3B 70 b7 CA 1492 26 7 , TURN to obfadpro. 004499F4
116FCAZ0[E6_AG J4F G0 BF 6B 7F D7 6D AD 25 AL bd I ] HMAC of Entire Data .fsdpro. 00777TED

116FCA30 B2 41 EEE T vt a |

T1BFCA40([00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00|. ... cueneen.... 3| 0006FECE| 116B9260 E
TIBRCAS0(00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00|.....eeeneen ... | 000BFECC| 00777120| abfsdpro. 00777120 2
VT T T 1 T T T T T A T AT T T (OOEFETOL A nae | FETIER + 0 sk fodireo EAARTOE  From ol
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Obfs4 Client Handshake

20H Client’s representative (Keypair.representative)
variable Padding data, data size range: 4Dh~1FCOh

10H mark, HMAC of Client’s representative

10H

2.5 OllyICE - obfsdproxy.exe - [*C.P.U* - main thread, module ws2_32]
@ File View Debug Plugins Options Window Help

HMAC of all the above data plus the hour value of current system time in UNIX Epoch time

e ] N T O S R )
_ 8BIF mov edi, edl weasend +|Registers (FPU)
TE4E4d0E] 55 push ebp [ EAY 0000001C
T64E4403| BEBEC mov gbp. esp L 5w oonoonon
TE4E440B| 51 push BCX ED¥ 1160BR94
TBAEA40C| 51 push  ecx EBX 0077770 obfsdpra. 00TTTTEO
TedE440D( 813D 43705076 cmp dword ptr [T6507048], TE4EZE29 ESP 0006FESC
TedE4417( 56 push esl EEP (O006FERC
TedEddlia (. OF85 CAQ10000 |jnz TedE4EER EST 116CBREC
TE4E441E| 233D TOTOS0TE | cmp dward ptr [TEB0T070]. O EDI O00EFERC
TedEd425|., OF84 BDO1OOOD | je TE4E4EES
TE4F442B| FF35 44705076 |push  dword ptr [76507044] EIF T6AE4406 wsd 3. WSASend
TEdE4d31| FF1S 48124F76 |gall dword ptr [<BAPI-MS-Win-Core-Prikernel32. TlsGetVali _|c g ES 0023 32bit 0(FFFFFFFF)
T = I P 1 CS 001B 3%bit O(FFFFFFFF)
S A0 S8 0023 3%bit O(FFFFFFFF)
Z 0 DS 0023 32bit O(FFFFFFEF)
S0 F3 003B 32bit TFFDEQQQ(FFF)

TIEFC990100 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00/, ... eenen... | ( s 0044ACF5 | FCALL to WSASend from obfsdpro. 004440
118FCOA0[EE 64 GF G4 65 95 TP 15 DR 90 &6 By 02 52 AL 09 ; wocket = 124
116FCAB0LDE 40 56 0 66 63 DF 20 10 01 04 85 0B 77 representatlve [Buffers = 116B39AFC
116FCACO|BE AL 42 we |04 45 K ColAY Ob D4 9B 48 [ iBuffers = 1
116FCAD0Y28 28 76 42 A1 65 20 DF 44 B4 AD 0L Fg 03 . [BytesSent = 116B3AFD
116FCIE0)98 66 CC 29 2E TA B8 AT 97 FD AR TE 2C C7 Paddlng Data Tags = 0
11eFCOF0)01 AB AR OF BF OB A& 4 74 DO 31 CD Bb 3C sOverlapped = 116B9AD0

AF 59 4D 26 BF 2C EQ0 BC 6D DD BF 46 0OF 6] K ‘allback = NULL

FE TE{EZ AC B4 B6 Db SE 20 LT CA 18 97 26 1 mar . JURN to obfsdpro. 004499F4

B6 A6 JdF GO GF 60 78 D7 6D &b 25 AD b4 b e HMAC of Entire Data :fsdpro. 007777B0

EZ 4] L IEE T et i a | e a

0000 00 00 00 00 00 00 00 00 00 0000 0000 00|, .. ...eeeen..... ‘ [F O00EFECE| 11EB98E0
T1EFCARD| 00 00 Q0 Q0 00 00 00 00 00 00 Q0 00 00 00 00 00/, ... cvveeennnn.. — | O00BFECC| 00777120 abfadpro. 00TTT120
P1EFCAENI A0 A0 A0 A0 A0 A0 A0 000 G0 00 A0 00 00 00 00 (0 T1onnEFFTOL ONAARNSR | RETURN +o sk fodres AOAAENGS From obF

=8 ECR~x=
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Server Verifies Client’s Handshake

* Generate server’s own KeyPair instance

e Verify client’s handshake and restore client’s
public key

e ECC Scalar Multiplication - curve25519.ScalarMult
(server’s private key, client’s public key)

The Very Important Part of ECC Algorithm:

ScalarMult(server.privateKey, client.publicKey) == ScalarMult(client.privateKey, server.publicKey)

'L J k J
I I

On Server Side On Client Side
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Obfs4 Server’s Handshake

20H Server’s representative (Keypair.representative)

20H Server’s auth

variable Padding data, size range: Oh~1F73h

10H mark, HMAC of Server’s representative

10H HMAC of all the above data plus the hour value of current system time in UNIX Epoch time

* Similar to client’s handshake packet

e Server’s auth is added for client
authentication

e Use a different padding data size range
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Generate Common keySeed

and Verify Server’s Auth

* Client calls curve25519.ScalarMult (client’s
private key, server’s public key) and
curve25519.ScalarMult (client’s private key,
server’s id public key)

* Generate the common keySeed with above
two function results and verify server’s auth.

* Final Encryption/Decryption keys are
generated based on the common keySeed
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Obfs4 Seals/Unseals Tor Payload
* Write()

— makePacket()
* Encrypt (encode) Tor Payload (conn.encoder.Encode())

— Append random padding to encrypted payload
— |AT-Mode

* Read()

— readPackets()
* Decrypt (decode) Tor Payload (conn.decoder.Decode())
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e MTU (Maximum Transmission Unit)

* Network device splits large size packets into MTU size
packets, which can be easily reassembled and identified

* |AT (Inter-Arrival Timing) mode

e The valuecanbe O, 1 and 2
— 0 IAT mode disabled for this bridge relay
— 1 splitinto MTU size packets, 1448 bytes

— 2 splitinto variable size packets



RTINET. IAT Mode
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package framing // import "gitlab.com/vyawning/obfsd.git/transports/obfsd4/framing”

import |

)

const |

"bytES"
"encoding/binary"
"errors"

m fmt m

Tlio m

"gitlab.com/yawning/obfsd.git/common/csrand”
"gitlab.com/yawning/obfs4.git/common/drbg”
"golang.org/x/crypto/nacl/secretbox"

// MaximumSegmentLength is the length of the largest possible segment
// including overhead.
MaximumSegmentLength = 1500 - (40 + 12) //by zxp, 1445. 5aGH.

// FrameOverhead is the length of the framing overhead.
FrameOverhead = lengthLength + secretbhox.Overhead

// MaximumFramePayloadLength is the length of the maximum allowed payload
// per frame. MaximumFramePayloadlLength=1448-18=1430 i.e. 59¢ch
MaximumFramePayloadlLength = MaximumSegmentLength - FrameOverhead

// KeyLength is the length of the Encoder/Decoder secret key.
//const SeedLength = 16 + S5ize// Size = 8, =24 i.e. 18H




==RATINET. IAT Mode

7

‘ r-t:;:‘@:-

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

Ao LimRB Re=FsEEBEQaQE

| W [tep.stream eq 0 mj Expression.. +
Time Source Destination Protocc_Info -

264 1.333125  10.0.2.15 38.229.33.83 TCP 63169 + 80 [PSH, ACK] Seq=4428 Ack=10184 Win=63615 Len=1443 |@ ||

265 1.333267 38.229.33.83 10.0.2.15 TCP 80 -+ 63169 [ACK] Seq=10184 Ack=5876 Win=65535 Len=0 i

278 1.344443 10.0.2.15 38.229.33.83 TCP 63169 -+ 80 [PSH, ACK] Seq=5876 Ack=10184 Win=63615 Len=1271 @

279 1.344698 38.229.33.83 10.0.2.15 TCP 80 » 63169 [ACK] Seq=10184 Ack=7147 Win=65535 Len=0

374 1.455710@ 38.229.33.83 1e.0.2.15 TCP 8@ » 63169 [ACK] Seq=10184 Ack=7147 Win=65535 Len=1420

375 1.455712 38.229.33.83 10.0.2.15 TCP 8@ -+ 63169 [PSH, ACK] Seq=11604 Ack=7147 Win=65535 Len=28

376 1.455764 10.0.2.15 38.229.33.83 TCP 63169 » 80 [ACK] Seq=7147 Ack=11632 Win=64240 Len=0

380 1.462226 10.0.2.15 38.229.33.83 TCP 63169 - 80 [PSH, ACK] Seq=7147 Ack=11632 Win=64240 Len=1448 | @

381 1.462367 38.229.33.83 10.0.2.15 TCP 80 » 63169 [ACK] Seq=11632 Ack=8595 Win=65535 Len=0

382 1.464093 38.229.33.83 10.0.2.15 TCP 80 » 63169 [PSH, ACK] Seq=11632 Ack=8595 Win=65535 Len=625

386 1.474@63 10.0.2.15 38.229.33.83 TCP 63169 -» 80 [PSH, ACK] Seq=8595 Ack=12257 Win=63615 Len=1448 D

387 1.4743638 38.229.33.83 10.0.2.15 TCP 8@ » 63169 [ACK] Seq=12257 Ack=10043 Win=65535 Len=0

388 1.474843 10.0.2.15 38.229.33.83 TCP 63169 - 80 [PSH, ACK] Seq=10043 Ack=12257 Win=63615 Len=1303 | ®

389 1.475028 38.229.33.83 10.0.2.15 TCP 8@ -» 63169 [ACK] Seq=12257 Ack=11346 Win=65535 Len=0

396 1.48242¢ 10.0.2.15 38.229.33.83 TCP 63169 = 80 [PSH, ACK] Seq=11346 Ack=12257 Win=63615 Len=1448 | @

397 1.482633 38.229.33.83 10.2.2.15 TCP 80 » 63169 [ACK] Seq=12257 Ack=12794 Win=65535 Len=0

398 1.487941 10.0.2.15 38.229.33.83 TCP 63169 -+ 80 [PSH, ACK] Seq=12794 Ack=12257 Win=63615 Len=1448 ©

399 1.488214 38.229.33.83 10.0.2.15 TCP 80 » 63169 [ACK] Seq=12257 Ack=14242 Win=65535 Len=0@

408 1.494735 10.0.2.15 38.229.33.83 TCP 63169 » 80 [PSH, ACK] Seq=14242 Ack=12257 Win=63615 Len=1448 [¢]

409 1.494998 38.229.33.83 18.0.2.15 TCP 82 » 63169 [ACK] Seq=12257 Ack=15690 Win=65535 Len=0@

424 1.502951 10.0.2.15 38.229.33.83 TCP 63169 » 80 [PSH, ACK] Seq=15690 Ack=12257 Win=63615 Len=1448 D

428 1.503117 38.229.33.83 10.0.2.15 TCP 8@ - 63169 [ACK] Seq=12257 Ack=17138 Win=65535 Len=0

433 1.585934 10.0.2.15 38.229.33.83 TCP 63169 » 80 [PSH, ACK] Seq=17138 Ack=12257 Win=63615 Len=625 @

434 1.506057 38.229.33.83 10.0.2.15 TCP 80 - 63169 [ACK] Seq=12257 Ack=17763 Win=65535 Len=0

449 1.544589 38.229.33.83 10.0.2.15 TCP 80 » 63169 [ACK] Seq=12257 Ack=17763 Win=65535 Len=1420

450 1.544591  38.229.33.83  10.9.2.15 TCP 8@ + 63169 [PSH, ACK] Seq=13677 Ack=17763 Win=65535 Len=28 >

< | m | »




F::=RTINET.

Conclusion
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Hard to Censor

The Tor traffic powered by Obfs4-bridge is harder
to be censored because:

Obfs4 encrypts Tor traffic

Obfs4 packet size is obfuscated by adding
padding data, even the Handshake packet

Obfs4 large packet can be split by IAT mode

Besides those built-in Obfs4 Bridges, Tor
provides three other ways to obtain more
private Obfs4 Bridges
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Three Ways To Obtain Obfs4 Bridge

* Request through Tor Network
Settings.
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Three Ways To Obtain Obfs4 Bridge

Tor Metwork Settings | = ” =l ”ﬂhl

4| Tor is censored in my country

Select a built-in bridge @

@ Request a bridge from torproject.org

Request a Bridge... |

Provide a bridge I know

1 use a proxy to connect to the Internet @
This computer goes through a firewall that only allows connections to certain ports

For assistance, visit torproject.org/about/contact.html#support

Copy Tor Log To Clipboard | OK | ‘ Cancel |
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Three Ways To Obtain Obfs4 Bridge

* Request through Tor Network
Settings.

* Request on Tor Web Site.

* Request via E-Mail.
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Three Ways To Obtain Obfs4 Bridge

- O
& BridgeDB X -+
< & @ bridges.torproject.org/bridges?transport=obfs4 T 2 :
BridgeDB

What are bridges?

Bridges are Tor relays that help you circumvent censorship.

| need an alternative way of getting bridges!

Another way to get bridges is to send an email to bridges@torproject.org. Please note that you must
send the email using an address from one of the following email providers: Riseup or Gmail.

My bridges don't work! | need help!

If your Tor doesn't work, you should email frontdesk@torproject.org. Try including as much info about
your case as you can, including the list of bridges and Pluggable Transports you tried to use, your Tor
Browser version. and anv messages which Tor gave out. etc.
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Three Ways To Obtain Obfs4 Bridge

Tor Metwork Settings Ii“ﬂ”ﬁ

Tor is censored in my country

) Select a built-in bridge @
©) Request a bridge from torproject.org
@ provide a bridge I know

Enter bridge information from a trusted source.

type address;port (one per ling)
Copy & Paste

[CTuseaproy [ BridgeDB x +
[C] This compy
<« C B hitps:Mbridges.torproject.org/bridges?transport=obfs4
obfs4 139.162.51.145:98868 3D2A526257DEAE24D7572C399FA1253357E9538E
For assistancs obfsd 185.162.45.86:443 AE7DCAA2SCO637FAZ16EFATBAB2A16AB527CE023 ¢
obfs4 195.123.245.176:383284 82463486637273DC32D1ABSe7607F1D89B6A1D!
Copy Tor Log

B Show QRCod
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Thank You!



