MHACKTIVITY

Android Packers:
Separating from the pack

Ruchna Nigam

FortiGuard Labs,
FORTINET

11th October, 2014

FortiGuard Labs :RTINET

Threat Research and Response -



Today's Agenda

v

What are Packers?
Discussed in this talk

Packed Malware in the Wild

>
» Pangxie
» LIAPP
» Bangcle
» ApkProtect
>
» Detection
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Packers :ge

What are Packers
» Mainly just compression eg: ZIP, RAR
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Packers i@e

What are Packers

» Mainly just compression eg: ZIP, RAR
» Runtime Packers or Executable Compression

» Executable Russian Dolls
» 'Outer’ executable unpacks contents of 'inner’ executable into
memory and executes
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Packers ﬁ@ﬁ

What are Packers

» Mainly just compression eg: ZIP, RAR
» Runtime Packers or Executable Compression

» Executable Russian Dolls
» 'Outer’ executable unpacks contents of 'inner’" executable into
memory and executes

> Widely used in Windows malware : UPX
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Relevance in Android Security?

» Intended Use

» Code hiding
» Tamperproofing
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Packers i@e

Relevance in Android Security?

> Intended Use
» Code hiding
» Tamperproofing
» Flipside
» Used on malware
> Anti-hacker = Anti-analyst?
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Pangxie

Static Analysis

» 'com.merry.wapper.WapperApplication’

Name="

label

'ic_launcher"
pperApplicatior
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Pangxie ﬁéeﬁ

Static Analysis

> 'com.merry.wapper.WapperApplication’
» WapperApplication.class

public class WapperApplication extends Application

{
static

{
System. loadlibrary( "nsecure");

}

private native void validate(Context paramContext);
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Pangxie ﬁ@eﬁ

Static Analysis

> 'com.merry.wrapper.WrapperApplication’

» WapperApplication.class

» Loads library 'nsecure.so’
» Calls native function validate

public class WapperApplication extends Application

{
static

{

System.loadlibrary("nsecure");

}

Iprivate native wvoid validate(Context paramContext);I

v
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Pangxie ﬁ@ﬁ

Static Analysis - libnsecure.so

» Exports
[T T LU SOSOTC
(=#] digestDecnypt 4001 034
(2] AESDecypt 488681680
[2#] classDestray 4BER1ETC
(2] classini 4BEE1AGE
[=#] strTadstring 4BEE19FC
- 4

EASi2 Sy e

(5P| veiifDigest 4E881368
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Pangxie ﬁ@ﬁ

tatic Analysis - libnsecure.so

» Exports

» Java_com_merry_wapper_WapperApplication_validate

EXPORT Jawva_com_mery_wapper_YWapperApplication_walidate
Java_com_merry_wapper_Wapperdpplication_valicate

PUSH {R3-RS,LR}

MOWS R4, R0

MOWS RS R2
) EL classinit
[ MOWS RO, R4

[t
BL wer gest ‘—
G T
BNE  Iloc_4B8813DE
. BLx et

loc_4B8818DE ; CODE XREF: Jawva_com_mermy_wapper_Way
[ MOWS R1,RS
T =

g
fea e

BL classDestroy
FOF  [R3-R5PC}

-; End of function Java_com_mery_wapper_Wapperdpplication_validate

-
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Pangxie ﬁ@ﬁ

tatic Analysis - libnsecure.so

» Exports

» Java_com_merry_wrapper_WrapperApplication_validate

EXPORT Jawva_com_mery_wapper_YWapperApplication_walidate
Java_com_merry_wapper_Wapperdpplication_valicate

PUSH {R3-RS,LR}

MOWS R4, R0

MOWS RS R2
) EL classinit
[ MOWS RO, R4

BMNE  Inc_4B6818DE
. BLx  exit

loc_4B8818DE ; CODE XREF: Jawva_com_mermy_wapper_Way
[ MOWS R1,RS
T =

Ed
fea e

BL classDestroy

FOF  [R3-R5PC}

-; End of function Java_com_mery_wapper_Wapperdpplication_validate
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Unpacking

» verifyDigest()
» Reads asset file diest
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Pangxie ﬁ@ﬁ

Unpacking
» verifyDigest()
» Reads asset file diest
» Calls decryption function

text 48661034

text 46861034 EXPORT digestDecrypt

text: 48881034 digestDecrypt ; CODE *REF: verifyDigest+1EETp
text 48881034 PUSH {R3LR}

text 48851034 LOR  RZ, =(a0123 40428800022 N R R s D 30)

text 48851038 ADD RZ PC "0123456759012345" | = KEY
text 48881034 BL AESDecrypt

text 48681 03E FOF  {R3,FPC}H

text:4B88103E ; End of function digestDecrypt

text 48851 D3E
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Pangxie &3

Unpacking

» verifyDigest()
» Reads asset file diest
» Calls decryption function

$ openssl enc -d -aes-128-ecb -nosalt -in diest -out diest.dec -K

30313233343536373839303132333435

ERTINET.



Pangxie <3

Unpacking

» verifyDigest()
» Reads asset file diest
» Calls decryption function

openss| enc -d -aes-128-ecb -nosalt -in diest -out diest.dec -K
30313233343536373839303132333435

Decrypted 'diest’
» MANIFEST.MF

» $PakageName$ == Context.getPackageName()?

F&ERTINET.



Pangxie ﬁ@ﬁ

tatic Analysis - libnsecure.so

» Exports

» Java_com_merry_wrapper_WrapperApplication_validate

EXPORT Jawva_com_mery_wapper_YWapperApplication_walidate
Java_com_merry_wapper_Wapperdpplication_valicate

PUSH {R3-RS,LR}

MOWS R4, R0

MOWS RS R2
) EL classinit
[ MOWS RO, R4

[t =
BL wer gest
G T

BMNE  Inc_4B6818DE
. BLx  exit

loc_4B8818DE ; CODE XREF: Jawva_com_mermy_wapper_Way
[ MOWS R1,RS

T =5
BL decryptDex

-

o =
BL classDestroy
FOF  [R3-R5PC}
-; End of function Java_com_mery_wapper_Wapperdpplication_validate
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Pangxie ﬁéeﬁ

Unpacking

» verifyDigest()
» decryptDex()
» Reads asset file clex
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Pangxie

2]

» verifyDigest()
» decryptDex()

» Reads asset file clex
» Calls decryption function

LELEEEEEEEETY

EXPORT dexDecrypt

iclexDecrpot ; CODE ¥REF: decrypiDex+68ip
FUSH {R3-R7.LR}

MOWS RS RO ; Read Pointer to Buffer

MOWS R4 R ;Read Size of 'clex’

i _DecrsptionFn ; CODE #REF: dexDecript+161)
LORE R1,[R%,R3] ;Read Byte from Buffer

EORS R1,R2 S *OR with ke walue

STRE R1,[R5,R3] ; Store in Buffer

ADDS R3#

loc_ 48661938 CODE ¥REF: dexDecrypteAT)
CMP R3,Rg

BLT my_DecryptionFn

LDR  R3, =(cpakageMName_ptr- 0x4B881742)

ATM RI BC . cnabanahlamn ni
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Pangxie :@:

Unpacking

» verifyDigest()
» decryptDex()

V.

Decrypted 'clex’

» JAR/APK containing original DEX
» Saved as /data/data/[pkg_name]/app_dex/classes.jar

> Loaded using DexClassLoader
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Pangxie

Analyst Friendly

>

>

>

Entirely analyzed using only Static Analysis
Symbol Table intact in ELF shared Library
'Helpful’ Export Names

Simple’ encryption

No heavy obfuscation

F&ERTINET.
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LIAPP o)

tatic Analysis

> 'com.lockincomp.liapp.LiappCommon'’

version="1.0" encoding="utf-8"7>
pack om. fortiguard.demo.mobclix.myage" android:versionCode
android:versionName="1.0"
xmlns:android="http://schemas.android.com/apk/res/android">
< android:label="@strina/app name" android:icon="@drawable/logo
" android:nam com. lockincomp. liapp.LiappCommon" >
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LIAPP ﬁeﬁ

Static Analysis

> 'com.lockincomp.liapp.LiappCommon'’

» LiappCommon.class

public void onCreate()
{
super.onCreate();
if (!bInitSuccess)
LiappCommonFinish{);

m_€C = this;
if (Customdpplication '= null)
{

LiappClient.LCAl({CustomApplication, getBaseContext());
CustomApplication.onCreate();
LiappClient.LCA3(this, Customdpplication);
}
1

v,
Al
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LIAPP ®

Static Analysis

> 'com.lockincomp.liapp.LiappCommon’

» LiappCommon.class

» Other classes

v E{}cum.lnckincnmp.liapp
B iappCisstoader
m LiappClient

m LiappCommon

[J] LiappTools

L
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LIAPP ®

Static Analysis

> 'com.lockincomp.liapp.LiappCommon’
» LiappCommon.class

» Other classes - DexClassLoader

» Additional files in packed APK

LIAPPClient.sc
LIAPPClient

R =



LIAPP ®

Dynamic Analysis

» Install and run on emulator
» gdbserver - Attach to process

» gdb client - Dump memory area of interest
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Unpacking
Memory Dump = Optimized DEX

baksmali.jar : odex ->smali

smali.jar : smali ->dex
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LIAPP: Level 2 ®

» Emulator detection

» android.os.Debug.isDebuggerConnected()

F&ERTINET.



LIAPP: Level 2 ®

» Emulator detection

» android.os.Debug.isDebuggerConnected()

» Run on phone and dump - Works I
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LIAPP: Level 2 ®

» Emulator detection

» android.os.Debug.isDebuggerConnected()

Fix
» Run on phone - Works
» Bypass Anti-VM

F&ERTINET.



LIAPP: Level 2 ®

Anti-VM
» Emulator detection

» android.os.Debug.isDebuggerConnected()

Fix
» Run on phone - Works
» Bypass Anti-VM
» Statically unpack

T ]
, T[T
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Bangcle

Security Enforcements by bangcle.com

» Applications are scanned before packing

Rejected Application

Bang: 1t 1.2

File(F) Action{s) Export(E) Help(t)

#& > NS xas

=100 My Tasks

Name. | wersion | sze | pate | status | Rateo... | Errors
fh Uploading (0) e il Lo 528.2.. 1/17j2014 05116 M Exportable -
(8} shislding (0) b
. Dowrloading (3) (& mesmscn L0 16.85K8 1/13/2014 4:35:04 PM Shield Faled -~
N UMDMESW 10 14.24KB 1/13{2014 5:0152 P Exportable

LIMITATION: Fails in the face of 0-days, new/unknown maIware.J

F&ERTINET.
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Bangcle éeﬁ

Static Analysis

» com.secapk.wrapper.ApplicationWrapper

» FirstApplication - Generic placeholder Activity

» Native libraries - Contain code for decrypting Dex
» DexClassLoader - Loads decrypted Dex

, N
F:RTINET. L
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Bangcle &3

Resistance to Static Analysis
» Main Activity?
» Native libraries contain crux of decryption code

» Obfuscated library export names
» Java_com_secapk_wrapper_ACall_r1?
» Dalvik-JNI function mapping??

Jnit_proc O00OFF&S
JMI_OnLoad 00007278
__FINI_ARR&Y__ noozoces
IN IT_ARRAY_ 0o020CEq
Q000BCSC

N000B&64
000aE 0c
pOE 22CFEEY9DAF2B6950 FCOS4E YDDEFSD 00021598
pOEDOSF4ES1CT 242E130BAE 6122012015 0O021E7S
pl0DD7C3951EG20CEDCEY N EPFD263003 0000E3EC

F:=RTINET. nun



Bangcle ﬁéeﬁ

Resistance to Dyamic Analysis

» Can't attach to main process
» Can't stack backtrace

» ptrace hooked

F&ERTINET.



Bangcle

Unpacking
Memory Dump

) 00000000 1

4b994000

00010000
00011000

00000000
00000000

nag
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ApkProtect @

Source: http://www.apkprotect.com

@ Ordinary APK © Decompile dexcjar o coe r:ude Classes.dex has

=T,

@ Transformed by APK Protect @ Turn into a hard APK with @ Decompile dexzjar O ltis still a hard APK

sold armour
[ 1] |

iy s QCING

v
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ApkProtect ®

Static Analysis

» apktool Fail
> dex2jar Fail

> Unzip

F&ERTINET.
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ApkProtect

Static Analysis

» Wrapper application
» Native functions to decrypt and load code

» Strings are encrypted

¥ § google service.a
v [ s
vy @
o &: Cipher
s \+: Cipher
o8 Z : String
@ B
@ H(String)
@ #(String) : String
B8 H(String) : byte[]
& #(byte[]) : Key
[ aEzmEmn
[0 aEemE=s
[ sz
1 sEEmE==

TVVYY

V.
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ApkProtect

®

String decryption

Encrypted string Obfuscated blob
Q=2NjYiJj..cz 3Y / Byte
XOR hard coded
Unique for
l l each blob

“av@oid,util,Bas@M"
Javareflection . —

Base64 decode

0x15 0x12 ,.R —DES — Decrypted string

“decode”

v

Swap first and last two bytes

Base64 decode

XOR with a hardcoded key (unique to each sample)
DES decrypt with key '#safeguar’

v

v

v

Jnm
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ApkProtect

Props to

Andrubis : Analysis report reveals key

- Crypto Operations

ybbcel666.0icp.net

Timestamp Hsa fegu ar Operation Algorithm
11 220 ey DES

I i5, 115, 97, 102, 101, 103, 117, 97
27.223 decryption DES
ybbcel666.0icp.net
27.223 decryption DES
ybbcel777.vicp.cc
27.223 decryption DES

F&ERTINET.

T3] ]
EED
i

HAGKTIVITY



MALWARE AND DETECTION |
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Packed malware in the wild ﬁe

Known samples

» Android/SmsSend.ND!tr - ApkProtect’ed SMS sending
malware

» Bangcle packed malware
» Android/Feejar.Bltr
» Android/Fakelns.D
» Adware/Waps!Android etc

FiERTINET. nan


https://www.virustotal.com/en/file/3aee81db24540fb6b3666a38683259fd32713187ec6e0b421da9b91bd216205f/analysis/
https://www.virustotal.com/en/file/0000350c0792f61ee513f40bd9a42d09144cc6a3c4f2171f812ef415a9a51640/analysis/
https://www.virustotal.com/en/file/b252d9f94697f930c7982b8aea1187c5ae6cfc06ccd771cdd9b9dd511959f569/analysis/
https://www.virustotal.com/en/file/f5b1f4e94736396c21ed3429f5ab646f75f675420d1d8454a41e15348a43d5a8/analysis/

Detection @:

» Application name :
com.secapk.wrapper.ApplicationWrapper

» Class names : ACall, FirstApplication

» Assets bangcle_classes.jar

» Native libraries libsecexe and libsecmain

4] |
FiERTINET nin
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Detection :@:

Visible Signs Detection : Drawback

FALSE POSITIVES!
FP Rate = 97.63%

97.63% M
Packed 'Clean' Samples

237% N
Packed Malicious Samples
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Detection :@:

Challenges for Automation

» Must unpack before signing

» Every new packer in market = >Write new unpacker
OR
» Behaviour based analysis i.e. Run every sample on emulator

» Time - Resource tradeoff between static & dynamic analysis

F&ERTINET.
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» @Otimstrazz - Pangxie Sample

v

Useful Links

» [PDF] Obfuscation in Android Malware Paper
> [github] Automated Unpacking Tools
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http://pandazheng.blog.163.com/blog/static/1768172092013119311705/
https://www.virusbtn.com/pdf/magazine/2014/vb201407-Android-obfuscation.pdf
https://github.com/strazzere/android-unpacker
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Thank you for listening! I

» Email : rnigaml[at]fortinet[dot]com

> Blog : blog.fortinet.com

FortiGuard Labs =RTINET
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