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Packers

What are Packers
I Mainly just compression eg: ZIP, RAR
I Runtime Packers or Executable Compression

I Executable Russian Dolls
I ’Outer’ executable unpacks contents of ’inner’ executable into

memory and executes

I Widely used in Windows malware : UPX
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Packers

Relevance in Android Security?

I Intended Use
I Code hiding
I Tamperproofing

I Flipside
I Used on malware
I Anti-hacker = Anti-analyst?
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Pangxie

Static Analysis

I ’com.merry.wrapper.WrapperApplication’
I WapperApplication.class

I Loads library ’nsecure.so’
I Calls native function validate
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Static Analysis - libnsecure.so

I Exports

I Java com merry wrapper WrapperApplication validate
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Pangxie

Unpacking

I verifyDigest()
I Reads asset file diest
I Calls decryption function

openssl enc -d -aes-128-ecb -nosalt -in diest -out diest.dec -K
30313233343536373839303132333435

Decrypted ’diest’

I MANIFEST.MF

I $PakageName$ == Context.getPackageName()?



Pangxie

Static Analysis - libnsecure.so

I Exports

I Java com merry wrapper WrapperApplication validate
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Unpacking
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Pangxie

Unpacking

I verifyDigest()

I decryptDex()

Decrypted ’clex’

I JAR/APK containing original DEX

I Saved as /data/data/[pkg name]/app dex/classes.jar

I Loaded using DexClassLoader



Pangxie

Analyst Friendly

I Entirely analyzed using only Static Analysis

I Symbol Table intact in ELF shared Library

I ’Helpful’ Export Names

I ’Simple’ encryption

I No heavy obfuscation
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LIAPP

Static Analysis

I ’com.lockincomp.liapp.LiappCommon’

I LiappCommon.class

I Other classes - DexClassLoader

I Additional files in packed APK



LIAPP

Dynamic Analysis

I Install and run on emulator

I gdbserver - Attach to process

I gdb client - Dump memory area of interest



DEMO



LIAPP

Unpacking

Memory Dump = Optimized DEX

I baksmali.jar : odex ->smali

I smali.jar : smali ->dex
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Anti-VM
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I android.os.Debug.isDebuggerConnected()
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LIAPP: Level 2

Anti-VM
I Emulator detection

I android.os.Debug.isDebuggerConnected()

Fix
I Run on phone - Works

I Bypass Anti-VM

I Statically unpack
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Bangcle

Security Enforcements by bangcle.com

I Applications are scanned before packing

Rejected Application

LIMITATION: Fails in the face of 0-days, new/unknown malware.



Bangcle

Static Analysis

I com.secapk.wrapper.ApplicationWrapper

I FirstApplication - Generic placeholder Activity

I Native libraries - Contain code for decrypting Dex

I DexClassLoader - Loads decrypted Dex



Bangcle

Resistance to Static Analysis

I Main Activity?
I Native libraries contain crux of decryption code

I Obfuscated library export names
I Java com secapk wrapper ACall r1?
I Dalvik-JNI function mapping??



Bangcle

Resistance to Dyamic Analysis

I Can’t attach to main process

I Can’t stack backtrace

I ptrace hooked



Bangcle

Unpacking

Memory Dump
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ApkProtect

Source: http://www.apkprotect.com



ApkProtect

Static Analysis

I apktool Fail

I dex2jar Fail

I Unzip



ApkProtect

Static Analysis

I Wrapper application

I Native functions to decrypt and load code

I Strings are encrypted



ApkProtect

String decryption

I Swap first and last two bytes

I Base64 decode

I XOR with a hardcoded key (unique to each sample)

I DES decrypt with key ’#safeguar’



ApkProtect

Props to

Andrubis : Analysis report reveals key



MALWARE AND DETECTION



Packed malware in the wild

Known samples

I Android/SmsSend.ND!tr - ApkProtect’ed SMS sending
malware

I Bangcle packed malware
I Android/Feejar.B!tr
I Android/FakeIns.D
I Adware/Waps!Android etc

https://www.virustotal.com/en/file/3aee81db24540fb6b3666a38683259fd32713187ec6e0b421da9b91bd216205f/analysis/
https://www.virustotal.com/en/file/0000350c0792f61ee513f40bd9a42d09144cc6a3c4f2171f812ef415a9a51640/analysis/
https://www.virustotal.com/en/file/b252d9f94697f930c7982b8aea1187c5ae6cfc06ccd771cdd9b9dd511959f569/analysis/
https://www.virustotal.com/en/file/f5b1f4e94736396c21ed3429f5ab646f75f675420d1d8454a41e15348a43d5a8/analysis/


Detection

Visible Signs? Eg: Bangcle

I Application name :
com.secapk.wrapper.ApplicationWrapper

I Class names : ACall, FirstApplication

I Assets bangcle classes.jar

I Native libraries libsecexe and libsecmain



Detection

Visible Signs Detection : Drawback

FALSE POSITIVES!
FP Rate = 97.63%



Detection

Challenges for Automation

I Must unpack before signing
I Every new packer in market = >Write new unpacker

OR
I Behaviour based analysis i.e. Run every sample on emulator

I Time - Resource tradeoff between static & dynamic analysis
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Useful Links
I [PDF] Obfuscation in Android Malware Paper

I [github] Automated Unpacking Tools

http://pandazheng.blog.163.com/blog/static/1768172092013119311705/
https://www.virusbtn.com/pdf/magazine/2014/vb201407-Android-obfuscation.pdf
https://github.com/strazzere/android-unpacker


The End

Thank you for listening!
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