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Infection Chain — Lacks of security protection

IP Location

Last modified Size Description

2019-05-06 19:07 5.4K
2019-05-13 21:10 1.4K
2019-05-08 21:10 5.8K
2019-05-06 19:07 2.8K
2019-05-06 19:07 5.9K

hp 2019-05-08 21:10 12K
2019-05-06 19:07 7.0K
2019-05-08 21:10 5.9K
2019-05-08 21:10 7.1K
nage.php 2019-05-08 21:10 12K
20.php 2019-05-08 21:10 8.2K
2019-05-08 21:10 14K

2019-05-06 19:07 3.6K

2019-05-06 19:07 4.9K

b 2019-05-06 19:07 5.8K
2019-05-06 19:07 4.9K

2019-05-06 19:07 3.8K

2019-05-06 19:07 2.6K

2019-05-06 19:07 5.7K

2019-05-08 21:10 21K

DeteCted WebShe” ; T 2019-05-06 19:07 507
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Infection Chain — Simple webshells

« We have found different webshells installed on the news site with its opendir.

From a simple one word Trojan to a complex one with GUI.

< 7php EGLGEELEZ‘_'ﬁ:F::ﬁ: "1 r'Yyr ?Px<?php function _11?5513G35{Ei] {
£a = Array ("Jjweyc"™, "
retorn £al%i]:
} ?rx<?php function l__ﬂia_ﬂj i
return issetiE_CGGKIE:E_G:] 2 E_CGGKIE:E_Q: HE
$ 1 =1 0( 1178618035(0)) . 1 O( 1178619035(1))
if (lempty($ 1))
£ 1 = SGLOBALS[" 1001 ¢
BEGLOBALS[" 79565595 "1[11(

. 1 0( 1178619035(2)) . 1 0( 1178619035(3)):

1178619035 (%), S$SGLOBALS['

] One word Trojan
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Infection Chain — Complex webshells

£
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Infection Chain — Complex Webshells

e e || De-obfuscated

£default action = 'FilesF

Edefault:use_ajax = true: b l 'n P H P
if (lempty($ SERVER['HTTP USER NT' ] {

fZuserfgents = array (" ] u r "HMSHEoL™ i hiver™,

if (preg ! match(‘;‘ | '|', SuserhAgents) . '/i' _SERVER['
header (" 104 T it
exit;

e ot 0y Reverse search result

/225 _magic_quotes suncine (o) for MD5 encoded pass

@define ('WSC VERSICH' '2.5");

function WSOstripslashes (Sarray)
return is_arrayiSarray] ? array_map (' 3 , Sarray) : stripslashes(Sarray);

§ POST = WSOstripslashes (% _POST);
% COOKIE = WSO=stripslashes (§ _COOKIE)
function wsoLogin()

die("<pr

function WS0=setcookie (Sk, £v)
$ CCOOKIE[Sk] = $vw:
setocookie ($k, 5v):

if ('empty(Sauth pass))
ifliissetiﬂ POST['pass']) && (md5 (S POST[' "] ['HTTF_HOST'] £auth pass):
if (!isset (% COOKIE [md5($ SERVER['HITP HOST'] ] 'H HOST' ] 1 != %£auth pass)) wsoLogin():
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Infection Chain — Complex webshells

« Check the GUI with xampp. Use password to login on the following page.

Uname: Windows NT BN e 6.1 build 7601 (Windows 7 Professional Edition Service Pack 1) i586 [exploit-db.com] Windows-1251 r |
User: 0= Group: 0(?) Se 1P: i - i
Php: 7.2.5 Safe mode: [ phpinfo ] Datetime: 2019-09-27 06:31:49 1;‘_}5_0_1 y Server Securlty |nf0rmat|0n
Hdd:  40.00 GB Free: 25.18 GB (62%) Client IP:
Cwd: C: htd bshellf drwxrwxrwx [ h .
[}‘:iwes: [cp’}i:a[rrép]pf ocs/webshellf drwxrwxrwx [ home ] 127.0.0.1 N F|Ie SyStem
[ Sec. Info ] [ Files ] [ Console ] [ Sall [ Php ] [ String tools 1 [ Bruteforce ] [ Metwork ] [ Logout ] [ Self remove ]
I File manager * Cmd console
B Name Size Modify Owner/Group Permissions Actions
Wm[.] dir 2019-09-27 06:31:11 0/0 drwxrwxrvx RT y Database access
m[..]1 dir 2019-09-27 06:31:09 0/0 . drwxrwxrvx RT .
B wp-menus.php 24.91 KB 2019-05-29 04:04:13 0/0 W-TW-TW- RTED  PHP-code execution
[Copy ][]
Change dir: s » File searching with hash
|c: /xampp/htdocs/webshell/ [ »>] | | >> |
| Make dir: . | Make file: = » Password bruteforce tool
> 53
Execute: Upload file: -
| [>>] i B [55] * Bind reverse shell to
specific IP and port
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Watering Hole Attack — Infection Chain
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Infection Chain — Website Alteration

Abused CVE-2018-20250 and
Abused CVE-2017-11882

O|2Rh 2A|41

Link to download exploit file

newhighland.rar

ELEKEE— ket , § BUARS 2K AT, BFRRSEE
ARE. BANSHITEEN , DMARIRS RS AZFREE.

30 00 03 04 odl|o _elxe M I conf.exe
00|FF|FF 00 00|B& 00 00 00|00 40
Q00 00 00 00 00 00 00 00 00 00 a0
Q00 00 00 00 00 00 00 0000 1] a0

1F|BR O

0D|0D|OX(24 00(00 00|00 00

Detailed analysis for the exploit files and malware can be found in the following blog:
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https://www.fortinet.com/blog/threat-research/chinese-targeted-trojan-analysis.html

Infection Chain — Website Alteration

Link to simplified Chinese Phishing twitter site

5 Twitter

AT NN IESHSAVES EAlN AN S GAFN IS S S IrTR s v VASSI NS NESTASSES GRS SN SN S w-—

EeEKEE— et , § BUARS 2K AT, BFRRSEE
ARE. BAGEKITEEN , LMURIRSEE, AEFIIEE,

hxxps://www.twitter.hnwfj[.]Jcom/login/
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Watering Hole Attack — Infection Chain

4

Access watering Hack the site, install

v

hole site malicious contents
Victims Hacked news site Attackers
Link to fake
Link to _ Prepgr_e the
Download malicious files Twitter malicious Prepare C2
= : contents
malicious files S T
page
ii.'?ra’ Extract to Drop malware Send informatio
: \.:::J SR to C2 IS%hér(]e(re\S/ieé:e
Exploit ACE Exploit RTF Customized
(RAR) Trojan

F RTINET © Fortinet Inc. All Rights Reserved.



Infection Chain — Customized Trojan for Mainland China

Part of information collection function Collect Fetion data

;% recycle */ WCSCp}'{_!_Z‘-L__..E.f'.E,:EZ;T.’..‘T_:EI H
iVarz = deccdeﬁnd:‘cmareﬁtr{& k0% _TkKuKGk_1002ch40) ; wcscat{____i_:'_',_,_'_e,'_'._"-..?.r '_::za;zjj;
if (iVarz == 0) [ e . P T
getRecycleFileInfo{sstack0x00000124 ackix 33 H DYV B = {LPI\INS‘ FIN:) DRTAN) &Find: -'_E'E':&':I;
i
else |
f* skype */

iVarz = deceodeRndCompareStr (estackix _Csuplk_1002chb3E) 7 I (({(byte)findFilelata.dwFileAttributes & 0x10) '=0) && (FindFileDatz.cFileName[0] '= L'.')

if (iVarz == 0) { FINArl1ien

getSkypeData{&stackix =0 r :I {

1

swprintf(dat_path, (size_t)u_%3\%s\hiatoryZ.dat 1002d3f3,fetionFolder,FindFileData.cFileName)

else |

/* fetion */ _ ﬂ L1=

decodefndCompareStr (eatack0x00000020, 3 HEKVEL1F_1002ck30) r

'i__ R o= e \'J Fetlon imi _path, (size_tju 33\¥sz\history.imw_ {,fetionFolder, FindFileData.cFileName) ;

gELFeELipnDeta g ==~ . Canhce WECCESS{' t path rl:l,
}
else { ers Lo et s . -
£+ Feig *f o gwprinti{dat_path, (3ize_t)u_%3\3a\Vo_History.dat 1002d3ag,fetionFolder
iVarz = decodelindCompareStr({sstacklx _HkEqg_1002cb2&)r FindFileData E-FllEHamE:l
Flnar1lelats H
if (ivarz == 0) {
f* It seems under-construction */
donothing () ;

}
else | i caphccess) = (0] [

rec'.ursiveFindFileInI‘argethlder {*““!“"--‘]:_"'DT}':I {,.;;_ rath imw nath
_F1le = wIopen{im
if ((File = {FILE *jﬁhﬁﬂ {
fzeek( File,0,2);
data 01,1,1, ?ili?;

e(ed
fwrite (sdata 06,1,1, File);
(fe

_wacce3a (da

{&stackix

furite

writeDataloTemp (sst i itorType, inputMonitorType) 7 Iwrite(: St'_"grl"' '__':I'
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Infection Chain — History of Customized Trojan

sougoutool.exe, youku.exe: RunResDIl.exe: DLL type with export

Executable type function Dy;ﬁ 8and DealR

16/5/17 l

May Nov 2018 May

Y

24/1/18
2632967112¢e6eeb15503f4a8327bdas58ceb
ac4e8e565447f30048318fe0179a: DLL
type with export function DealC
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Infection Chain — History of Customized Trojan

same DLL payload with this campaign
25/2/19

l

Aug Nov 2019 May

¢
20/111/18
RunRes.EXE: DLL type with export
function DealC, DealR, and DealS 6/5/19

XLAccount.dll:|Added Shadowsocks

nformation steal
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Infection Chain — Trojan C2

« Download Trojan sends victims’ data to C2 server.

« C2 uses legit Chinese ISP services:
218.31.126[.]140 China Urumgi Chinanet Xinjiang Province Network.
122.112.245[.]78 China Shanghai Huawel Public Cloud Service.

« 122.112.245[.]78 is also used by Android mobile malware.
Same IP, Same Protocol (UDP), Same Port (8000)
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Related Campaign



Related Campaign —Android Mobile Malware
Dynamic Analysis

122.112.245.78 225 55656 -» 8000
122.112.245.78 42 8000 - 55656

M wireshark - UDP X ' — 4 (udp.stream eq 1)EBH - a061483370d61d222f0cas¢ 77549fe475b85620a59800fbf6bees65dble_tr.

00601101a28000014649¢ 2400007203 aaaa 5003 BBBBd dBefeal213062e4303 __5zald’rd+1f 79e227€16 c1da29b91de@9edBc =
0a ; 441952b4f cdd260d5F

dﬁEdeEbB$
9521331 f8e
dBaB93f7eedf
+EfljbEEqJJ
J4?’R4R1UrJBeb

il 4@;588&&!55E24 2e@3dcte’ 1295 ] i a%dcddfdc5959 F94bc28; a2afbd@7+c291549479
936f91ffe567118 5d9e11345° 287222655Fc3c18Fa28bbBcdbcb63811919Fa1941Fc3F39%
5f3b%ed4+768bB552a8273111d2ace536a193dBFTd39] 355928889

8b5bBBEET720080000580000081081898e3ce/d932ccbatld FbﬁSSdF dﬁ?elﬁeﬁfa:afaa 3adb249e42497efBcb69bc1a932742aBa22839Fd8
1672bdt9598+15734a4bFBcBcbT5759d561414F439%aa313b8e7643228095d712b98e454bf c880616a51ctddE73e4467288b3918617ec2ad
11d8884+5bb56436d3e69482b6c15d
8fc20B08720000000500000801081a81b36b9388aTd52de2d]177b%a11abbal296a96b377

9 :aFeFBaeGlbj?FjgﬁBaEa bgaeﬁaldda
b7
£

729893
1baBedaed29a6Fbddebbdlec34a3aded59e5ddbbeabalcelBfedfab751edsh 49‘ c z 6252cd61chfc be‘i Ppfe e'ib
5bc9cclc82bbd37387ed325d9d5d95 Cryp i
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Related Campaign —Android Mobile Malware :
Dynamic Analysis
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Related Campaign —Android Mobile Malware :
AndroidManifest.xml

xmlns:android="htt schemas.andreoid.com/apk/res/android"

android:versionCode="1"

android:versionName="1.0" Pac kag € hame
e="kagfqg.afdbecv.xheeoco"

platformBuildVersionCode="21" .

platformBuildvVersionName="APKTOOL" > APK SDK Version

<uses-sdk androlid:minSdkVersion="15" android:targetSdkVersion="15"/>

<activity android:

android:

="@string/app_name" App without display
:name="kgfqg.afdbecv.xheeco MainActivity">

android:-

Telephone record

© Fortinet Inc. All Rights Reserved.
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Related Campaign —Android Mobile Malware :
AndroidManifest.xml

androld:name="Eqgtqg.afdbecv.xheeco.
nt-filter>
<action androlid:name="android.intent.action.BOOT COMPLETED"/>
<action android:name="android.net.conn. CONNECTIVITY CHANG L

</intent-filter>
<intent-filter>
<action andr&id:name="android.intent.action.MEDIa_MGUHTED"f}

<data andrri‘ scheme="£file" />

Auto-start after boot

priority —"1DDD"“
ia:flon 1Muluiu n1mﬁ—"androld provider.Telephony.SMS RECEIVED"/:

< 111t-511 ilter> Monitor SMS

© Fortinet Inc. All Rights Reserved.
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Related Campaign —Android Mobile Malware :
JNI Library

public native wvoid g(int 1, int 12);

public native String gi(String =str, int 1) ;
public native String hi);

public native int k(String s=tr);

public native woid l{int 1, String str):;

public native void s(String str, String =str2) ;

SLTAaclic

} catch (UnsatisfiedhinkError =) |
System.err.println ("WAENING: Could not load library!");

} Mainjni.java
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Related Campaign —Android Mobile Malware :
JNI Library

. a061483370d61d222f0ca84d7ceb77549fe475b856e0a59800fbfébee565dble

.idea
lib
armeabi
= libposermain.so
sources
com
adv.jni
e Mainjni
android.Plugins
kafa.afdbecv.xheeoo

d
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Related Campaign — Android Mobile Malware : ELF Call

operator+<char, 3td--char traita<char,3std--allocator<char>>

mpfiles, "hbmgr™) ;
cath. 20 4 ) + 0x40)

1Var? = sprintf(startFath

startPath[iVar2] = "\0'

pthread create(slocal 38, attr,S5tartPorcess + 1,3tarctPath);

pthread detach(local 38);
_M deallocate block({ 5tring base<char,3std--allocator<char>> *)basic string patl
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Related Campaign — Android Mobile Malware : ELF Call

if

RTINET

Varid = a::ess{___“;_fi,

(g_atartproceas == 0} |
(uint)g startprocess);

E (iVar3 = 0) |

FUH_DﬂﬂibSba{_f,"f"

Set3creenfndfpp ({int)a_

—
= e

iR LU g --F

s

M deallocate block({ String base<char,std--allocator<char>> *) f

£ — = _
1T local ald ==

FON_0002b3ba(a_
_reatejlr{___n_

-
—
=

Cal

=’

) ;

= (char *)operator.new[] ({g_imei.

[
.

1) 1

k32, "/fdata/local /top/appath/ ™) ¢

_1s 4
0x80 + (local 24
{g packagename.

__8[iVar3] =
ayatem(_ s);
iVari = aprintf

g[iVar3] =

i = gprinti{
.IL|':|

T{__

.
-
local 20,q

ANk

 TCchmod 755 %3 p local &a8);

"au -C

packagename. 20 4 )

- g_imei.

1 4

i

20 4 ) + (local &
- ({int)local 20) +
- g packagename.

- {int)local &2) +

20 4 ));:

“'%3 %3 %u %u %3 F3\"",

sttem (__=)s

operator.delete{_ 3);

_M deallocate block{a Stack
1

_M deallocate block(a StacklOl

[
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Related Campaign —Android Mobile Malware : Hidden Files

* In the APK, a fake icon.png file contains hidden files encrypted by TEA.

File Name Length File Name File Size Hardcoded Signature
icon.pna 1FR00 Al ——————— / d1ew 6.0 (c d
00000000: (95 00 00 0G{/0 2E 5n 61- 72 94 OF 00-00 ?8 98 AF ] ¢ [p.jarps »
P0BERR10: L s : 0 95-B0 CE 73 BEiSYpo 10 06 €
POBERA20: 7B FA 04 B9 p1 BH CE 38 25 1C 1B 1B-79 9E 36 83 {-ﬁﬂ@H%BIL++uh6a
00000030: C8 07 77 B7-F0 5D 03 EB-06 19 D5 S5E-92 66 FF 73 L.w=1958lEf s
DOBOBBLB: 59 73 26 32-6A 66 9B 62-BF AR 6A EO-C7 53 A6 8F ?S&E]f?bwﬂ]mﬂs A

FAAGAGANRANRLC G . AN 9D 0 00 TN S S T r1 01 o™ N O 10 Ao ninn nm =
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Related Campaign —Android Mobile Malware : Hidden Files

15 files can be decrypted. (jar, elf, and configuration text file)

alarmapp.txt
|| au_c.jar
|| au_e.jar
{| c.jar
|| cal.jar
filter.txt
=] g.jar

=] gps.jar

L_| hbmgr
=] p.jar

|| readme.txk
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Related Campaign —Android Mobile Malware :
Stealthy ELF

immome info collect(

wiber voip info collect(
FON_00026540( 5700

fetion i

FON_0002
duowan_in
FUN_0002a
ifround inf

im.yix
FON_ad
icg info collect(

F "RTINET

22320, % {(undefined4 *) (iFarml + 0Oxl4d), =

Zag,*{undefined4 *) (iParml + 0xl4),=

Telegram
J02, * (undefined4 *) (iParml + Oxl4),s

5872, * (undefined4 *) (iParml + 0x14),&DAT 00031 T 00091%e5) = ae"d. ‘<

256, ¥ (undefined4 #*) {iParml + Oxld}),= 000581 T 0009 H Zello is the new name of Loudtalks
k20lE4, * (undefinedd *) (iFarml + 0xl14),&Da

= I 1V

duowan.com
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Related Campaign —Android Mobile Malware

Stealthy ELF

ielectMeasages (basic_string dbPath,dbFath

ast,cityv,country, phone, email , username
p ¥ (undefined4 *) (basic_string dbPath + 0xbc));

Lu:::LIﬂltﬂ::;E?:;
lect (dbPath, g
upurdtur.dtlttu{;

bufferInit{zelectEk
dbhSelect (dkPath,’

F "RTINET

from profiles w

Part of
selectProfiles

Part of
selectMessages
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Conclusion



Conclusion

« What do we have here?

a k~ w0 D

F

Watering hole

Windows Trojan
Android mobile malware
China ISP C2s

Functionalities for Mainland China

RTINET
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Conclusion (cont.)

 Hacked site is blocked in China.

 This site contains contents against China government.

Beijing - X Not Working in China
Shenzhen - X Mot Working in China

Inner Mongolia - X | I | Not Working in China

Heilongjiang Province - X " Mot Working in China

Yunnan Province - X Not Working in China

Result by

© Fortinet Inc. All Rights Reserved.

F "RTINET


https://www.comparitech.com/privacy-security-tools/blockedinchina/

Conclusion (cont.)
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Conclusion (cont.)
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Any Questions?

Email: ytchen@fortinet.com
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