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Infection Chain – Lacks of security protection

opendir

Detected webshell
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• We have found different webshells installed on the news site with its opendir.

• From a simple one word Trojan to a complex one with GUI.

Infection Chain –Simple webshells

One word Trojan
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Infection Chain –Complex webshells
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Infection Chain –Complex webshells

Password
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Infection Chain –Complex webshells

• Check the GUI with xampp. Use password to login on the following page.

• Server security information

• File system

• Cmd console

• Database access

• PHP-code execution

• File searching with hash

• Password bruteforce tool

• Bind reverse shell to 
specific IP and port
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Infection Chain –Website Alteration

Link to download exploit file
Abused CVE-2018-20250 and 

Abused CVE-2017-11882 

Detailed analysis for the exploit files and malware can be found in the following blog:  

https://www.fortinet.com/blog/threat-research/chinese-targeted-trojan-analysis.html

https://www.fortinet.com/blog/threat-research/chinese-targeted-trojan-analysis.html
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Infection Chain –Website Alteration

Link to simplified Chinese Phishing twitter site

hxxps://www.twitter.hnwfj[.]com/login/ 
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Infection Chain –Customized Trojan for Mainland China

Part of information collection function Collect Fetion data
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Infection Chain –History of Customized Trojan 
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Infection Chain –History of Customized Trojan 
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• Download Trojan sends victims’ data to C2 server.

• C2 uses legit Chinese ISP services: 

218.31.126[.]140 China Urumqi Chinanet Xinjiang Province Network.

122.112.245[.]78 China Shanghai Huawei Public Cloud Service.

• 122.112.245[.]78 is also used by Android mobile malware. 

Same IP, Same Protocol (UDP),  Same Port (8000)

Infection Chain – Trojan C2
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Related Campaign –Android Mobile Malware : 
Dynamic Analysis

Data encrypted by TEA
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Related Campaign –Android Mobile Malware : 
Dynamic Analysis

Decrypted command received from server
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Related Campaign –Android Mobile Malware : 
AndroidManifest.xml

Package name

APK SDK Version

App without display 

Telephone record
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Related Campaign –Android Mobile Malware : 
AndroidManifest.xml

Auto-start after boot

Monitor SMS
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Related Campaign –Android Mobile Malware : 
JNI Library

Mainjni.java
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Related Campaign –Android Mobile Malware : 
JNI Library
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Related Campaign –Android Mobile Malware : ELF Call
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Related Campaign –Android Mobile Malware : ELF Call
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• In the APK, a fake icon.png file contains hidden files encrypted by TEA.

Related Campaign –Android Mobile Malware : Hidden Files

File Name Length File SizeFile Name Hardcoded Signature
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• 15 files can be decrypted. (jar, elf, and configuration text file)

Related Campaign –Android Mobile Malware : Hidden Files
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Related Campaign –Android Mobile Malware : 
Stealthy ELF



© Fortinet Inc. All Rights Reserved. 34© Fortinet Inc. All Rights Reserved. 34

Related Campaign –Android Mobile Malware : 
Stealthy ELF

Part of
selectProfiles

Part of 
selectMessages
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Conclusion

• What do we have here?

1. Watering hole

2. Windows Trojan

3. Android mobile malware

4. China ISP C2s

5. Functionalities for Mainland China

• Are Chinese Attackers targeting Chinese people in Mainland 
China?
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• Hacked site is blocked in China.

• This site contains contents against China government.

Conclusion (cont.)

Result by comparitech

https://www.comparitech.com/privacy-security-tools/blockedinchina/
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Conclusion (cont.)
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Conclusion (cont.)



Any Questions?

Email: ytchen@fortinet.com
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