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Who I Am?

• Xiaopeng Zhang

 Senior security researcher at Fortinet’s 
FortiGuard Labs

Have worked in cyber security industry more 
than 14 years



Why I Did This Research?

• FortiGuard Labs Keeps Monitoring Cyber Campaigns 
in The Wild

• One Captured Sample Caught My Eyes

• Deeply Analyzed The Sample
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Introduction

• What is Ransomware

• Phobos Family is One of Ransomware

• Eking Variant with Sub-Version 2987



The Original Word Sample
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Open The Word Sample (2)
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Unpacking Phobos

• Phobos is Proected by a Packer.

• Packer Program Unpacks the Phobos in Memory

• Unpacked Phobos to Override Packer’s Data & Code

• Entry Point of Phobos Is Called in End
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Persistent on Victim’s System

• Add Auto-Run Items in System Registry.

– Under Sub-key 

“Software\Microsoft\Windows\CurrentVersion\Run” of 

Two Root Keys “HKEY_LOCAL_MACHINE” and 

“HKEY_CURRENT_USER”.

• Copy Phobos (“cs5.exe”) onto Startup folders

– “%AppData%\Microsoft\Windows\Start 
Menu\Programs\Startup” and 
“%ProgramData%\Microsoft\Windows\Start 
Menu\Programs\Startup”
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Terminate Processes 



Scan and Filter Files

• API GetLogicalDrives(), C:\, D:\, E:\ …

• Ignore Windows installation folder

• Ignore files with specified extension

• Scan database files in Priority 



Scan and Filter Files

• API GetLogicalDrives(), C:\, D:\, E:\ …

• Ignore Windows installation folder

• Ignore files with specified extension

• Scan database files in Priority 



Encrypt Files and Algorithm

• Waits for Notice (signal of Event) from Scan Thread



Encrypt Files and Algorithm

• Waits for Notice (signal of Event) from Scan Thread

• Algorithm: AES 256-bit CBC (Key and IV)



Encrypt Files and Algorithm

• Waits for Notice (signal of Event) from Scan Thread

• Algorithm: AES 256-bit CBC (Key and IV)



Encrypt Files and Algorithm

• Waits for Notice (signal of Event) from Scan Thread

• Algorithm: AES 256-bit CBC (Key and IV)

• “.id[581F1093-2987].[wiruxa@airmail.cc].eking”



Key Protection

• IV and AES Key is Saved in each Encrypted 
File

• AES Key Is Protected by RSA with Public key

• Brute-Force RSA private key?
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An Encrypted File Structure

• AES Encrypted Original File Content                

• AES Encrypted Original File Name

• 16 bytes Random IV

• RSA Encrypted AES Key
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Execute Two Groups of Commands
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• Phobos Drops Two Version Ransom Info Files

• HTML Version Ransom Information
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• Obtain a Decryption Tool from the Attacker

• Collected RSA Encrypted AES Key to Attacker

• Attacker Decrypts the AES Key with the Private Key
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Conclusion & Suggestions



Conclusion

• Phobos is Downloaded after Opening Word 
Document

• How Phobos Scans, Filters and Encrypts Files

• Encryption Algorithm and Key Protection

• Ransom Information & Decryption Tool



Suggestions

• Never Click Hyperlinks in Untrusted Email

• Never Open Untrusted Email Attachment

• Knowledge in Cyber Security

• Install Anti-Virus software and Keep Windows 
updated

• Backup, Backup and Backup
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Questions ?


