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OUTBREAK ALERTS

ServiceNow Remote Code Execution Attack

Actively targeted vulnerabilities

https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1645154
CVEs: CVE-2024-4879,CVE-2024-5178,CVE-2024-5217

FortiGuard Labs continue to observe attack attempts targeting the recent ServiceNow Platform vulnerabilities (CVE-2024-4879, CVE-2024-5217, &

CVE-2024-5178). When chained together, could lead to Remote Code Execution and potential data breaches with unauthorized system access.

Background ServiceNow is a widely used platform for business transformation used to manage enterprise operations such as
HR and employee management. It recently has disclosed three security vulnerabilities identified as CVE-2024-
4879, CVE-2024-5178, and CVE-2024-5217, these vulnerabilities affect various versions of the Now Platform
including Utah, Vancouver, and Washington DC Now platform releases.

FortiGuard IPS telemetry indicates that the flaws are actively being targeted, with threat actors potentially
weaponizing publicly available proof-of-concept (PoC) exploits.

CVE-2024-4879 is a Jelly Template Injection Vulnerability in Ul macros that could enable an unauthenticated user
to remotely execute code within the context of the Now Platform.

CVE-2024-5178 is an Incomplete Input Validation in SecurelyAccess API. This vulnerability could allow an
administrative user to gain unauthorized access to sensitive files on the web application server.

CVE-2024-5217 is an Incomplete Input Validation in GlideExpression Script. This vulnerability could enable an
unauthenticated user to remotely execute code within the context of the Now Platform.

Latest Developments FortiGuard Labs recommends organizations using ServiceNow to apply the updates for CVE-2024-4879, CVE-
2024-5178 and CVE-2024-5217 to fully mitigate risks of potential attacks. Please see the references section for
links to individual KB articles disclosed by ServiceNow.

July 29, 2024: FortiGuard Labs released a Threat Signal.
https://www.fortiguard.com/threat-signal-report/5497/

July 29, 2024: CISA added CVE-2024-4879 and CVE-2024-5178 to its Known Exploited Vulnerabilities (KEV)
Catalog

July 11, 2024: Assetnote researchers who discovered the flaw published a detailed write-up about CVE-2024-4879
and two more flaws (CVE-2024-5178 and CVE-2024-5217) in ServiceNow that can be chained for full database
access.

https://www.assetnote.io/resources/research/chaining-three-bugs-to-access-all-your-servicenow-data

PROTECT

Countermeasures across the security fabric for protecting assets, data and network from cybersecurity
events:

Reconnaissance

Exploitation

IPS

Detects and blocks attack attempts leveraging the vulnerability
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Web App Security

Detects and blocks attack attempts leveraging the vulnerability
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DETECT

Find and correlate important information to identify an outbreak, the following updates are available to raise
alert and generate reports:
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FortiAnalyzer FortiSOCaaS FortiSIEM

Outbreak Detection
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FortiAnalyzer FortiSOAR
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Threat Hunting
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RESPOND

Develop containment techniques to mitigate impacts of security events:

Automated Response

Services that can automaticlly respond to this outbreak.
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FortiXDR

Assisted Response Services

Experts to assist you with analysis, containment and response activities.

Incident
Response

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
+

RECOVER

Improve security posture and processes by implementing security awareness and training, in preparation for
(and recovery from) security incidents:

NOC/SOC Training

Train your network and security professionals and optimize your incident response to stay on top of the

cyberattacks.
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End-User Training

Raise security awareness to your employees that are continuously being targeted by phishing, drive-by download
and other forms of cyberattacks.

Security
Awareness &
Training
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IDENTIFY

Identify processes and assets that need protection:

Attack Surface Hardening

Check Security Fabric devices to build actionable configuration recommendations and key indicators.

8] @

Security
Rating

FortiDAST

Attack Surface Monitoring (Inside & Outside)

Security reconnaissance and penetration testing services, covering both internal & external attack vectors,
including those introduced internally via software supply chain.
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Additional Resources

Bleeping Computer https://www.bleepingcomputer.com/news/security/critical-servicenow-rce-flaws-actively-exploited-to-steal-credentials/
The Record https://therecord.media/critical-servicenow-vulnerabilities-hackers-cisa

CVE-2024-5217 https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1648313

CVE-2024-5178 https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1648312

CVE-2024-4879 https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1645154

Learn more about FortiGuard Outbreak Alerts
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https://community.fortinet.com/t5/FortiNDRCloud/FortiGuard-Outbreak-Alert-ServiceNow-Remote-Code-Execution/ta-p/334523
https://fortisoar.contenthub.fortinet.com//detail.html?entity=outbreakResponse-ServiceNowRemoteCodeExecutionAttack&version=1.0.0&type=solutionpack
https://community.fortinet.com/t5/FortiAnalyzer/Technical-Tip-Using-FortiAnalyzer-to-detect-activities-related/ta-p/330867
https://www.fortinet.com/products/fortixdr
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/respond
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