
Redigo Attack
New Go-based Redigo malware targets Redis server
https://security-tracker.debian.org/tracker/CVE-2022-0543

CVEs: CVE-2022-0543

Go based malware that targets Redis server's vulnerability CVE-2022-0543 allowing threat actors to drop the Redigo malware and gain server

access.

Background Redis (remote dictionary server) is an open-source in-memory database and cache based on a Unix-like operating

system. The server has a built-in Lua scripting engine that allows users to upload and execute Lua scripts directly

on the server which helps users to efficiently perform the process read and writing data from scripts.

Previously, the same vulnerability CVE-2022-0543 was seen in a different malware attack called "Muhstik"

https://blogs.juniper.net/en-us/security/muhstik-gang-targets-redis-servers

Announced February 18, 2022: Ubuntu published security advisory CVE-2022-0543 at

https://ubuntu.com/security/CVE-2022-0543

Latest Developments December 01, 2022: Aqua Nautilus Discovers Redigo - A New Redis Backdoor Malware

https://blog.aquasec.com/redigo-redis-backdoor-malware

Additional Resources
Debian Bug https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=1005787

Ubuntu Advisory https://ubuntu.com/security/CVE-2022-0543

Security Week https://www.securityweek.com/redigo-new-backdoor-targeting-redis-servers

The Hacker News https://thehackernews.com/2022/12/hackers-exploiting-redis-vulnerability.html

Learn more about FortiGuard Outbreak Alerts

PROTECT
Countermeasures across the security fabric for protecting assets, data and network from cybersecurity
events:

Detects malware payloads related to Redigo attack

FortiGate

DB 90.08462

FortiWeb

DB 90.08462

FortiClient

DB 90.08462

FortiSASE

DB 90.08462

FortiMail

DB 90.08462

FortiCASB

DB 90.08462

FortiCWP

DB 90.08462

FortiADC

DB 90.08462

FortiProxy

DB 90.08462

Detects presence of Redis vulnerability on Linux machines

FortiClient

DB 2.088

Detects malware payloads related to Redigo attack

FortiEDR

DB 90.08462

FortiSandbox

DB 90.08462

Behaviour Analysis engine rates Redigo malware as low risk, due to limited visibility of the nature of malware

FortiSandbox

v4.0+

Detects and block attack attempts related to Redis server vulnerability (CVE-2022-0543)

FortiGate

DB 20.312

FortiSASE

DB 20.312

FortiNDR

DB 20.312

FortiADC

DB 20.312

FortiProxy

DB 20.312

Detects and block endpoint attack attempts related to Redis server vulnerability (CVE-2022-0543)

FortiClient

DB 21.341

Detects and blocks post exploitation activities related to Redigo Attack

FortiEDR

v4.0+
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Action

DETECT
Find and correlate important information to identify an outbreak, the following updates are available to raise
alert and generate reports:

Detects and blocks post exploitation activities related to Redigo Attack

FortiEDR

v4.0+

FortiAnalyzer

v6.4+

FortiSIEM

v6.6.0+

FortiAnalyzer

DB 1.00078

FortiSIEM

DB 402

Threat Hunting

Outbreak Detection

Content Update

RESPOND
Develop containment techniques to mitigate impacts of security events:

Services that can automaticlly respond to this outbreak.

FortiClient
Forensics FortiXDR

Experts to assist you with analysis, containment and response activities.

Incident
Response

FortiRecon:
ACI

Automated Response

Assisted Response Services

RECOVER
Improve security posture and processes by implementing security awareness and training, in preparation for
(and recovery from) security incidents:

Security readiness and awareness training for SOC teams, InfoSec and general employees.

Response
Readiness

InfoSec Services

IDENTIFY
Identify processes and assets that need protection:

Security reconnaissance and penetration testing services, covering both internal & external attack vectors,
including those introduced internally via software supply chain.

Security
Rating

FortiRecon:
EASM FortiDAST

Attack Surface Monitoring (Inside & Outside)

https://security-tracker.debian.org/tracker/CVE-2022-0543
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-0543
https://blogs.juniper.net/en-us/security/muhstik-gang-targets-redis-servers
https://ubuntu.com/security/CVE-2022-0543
https://blog.aquasec.com/redigo-redis-backdoor-malware
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=1005787
https://ubuntu.com/security/CVE-2022-0543
https://www.securityweek.com/redigo-new-backdoor-targeting-redis-servers
https://thehackernews.com/2022/12/hackers-exploiting-redis-vulnerability.html
https://community.fortinet.com/t5/FortiGuard/FortiGuard-Outbreak-Alerts-Version-3-0/ta-p/230946
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/endpoint-vuln/71859
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/encyclopedia/virus/10113939
https://www.fortiguard.com/services/sandbox
https://www.fortiguard.com/encyclopedia/ips/51512
https://www.fortiguard.com/encyclopedia/ips/51512
https://www.fortiguard.com/encyclopedia/ips/51512
https://www.fortiguard.com/encyclopedia/ips/51512
https://www.fortiguard.com/encyclopedia/ips/51512
https://fortiguard.fortinet.com/encyclopedia/fct-app/51512
https://community.fortinet.com/t5/FortiEDR/Threat-Coverage-How-FortiEDR-protects-against-CVE-2022-0543-and/ta-p/239842
https://community.fortinet.com/t5/FortiEDR/Threat-Coverage-How-FortiEDR-protects-against-CVE-2022-0543-and/ta-p/239842
https://community.fortinet.com/t5/FortiAnalyzer/Technical-Tip-Using-FortiAnalyzer-to-detect-activities-related/ta-p/239449
https://community.fortinet.com/t5/FortiSIEM/Technical-Tip-Using-FortiSIEM-Content-Updates-to-detect/ta-p/232371
https://www.fortiguard.com/updates/outbreak-detection-service?version=1.00078
https://help.fortinet.com/fsiem/6-6-2/Online-Help/HTML5_Help/content_updates.htm#Content13
https://docs.fortinet.com/document/forticlient/7.0.0/new-features/343224/fortiguard-forensics-service-7-0-6
https://community.fortinet.com/t5/FortiEDR/Threat-Coverage-How-FortiEDR-protects-against-CVE-2022-0543-and/ta-p/239842?emcs_t=S2h8ZW1haWx8Ym9hcmRfc3Vic2NyaXB0aW9ufExCUERTTEVLTU5FNkxPfDIzOTg0MnxTVUJTQ1JJUFRJT05TfGhL
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/fortiguard-incident-response
https://community.fortinet.com/t5/FortiRecon/Outbreak-Alert-Redigo-Attack-Redis-Lua-Sandbox-Remote-Code/ta-p/239476
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/incident-response-readiness
https://www.fortiguard.com/services/secr
https://community.fortinet.com/t5/FortiRecon/Outbreak-Alert-Redigo-Attack-Redis-Lua-Sandbox-Remote-Code/ta-p/239476
https://community.fortinet.com/t5/FortiDAST/Outbreak-Alert-Redigo-Attack/ta-p/244001

