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Oracle E-Business Suite RCE Zero-day

Data theft and extortion campaigns

https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
CVEs: CVE-2025-61882

Actively exploited as a zero-day in data theft and extortion campaigns, with activity linked to the ClIOp ransomware group. Successful exploitation
enables complete takeover of Oracle Concurrent Processing, opening the door to lateral movement, sensitive data exfiltration, and potential

ransomware deployment.

Background CVE-2025-61882 is a critical (CVSS 9.8) unauthenticated remote code execution vulnerability in the Bl Publisher
integration of Oracle E-Business Suite’s Concurrent Processing component. The flaw is remotely exploitable over

HTTP without authentication, allowing attackers to execute arbitrary code and fully compromise affected systems.

ClOp is the actor behind prior mass exploitation, data theft, and extortion campaigns impacting customers of MOVE:it
and other managed file transfer solutions.

Latest Developments : : : . :
p Oracle has released an out-of-band security patch to address the issue. Immediate patching or compensating controls are

strongly recommended for all vulnerable EBS deployments.

@ October 06, 2025: FortiGuard release a Threat Signal.
https://www.fortiguard.com/threat-signal-report/6205/oracle-e-business-suite-rce-vulnerability,

@ October 05, 2025: Report of mass exploitation of multiple Oracle E-Business Suite (EBS) vulnerabilities, including a 0-
day, by Clop for data theft and extortion

https://www.linkedin.com/feed/update/urn:li:activity: 7380595612443893760/

@ October 04, 2025: Oracle released emergency security updates to address CVE-2025-61882.

PROTECT

Countermeasures across the security fabric for protecting assets, data and network from cybersecurity
events:

AV

Detects known malware related to the Outbreak
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FortiClient FortiGate FortiMail FortiProxy
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AV (Pre-filter)

Detects known malware related to the Outbreak
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FortiEDR FortiNDR FortiSandbox
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Detects and blocks attack attempts leveraging the vulnerability
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FortiProxy FortiSASE

Web App Security

Detects and blocks attack attempts leveraging the vulnerability

FortiADC FortiWeb

DB 1.00067 DB 0.00412

DETECT

Find and correlate important information to identify an outbreak, the following updates are available to raise
alert and generate reports:
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FortiAnalyzer FortiSOCaaS FortiSIEM FortiSOAR
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RESPOND

Develop containment techniques to mitigate impacts of security events:

Automated Response

Services that can automaticlly respond to this outbreak.

FortiXDR

Assisted Response Services

Experts to assist you with analysis, containment and response activities.

Incident
Response

RECOVER

Improve security posture and processes by implementing security awareness and training, in preparation for
(and recovery from) security incidents:

Train your network and security professionals and optimize your incident response to stay on top of the
cyberattacks.
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Response
Readiness

Raise security awareness to your employees that are continuously being targeted by phishing, drive-by download
and other forms of cyberattacks.
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NSE Training

Security
Awareness &
Training

IDENTIFY

Identify processes and assets that need protection:

Attack Surface Hardening _

Check Security Fabric devices to build actionable configuration recommendations and key indicators.
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Additional Resources

watchTowr Labs https://labs.watchtowr.com/well-well-well-its-another-day-oracle-e-business-suite-pre-auth-rce-chain-cve-2025-61882well-

well-well-its-another-day-oracle-e-business-suite-pre-auth-rce-chain-cve-2025-61882/

Learn more about FortiGuard Outbreak Alerts

' FortiGuard Labs
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